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AmaryopeveTol 1 ovTrypogn, aodxevon xal Slvour) e TapoVoog E0YACiOg, €E
OAOXANPOV 1) TUUOTOS QUTNG, YO ELTOPHO 0%0m0. Emitpémeton n avatimwon,
aroINrevon xot Stavoun| YuoL 6xoTO U ®€PG00ROTURO, EXTALOEVTIRNG 1) EQEVVNTIXNG
PUOoNE, VIO TV TPOUTOVEON VO AVAPEQETOAL 1) TTNYT) TTEOEAEVONG RO VO, SLOTNEETOL TO
ooV unvupo. Epotuata mov agpopoiv ) xonon e E0Yaotag Yo ®€08001omnd
O1OTO TPETEL VO ATTEVTVVOVTOL TTOOE TOV GUYYOOPEQL.

Ot aOeLg %O TO. CUUTTEPAOUATO. TTOV TTEPLEYOVTAL OE OUTO TO £YYPOPO EXPEALOVV TOV
ovyypagéa nat dev TPEmeL vo eouNVEVDEL OTL AVTLITPOOMITEVOUVV TIg etionueg FEoelg
tov Edvirov Metodfrov TTolvteyveiov.



1 Ilepidnyy

OL evompaTnpéveg ePapUoyES £XOUY KaTaoTel odoéva kou o Sadedopéves, vToatypilovtag éva evpd
PaTUR EVPUWY TVITNATWY 6Twg cvakevég LoT, avtévopes ThatPopues Ko mikpoereytég. Ot
ePaploYEg avTég ovyva emebepyalovrar dedopéva evaiohnTa we Tpog THY OIWTIKETYTA, Tot OTrolaL
oUAAEyovTOU b ua BT peg 1) elodyovTa T Tov XpY|oTH, 0'To Aot aVVBeTwY powv emebepyaaiog
oV Voo TYPilovy Edeyy0 Ot TPy ATIKG XPOVO, avaduTIxY eeepyacia kot Aym amopdotwy. Qatéoo,
MGy TwY TEPLOPITUEVWY VTTOAOYLTTIKWY TOVG TOPWY, 1) EKTEAETY) EVTALTIKGY, VTOAOYLOTIKA ATTCUTYTLRWY
epyaotwv vroBaduilel onpovtind Ty amédoom Tovg. H amevBeiog uetapopd TunuaTwy Tov vrodkoytonod
e Tapbyovg vrodopwv cloud evéyet anumavTixols KvOUvOUs aT@aetags, kg o idlog o aToAKPVTLEVOG
ebumpetnTig evdéyetou va éxel TapaPiactel. Ta Trusted Execution Environments (TEEs) mapéyovy
TpooTacio évavTt xaxdBovdov AoylopikoD te avEypéva SIKaUdpATA, CUUTEPIAAUBAVOLEVOV TOV eITOVPYLKOD
TUOTHATOG 1) TOV UTepdLayelploT], ko xat évavTt uy ebovatodotnuévyg emBewpnons 1) addolwong

NG UVAYG, TPOTPEPOVTOG LOYVPEG EYYVY|TELS ATPAAELNG Yior EPAPUOYEG TTOV EXTEIVOVTOL TOTO UE
TOTKA 600 Katl O ATORAKPUTLEVDL TepBailovTa exTédeam.

To Aégis vioBetei éva vBp1dixd UOVTELD XPOVOTPOYPAUUATIOROD, TO OTOIO KALUAKGVEL SUVELULKA
T pate 6 epapuoyrs mpog TEEs xatd tov ypdvo extédeons, avgavovtag ) pubuoamddooy| eve
TOVTEY POV OLLTY)PEL TV EUTILOTEVTIRGTY T TwV Oedouévwy. To oDoTUa ETIAEKTIRG LeTAPEPEL Kol
KOTAVELEL TUVOPTATELS KPITLILEG Yia TYY arddoay) ae Olabdéatiuovs kopmBoug enclave, axorovBovtag
Slapeptoud wpoypapuporos xabodnyoduevo amé Tov ueTayAwTTIOTH Ko afloToldvTag, 61ov eival
ePIKTO, TopodAnhous ot emimedo epyaotay. Tia ™y vTooTHpIEY avTod Tou UoVTELOV exTéAED|S,

T0 A€gis evanpaTwvel évo e aPpD TeplBaAdov extédeang evtog TEE, to omoio evopymatpwver Ty
ATOULAKPUTIAEVT] EKTEAETY) AELTOVPYWVTOG VTIO TOUG QUTTY|POVG TEPLOPLTIUOVG UVAIYG TV TEPLBAAGYTWY
enclave.

Ye éva. evpd ohvolo evowpatwpévey (embedded) workloads, o Aégis emtuyydver didpeon
emitdyvyoy (median speedup) ion pe 4.7 x 103 X oty Tepimtwon evég pepovapévou server, ke
o emAéov Bedtiwoy g TaEng Tov evég peyéBovg (order-of-magnitude) v xatovepnuévy extédeon
ot ToAlamaovg enclave nodes.

AéEac-Khedid

Trusted Execution Environments (TEEs), Aocpaiés Offloading Ymodoyopot, Evowpatapéve
Zvotiuata, Katoveunuévn Extédeon oe Enclaves, Metaoynuatiousds Ipoypappdtwv, apadiniiousds
Epyaciav, Zvotiuata Extédeong






2 Abstract

Embedded applications have become increasingly popular, powering a wide range of intelli-
gent systems such as IoT devices, autonomus platforms and microcontrollers. These applica-
tions often process privacy-sensitive data collected from sensors or user input, as part of com-
plex workflows that support real-time control, analytics and decision-making. However, due
to their restricted resources, executing intensive, compute-bound tasks degregates their perfor-
mance. Outsourcing parts of computation directly to cloud vendors, poses significant security
risks, since the server itself may be compromised. Trusted Execution Environments (TEEs) pro-
tect against malicious priviledges software including the operating system or hypervisor, as well
as unauthorized memory inspection and tampering, offering security guarantees for applica-
tions that span on- and off-premise components. 4égis adopts a hybrid scheduling model that
dynamically scales application components to TEEs at runtime, increasing throughput while
preserving data confidentiality. It selectively offloads and distributes performance-critical func-
tions across available enclave nodes following compiler-driven program partitioning, exploiting
task-level parallelism whenever possible. To support this execution model, A¢gzs incorporates a
lightweight TEE-embedded runtime that orchestrates remote execution while operating within
the strict memory constraints of enclave environments. Across a diverse set of embedded work-
loads, Aégis achieves a median speedup of 4.7 X 103 % in the single-server setting, and up to
an order-of-magnitude additional improvement under distributed execution across multiple
enclave nodes.

Keywords

Trusted Execution Environments (TEEs), Secure Computation Offloading, Embedded Sys-
tems, Distributed Enclave Execution, Program Transformation, Task Parallelism, Runtime Sys-
tems






3  Evyapiotieg

10 anpelo avtd, Ha deda va exppaow Tig ethikpveic wov evyaplatieg wpog Tov Kabnynt Tedpyto
Icodpa, o omoiog amotédeae onpavTicy TyY EUTvevans ke’ 6AN T Odpkela TwY TPOTTUYLAKWY
uov omovdv. Hrtaw exeivog mov pe elovjyaye ooy Ywpo TwY VTOAOYLTTIKGY CUTTHUATRY Kol UE
evBappuve va axodovdfiow uetamtuyiaxés omovdé xat va epBabive TeparTépw 0TO TUYKERPIUEVD
EMIOTYLOVIKO TEdio.

Oa 70eda emtiong vo evyaplotiow Geppd Tov Kabvynt) Nixo Baoiddiy, o omoiog wov édwae
Lovadiici evicetploL o TPay ATOTIOITW LEPOG THG EPEVVTIKIG U0V OPOTTYPIOTYTAG YLoL T OITTAWULALTLKY]
epyacic oto Brown University, xafdg kot vo. cuppeTdoyw oe emmAéov epevvnTixeg epyaaieg mov
SLopbpPWTnLy VTIATTIRG TYY AV TIAYH 1OV YloL TNV EpeuvaL oe UETATTUY LS emtiTedo kot cuvEBadoy
xafoplatiid Ty e uOPPWTY TG aeadNRAiKY)G KOV TTOpPELRS.

Téhog, Oa V)0eda va evyaploThow TOVG PIAOUG OV Kol TOUG TUVAGELPOUG OV OTO EPYATTYPLO YLot
6AeG TIG TTIYAEG IOV LLOLPATTYKAUE, OL OTroleg éxavary Ta Ypdvie wov oo EMIT o evydprote o
AY6TEPO oy WTIKA.

ITowve am’ 6Aa, o nbeda v evyaplotiow Tovg yovels wov, APpodity ko Agvumaxn, ot omoiol e
omptéay adidxoma xat ywpls 6povg ot kafe oTddio g {whg tov. ATd mold vwplg wov evotdafey
v oble TG 0N g OOUELAG, TNG ETTLILOVIG Kot TYG DlapKots Tpoomadelog Yio Ty emiTevEy OUTA0TIRGY
otéywv. Ot Buaieg, 1 xaBodvynon xau 1 epmiotoodvy mov édetfay mpog To TpdowTd mov vTTrpEey
xafoplaTikég ot S udpPWay) AV TOV TV ElpLaL TV Uepa, Ko 0t cuToVG 0Peilw T7) BabiTepy evyvapootvn

uov.
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4  Ewaywym

H vrodoytotiny auyung (edge computing) yiveteu oAoéve: xat mio dtededouévn Aéyw Tvg porydeiic
ebamlwong Twv ovoxevwy Tov Aadtetdov Twv Ilpayudrwy (IoT) xou g avdyxng yio mpoPréyerg

e Tparypartid ypdvo xou éEumvo avtopatioud. Ilpog avth ™y xatedOuvom, 1 TexyTH vonuoovvn
Sradpapartife kabopLoTiicd pbho, emTpémovTag Ty axpldy] ebaywyn CUUTEPATUATWY PEOW EXTTAUDEVULEVDY
LOVTELWY Trov exTeAOUYTAL amrevDeing 0TiG TUOKEVEG Y UNG. ZVTKEVEG OTTWG POPETEG TUTKEVEG UYElRG

1 PUOLKTG KATATTATNG, YVUPOTKSTLLL, KAMEPES ATPAAELG Kot TVOKEVEG kaTarypadys Myov Paagilovra

oe advoideg emebepyaciag onudtwy, ol omoleg petatpémouy BopuPwdy ko py Sounuéve dedouéva
a0V TPWY TE Y PY|TLRA YOPAKTYPIOTIKG, Te OTTOlOL T'TY) TUVEELL TPOPOIOTOVY arkyoplBurovg wnyovticng
wabnong yie ™ AMm amopiaewy. Ot ovokevi avTeg TUALEYOVY Ko avaADoVY TUVEXWG PUTTIOAOYLKA

Kot TEPLBAALOVTIKG TTjrarTa, 6TTwG Kapdtacd pudud, emimedo (vaovdivyg, uotiPa avatvor, Toytég
KlVNTYG, KeLPE ELCEVOLG KoLt AROVTTIKE T IAOLTOL, TIPOKELULEVOV V&L TPOPOOTYTOUY TiG Baratkég UTOAOYIOTIKEG
Toug dlepyacie. e avtd To haioto, Ta Sedopéva wov emebepyalovrar eivar i tepa evadoBnTa ko Ber
TPETEL VOL TAPAWLEVOUY TPOTBATIUA ATOKAEITTIKG 0TOV XpYioTy. Towtéypoves, v vimAy vrodoytoTiky
amaitnon oplopévwy oTadiwy g emeepyaciag kabiotd okéxAnpen TV advoida avamoTekeopatixy
Yl CVTKEVEG UE TOTO TEpLopLOEVOUS TTépove. To TpoldmTov onuelo cup@dprons odnyel ot avknuévovg
YPOVOUG aTbXpLIYG, VTTEPBOAH KATAVAAWTT) EVEPYELAG Y] ACOUY) Kol OE UElTT) TG TUYVOTYTOG detymarTodnricg
Tov VT6 TepaxoAovdnon cvaTAATOS, WoTE Vo TeptoptaTel To wéyedog TG e1gddo, Yeyovés oV
vroBaduilet ™ axpiBelo Ty TpoBAéyewy [1].

[Topddo wov dnuoatol wapoyot vToloyLaTikod vépov, 6mws ot AWS, Azure, IBM ket Google
Cloud, mpoopépovy anuavtikodg vrodoytoTikods Tépovs, 1) avadear) TG EXTEAETT)G Te AUTOVG LETAPEPEL
evaioDyTovg VTOAOYLTOVG T Evar Y] EpTTLoTO TEpLBAAAOV, SutovpywyTag Evay Bepedtwdn cupibacud
uetad amddoong ko eumioTevTIKOTY TG TwY dedopévay [2]. Emmiéov, oplouéves Aertovpyleg—
6TTwG ) TUVEXY)G TUALOYY OedopEvay aTrd auay T peg, To oTrola TapdryovTat cuvHHwg wg por dedoréva,
xafedg Kot 1) eQaphoyy) EAPPLOY TTAdIWY PIATPAPITUATOG—TIPETEL EX PUTEWS V&L EKTEAOVVTOL 0T
TUOKEVT] AUYUANS.

Kata cvvémeta, amarreitan pua vBpidich mpooéyyloy wov va xabopilel T BédTiory Oéom extédeong
xabe epyaciog TG VTOAOYITTIKG 0AVTIdeg, T TUVOVATUS UE EVaL ATTOROVWAEVO TePIBAAAOY EXTELETNG
(sandbox) wov dtaoPadiler TV ao@adi) ket aTOROVOUEVY EXTELETY] evaiotnTwy vTrodoytoumy. To
Aégis viofeTel auTH| TNV TPOTEYYLTY, LETAPEPOVTAG ETTLAEKTIIA TIG TUVAPTHTELG TOV ATOTELODY Y peict
TUPOPYTNG OO EVOWUATWUEVEG TUOKEVEG O aoParels Bodaxes extédeang (secure enclaves). O
oyedacrbs Tov BacileTon oTnY TopaTH PN oY OTL OL TEPLTTOTEPEG EPOPULOYEG EVIWUATOUEVWY TVTTYUATOY
axokovBolv éva eravakapBavéuevo mpétumo extédears Baoiopévo ae Bpéyovg, To omoio eppaviletea
e OLOPOPETIIOVG TUTOUG EQPAPULOYY [AE ULKPEG LLEVO DLOLPOPOTIOLYTELG T'TT) POY) EAEYYOU, TTOVG YPOVIKODG
TEPLOPITULOVG Kol TTY) AETTOUEPELRL TNG PONG OEOOUEV®Y.

To Aégis amoteleitar amwd évoy petaylwttior DSL, o omoiog ex@palet Tig xatdAAnieg ovmacioloyixés
€VVOLEG TG ETIAEXTIKNG EXPOPTWIT)G KoLl TPOLY UOLTOTIOLEL ETATY Y UATITLOVG TOV TROYPAUMATOG OTE
Vo SLoYwPLTEL TNV EPAPIAOYY] TE EYYEVEIG Katl ATORAKPUTLEVAL EXTEAOD UeVEG epyaaieg. TTapéyet emiong
Bactkole wnyaviowols xpovov eXTEAETY)G Yo TYY ATPUAY ATOUAKPUTLEVY EXTEAETT), TUUTEPIALBOVOULEVOY
£VOG TPOTPUOTUEVOD OtepunvevTy| QJS, eVIoYVUEVOU e UNYOVITIUOVG KPUTTTOYPAPY TG kel ETTLICOLVWVInG
IOV ETITPETOVY TY) UETAPOPA TY)G KATATTOTNG EKTEAETY)G UETW QLTPAAOVG KAVAALOD LETA TNV OAOKAYpWIY)
™6 drdixaciog yetpayiag (handshake). Emméov, o Aégis mepidapBaver puo uyyavn avadvang wov
evromiler Ta eEopridpeva apyeio xou Tig BipAiobrxeg mov Tpémel v petadobolv oo mepBdAloy Tou
Bvhoucer, xabodg et éver wepiBaAdov exTédeang oY TAevpd TOV TEAATY, TO omolo dtoryetpileTon TV
VTOBOAY AUTNUATEWY Kol TVY AVAKTNOY] ATOTEAETUATWY UETW EVOG LOVTELOV eXTELETNG BaTtouévov
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€ OUPEG EQYATLWY, ETITPETOVTOG TAVTOYPOVY EKPOPTWIY) OTTOTE QUTO ElVALL EPLKTO.

>y Thevpd Tov 5T peT T, éva TpoTrp oo uévo TeptBdAdoy exTédeom QJS evowpaTwveTal
ooV ao@ay B0daxayie Ty aflodbynoy TwY elTEpYUEVWY AT IMATWY, TVVOSEVEUEVO aTrd Evar eVOLALETD
emimedo hoytopuxod (middleware) m ov Sapecodafel ™y emrowwvia uetald Tov Hvdaxa kot Tov
uy éumiotov eummpetyth). Télog, évag ypovompoypappatiotis Tapaxolovlel Tig evepyég cuvedpleg
mweddatn—00hoca ko avabéter drabéaipovg xouBovg Bvdaxa pe TodrTikn round-robin xetémy authertos.

SVVoTTIKG, 1) epyaTin avTY) CUVELTPEpEL Ta eENG:

* Mo Sopuicr reéty] ket TaEIvEUN oY ePapUOYEY EVOWUATOUEVRY CVOTUATWY TTov BacilovTal
ae Bpdyovg, 1) omoia evTomilel TPOTUT eXTEAETY)G KATAAAN AL YIoL TPEAY EXPOPTWTT) VTTOLOYLTUOD.

'Eva edagpd mepipaidov extédeans péoa oe aoalei Bodaxes, T o omoio emiTpémeL OlaPavy)
ATOUNKPUTUEVY] EXTEETY], OLOTNPAVTOG TUPAAANAL TV EWTIOTEVTIKOTYTA TwY OedOUEVEY
Kot AELTOVPYWVTOG EVTOG QUTTY)PWY TEPLOPLT WY TOPWY.

* "Eva mhaio1o emilexTiyg exPOPTWIY)G UTOAOYLTAOD OV KATAVEUEL OUVOUIKA TIG TUVAPTHJELG
OV aToTeEAODY amuelar cVUPOPNTYG Tt KOUBoVg ao@alwy Buddxwy, vootpilovrag ueptky
ATOUAKPUTAEVY) EXTELETY] Kol BEATICIVOVTEG TV TUYOLKH ATTO000T).

* 'Evav petaylottiot) yAnooag eidixod axomod (DSL), o omoiog petaoynumatiler avtépato
emoN oo UEVEG Oouéq Bpdywy Te aTlyYPOVES ATTOUAKPUTUEVOL EKTELETLUEG EPYALTTEG KOl EVOPYYTTPWYVEL

TV KOLTOVEWYLEVY) EXTELETY] TOVG O KOUBOVG aPakayv BuAdiwy.

O myaiog xwdikag Bo etvou dnudata drabéatpog oto Github petd ™y vroodn ¢ epyactiog.
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5  Ilapaderypo

"Eotw n axélovdn povtiva enetepyacioc HKI (ECG), n omoia StaBalet dedopéva kapdiocod onpatog
Kou eTrLyeLpel o aviyvedoel edy évag aoBevig mapovotdlel evoeibelg appubulo.

const arrModel = await tf.loadLayersModel('file://./arr_model_v4/model. json');

function ECGPipeline() {
for (let i = 0; i < ITERATIONS; i++) {
const ecgData = readECGQ);
const result = predictArrhythmia(ecgData, arrModel);
console.log("Arrhythmia detection:", result);

H cwvdpton readECG () (ypaups 5) culdéyer Taptideq uetpyoewy Tov xapdlokod onkeTog
a6 éva aaOntipa e otadepy ovyvétnTa derypatodnyiag. TacvikeyOévra dedopéva metaiBalovra
oy ouvéxela oy cvvaptyoy predictArrhythmia () (ypauuy 6), v omoin extekel éva eapd
oTédio mpoemeEepyaciag (T.y. KovovLKoTOOT) TP TPAYUATOTOIATEL eEaywyy] TUUTEPOTIUAT WY
YpNotwoToLWVTaG éve TpoexTroudevrévo uovtéro TensorFlow (ypouwy 1).

[apéTt 1) cvAdoyy| Tou oApaTog Kou 1) TpoeTekepyaaio elvar oyeTixd Yauntod VITOAOYLOTIKOD
K6OTOVG, TO 0TASL0 TV ebaywyng CUUTEPATUATAY KVPLLPYEL TTOV TUVOALKS Yp&vo EXTELETTG TNG
advoidag emebepyaciag. Xe eVowUATOUEVEG TUTKEVEG UE TIEPLOPLOUEVOUG TOPOUG, 1] ETAVAAAUBoVOLEVY
EXTENET] TOV GUYKEKPLULEVOV VTOAOYLO WOV prropel ypiyopa va ebehiyBel ot ompelo cvppdpnomng, meplopilovtag
0 puBupamddoon g epapuoyrg TeparxorodBnonc. Xny mpdly, edv 1 povtive TEOBAeYM G Kot TEl
vTepPolikd apyh, To TUTTYUa EVOEYETAL VoL AVAYKATTEL VoL ELWTEL TV TUYVETNTA OeryphatolViog
tov HKT dhote va avtamoxpifel otig amoutyoelg emelepyacios. Qotéoo, n pelwon g ovyvotyog
detypaToMing IWTOpEL Vor 001YY|TEL T ATWAELR TYUAVTIKMY YOPAKTYPLOTIKWY TOV T1AOTOG Kol Vo
ETTY)PEATEL APV TIKA TN acpiBeta aviyvevarng appumawy. Qgamotédeopa, ypredictArrhythmia ()
aTmoTEREL EVay PUTLKS VTTOYNPLO YIoL ATTOUAKPUTIUEVY] EXTEAETY).

T ve exppaoovy avty| T Tpdhean), oL TPOYPAUUATIOTEG ETITNUAVOVY TOV Bpdyo Ue [l 0dnyic
exPopTwaT (Ypaun 4), v omola poadiopilet Ty vrodoyLoTIRG ToUTY TIKH TVVAETY o (Ypauuy S)
ot Snhver 611 Sev vmdpyouy eEaptioeig petakd dtadoyikay emavadyewy Tov Bpéyov (Ypapwuy 6),
EMITPETOVTOG ETTL TEPAUTEP® TAPAAANALTUS.

const arrModel = await tf.loadLayersModel('file://./arr_model_v4/model.json');

function ECGPipeline() {

/* @offload
-- fname predictArrhythmia
--parallel

*/

for (let i = 0; i < ITERATIONS; i++) {
const ecgData = readECGQ);
const result = predictArrhythmia(ecgData, arrModel);
console.log("Arrhythmia detection:", result);

Aedopévov 6Tt Ta. 1Tpird. dedopéva eivan taitepa evaiohnTa, T oTotyein Twy aceviy Oa
uropovoay va extedoly ot mepimTwoy TapaBinoyg Tov amopaxpuouévov eEumypeT T Tov avakapBdvel

16



O IR - NV S SO VO R R

—
5]

T eebepyactio Tovg. Zuvetae, amarteltal éva emmTAéoy entiTedo aoPdAslag OTYY TAEVPA TOV eEVTYPETHTT,
WoTe Vo Oloo PaAilETa 1) EUTIOTEVTIRETYTA KOTA TN ATOUAKPUTUEVY] EKTENETY.

To Aégis avtipetowmilel auT) TV TPOKAN T LETAPEPOVTAS TOV VTOAGYITUS T EVOLY ATOKAEITTIKA
APLEPWUEVO TTOY TEAATY aoPady] BOAaxa exTédeang, aflomoIOVTAG TVYKekpLIUEVR TNY TeYVoroyia In-
tel SGX.

To abrémioro o td TepLBaddov exTéeang TapéyeL LoYVPEG EYYVYOELS aToudvmoT|s, dlaoakilovtog
6T evadayta dedouéve HKT mapapévovy mpoatatevpéva by kou Toy To vTokeiuevo cooTnuo
Jev elvou EUTTLOTO.

O petayrwttiotig DSL petaoynuartife avtépmorte Tov emonuacpévo xwdtke ot évo aabyypovo
LOVTELD eXTENETT)G IOV VTTOTTYPILEL ATPAAT] ATTOUAKPUTUET) KANOT).

const arrModel = await tf.loadLayersModel('file://./arr_model_v4/model.json');

async function ECGPipeline() {
const ecgData = readECG();

// __remote__
const result = await predictArrhythmia(ecgData, arrModel);
console.log("Arrhythmia detection:", result);

}

scaleout_traffic(ECGPipeline, [], ITERATIONS);

ZUYKERPLUEVEL, O UETAYAWTTIOTYG ATTOUOVWVEL TO TR TOU BP0V Kol TO EVOWUATWVEL TE it
aavyypovn povtiva (Ypauy] 3), eved mapdddnia emiouaivel Ty xAYon g ovvapTnong ebaywyns
TUTEPOTUATWY WG ATOUAKPVIUEVY AetTovpyia (Ypauuy 5). Hxdnon mescaleout _traffic()
(Ypaup) 10) evopynotpwvel Ty TavTEY povy) eXTELETY TOAAATTAGY emavaVewy T ECGPipeline (),
KATAVEROVTAG TiG epyadieq oTovg dtabétnovg kouPovg ao@ady Bvidxwy. O metaoynuatiomds
avT6g Storywpilet ovataTTId TOV VTOXOYIT IS T V0 Upn: €var Tomixd TUY e VTEDOUVO Yo TY TVANOYY
Se00UEVWY Kol T1] POY] EAEYYOD, KoLl EVOL ATTOAKPUTUEVO TULY| LA TTOV eXTEAEL TV ectywyr] CUNTEPATUATWY
EVTOG ToV ag@akolg Bvhaxa.

H avémrvéy (unrolling) tov Bpéyov pe avtéy tov tpdmo ebumypetel dbo Baoikodg oxomols.
ITpwtov, evbuypapuilet To Tpbypappa e To LOVTELO EXTEAETY)G TOV o akovs BDAaka, SOV UeUOVWEVES
epyacies uopoly vo xAnBolv kot Vo eXTeELETTODY pe aTPAAeLol ATOUAKPUTEVEL. AeVTEPOY, ETTELON
o Oetypata HKT emebepydlovrar aveEdpyra petakd tovs, moddamhés emavadielg umopoly va
TPOYPALUATIOTODY TAVTEYPOVEL T SLoPOPETIROVG KOUBOUG ao@adwy Buddxwy, BedTicrvovtag onuavTtind
T guvortky] puluamédoay).

6  Katyyoplomoinoy Bpoywv Extédeays o Evowpatwpéva Zvotypatae

To evowpatwuéve cuoTALATE OPYVHVOVTAL BOUIKA YOPW ot Eveary emipovo Bpéyo eAéyyov, o omoiog
ouvibwg exppdletar wg while (1) 7 me xdmol 100SVVAWY) KATATKEVY TOV eXTEAEl TUVEXWG Tig
AerTovpyieg g detypaTodning, Tov vTOAOYLTIOD ket TNG evepyoToinays. To apyltexToviKé avTé
TPOTUTO OV ATOTENEL pior TUY e ETIAOYY, A Evar DepredicdOeg XK TYPLITIRG TWY EVIWATWUEV Y
ovatratey. Onwg weptypapeto oto Programming Embedded Systems [ 3], To doyiopicé (firmware)
TWY EVOWUATOREVWY CVTTNATOY exTeAel auvHBug T Baoctky Tov AerTovpyikdTyTa éoa ot Evory
ametpo Bpdyo, 0 0Tolog KETA TNV apy1KoToin oY emavalakBaver Sloprag To.oTadia ThG Oety paTodniag,
g emebepyaciog xat g evepyomoinong. Tapbuoteg apyés ovvavtavtar xou oty Bidoypadio Twy
TUOTUAT®WY Tperypatiod ypévov, émov évag atalepys didpxelag «kdpLog kvklos» (major cycle)
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ebaopadiler TpoBAéipo ypovioud g extédeong [4]. O dmepog Bpdyog amoteel emouévas wio
Soptxcr] avoddoiwTy) LOITYTAL TOU AGYITUIKOD EVOWUATWIEV®Y TVOTHIATWY, Kadg xabopiler Tdoo
TV GUVEYY AELTOVPYloL 600 Kt TY) YPOVLKY OOUY] TOV TUTTYLLELTOG.

Me Bdor avth Tv Tapathpnom, TpoTeivovue wia Tebtvéuyomn Tav doudy Bpdywy extédeorg Ty
EVTWUATOULEVWY EPAPLOYRY, 1) oTola PacileTar oTig axdérovleg Tpetg 1d1dTyTeg:

* POVIKEG EYYVY|TELS,
* Pabude Aemwroppetag Tvg porig dedouévay,
* KPLOLUOTNTA TNG POY)G EAEYYOV.

H to£wvépnon avty mapéxet o ovotruatic Baon yie Ty XeTa TN oY TOU VToAoYLo koD UeTaéD
TWY CUTKEVDY QUG Kol ATORaKpUOUEVeY TepLPaAdévtawy extédeons. Eidikdtepa, diaywpilet Tig
EQYOTIEG IOV ATTAUTOVY QUTTYPA TEPLOPLOUEVOVG YPOVOUG OTTOKPLONG OTTO EKEIVEG TTOV [ATOPOTY Vol
avexfovv kabvatépyan ductdov ket ypoviy uy vreteppuviaTicot)Te. g amotédeoua, xadiotoTtal
dvVaTéG 0 EVTOTITUOG TWY VTTOLOYITTIKGY TUYUATWY TTOU TTopolY Ve eTwPedy 0oty amé Ty expopTay
vTodoYITUOD Ywpis va TapaLalovTer ot eploplapol 0pBoTNTRG TOU TUVOLIKOD TVITHKATOS.

6.1 Bpéyot EXéyyov Avotypod Ipaypaticod Xpévov

ToevowpaTwpéve CUTTARATE AVTTHPEOV TRALYUATIKOD YPEYOV VAOTOLOUY OTEVE TUVIEDEUEVEG AAVTTOEG
Serypatoriag, emeEepyaciog xat evepyomoinomg, 6mov xdde emavddnym Tov Bpbyov mpémet va odoxhnpwveTa
evTdg aaTHPWY YpovIKaY oplwy. Mia Tumixy Sou éxet wg e£vc:

while (1) {
sensor = read();
state = process(sensor);
decision = control(state);
actuate(decision);

To cVTTAPATO AVTE AEITOVPYOVY VIO QUOTYPEG VTETEPVITTIKEG TTpoDeTuies kot ypn ot oTolody T
ouvdwg e TepLpaidovTa xpiotua wg mpog Ty ao@diete. H advaida edéyyov mepthauBaver cuviog
EAAYLOTY TTPOTWPLYY) aTtod)KeVT) dedopévay Ko Oev wopel va aveyBel Ty amporernty kabvotépnom
IOV ELTAYEL 7] ETIKROLVWYInL [LETW OLKTVOV 1] 1] ATTOUAKPUTIUEVY] EKTERETY).

XopaxTnploTIKe TapadelyprorTe. ATOTEAODY ToL CUOTAUATE TEONTY)G AVTOKIVTWY, Ol EAEYKTES
AEPOTAKWY, TO AOYLTALKS EAEYXOV KIVTHPWY 0TI AeKTpovikés novades eréyyov (ECUs), xabwg xau
TOL CUTTYOLTAL ELEYYOV TITYONG TTYY aepovovTnytkn). 1o cuaTyjparte. avTea OIETOVTaL A6 AVaTHEd
TPOTUTIOL AELTOVPYIKNG RTPAAELRG KOU TTLTTOTOIY|TY|G, 6TTwg To ISO 26262 yia oL avToX VY TIRA TUTTAUATE
ket o DO-178C 1oL ToL ciepoTropta cuaTHRaLTA, ToL OOl ETUBAAAOVY AVTTY)PEG ATIOUTATELG WG TTPOG
TN VTETEPUIVITTIKH YPOVIKY CUTEPLPOPA Kol TV opBoTnTar [5, 6].

Térolov eidovg epappoyés dev elva KATAAAAES YLoL ATORAKPUTREVY] EXPOPTWTY] VTTOAOYITIROD.

6.2 Bpdyot Povig Aedopévary Xadapod ITpaymatikod Xpévov

IToXkég olyypoves epappoyé Tov Atadixtiov Twv ITpayudtwy emeepydlovron cuveywg poés Sedouévwy
amo auadnTRpEG, AVEXOUEVEG TOVTOY POV UETPLEG ATTOKALTEL; OTOV Ypovo exTélears. Ot eQappoyés
avTég axorovBoly cuyva To axdiovlo wpéTuTo:
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while True:
frame = read_sensor()
features = preprocess(frame)
inference = model(features)
local_actuation(inference)

Ye avtifeon ue To CUOTYIATA AVTTYPOD TPAYATIKOD XPEVOU, Ol EPAPIOYEG AUTEG TTOPOUY
vou avexBodv meproptouévo ypovixd diaoxopmiopd (jitter) 1 weploTaciaxy arwielo Thaoiny xwpis
vou drercvBeveton v) opBoTnTa TNG AetTovpylag Tovg. ¢ aTOTEAETUA, TOL VTOLOYIOTIKA QTTOUTYTIKA
oTadie—rxat el Tepa ¥ eEoywyY] CUUTEPATUATAY PETw OVTELGY Uryavikig uadnong— wmopoly
vou ueTaPepbody ae Loy v pOTEPOVE VTOLOYITTIKOG TOPOVG, Ui TPOTEYYLTY Tov £xel uekeTy)Dei exTevag
0O TUOTARATO VTOAOYLTTIRNG oty U [7].

Evderxtixa mapadelypata amoteloby ot advaideg avddvayg Bivreo mov Pacilovrar o mhaiota
VToAOYLOTIKNG 6paang 6mwg To OpenCV [8], Ta cvatumata mapaxoroddnore EEG xat ECG mov
YPNTLUOTTOLOVVTAL T€ OLETAPES EYKEPAAOV—VTONOYLOTY] Kout Ty Proiatpuich emebepyacia onudrwy [9,
10], ot epapuoyés avayvarptang Hyov mov Pacilovrar oe uovtéa Babidg uadnong [11], xabwg ko
oL PopeTég TVOKEVEG TrapakodobBNoYg TN VYelag mov cVVSVALoUY auaBnTRpeEs e amopakpLTEWN

avéva [7].

6.3 Bpdyor Emovadnmrixig Ereéepyaciog Kord ITaptideg

OpLouéveg eapRoYEg AVAAVTTG T EVIWUATWUEVO TUTTHUATR TUYKEVTPOVOUY RETPNTELG Ao T pwy
uéoa ot éva mpoxaoplopévo ypovikd Tapdbupo xau 0T cuvéyela TIg emelepydlovTal wg o TapTida.

while True:
batch = collect_window(T)
results = process(batch)
upload(results)

O Ppéyot avtod Tov ThmoV eivau 1diaitepa cUYNBLTEVOL T eQapuoyés emebepyaciag onudTwy
KoLt avaAVOT)G OeSOEVWY TTHY VTTOAOYITTIKY] oy UYG, OTOV ePapdlovTon Texvikég opadomoinamg oe
ypovixa TapdBupa xat egaywyig YapaxTnploTikwy ané ypovooelpés [12]. Eboov 1 emebepyacia
TPOLYUATOTOLEITOU TE TUYKEVTPWLEVE DedOEVEL arvTi YioL OV EVEL DEYUATAL, Ol EPAPIOYEG AVTEG

dradéTovy cuvinBug xokapdTepovg ypoVIKODG TEPLOPLaLODG Keaut ElVaL LOLAITEPO KATAAAYAEG YLOL ATORAKPUTLLEVY]

eXTELETT.

AvytimpoowTevTiKd Topadely LaTa TEPLAAUBAYOUY CUTTARATO AVAAVTNG LOTPLKWY E1XEVWY Padiouéva

oto MONALI [13], cvotmquata evepyelaxis Tapakoloddyong Tov cUYKeVTPWYOUY Kal aveADoY
dedopéva xaTavaAwas, 6mws To Emoncems [14], xafog xou mAatgdpues TpoyvwaTikg cuvTipnovs
oe Brownyovika weptBddiovta Io T, ot omoleg Bacilovran otny xatd TapTideg emebepyacia totopixy
dedouévay auadnpwy [15].

6.4 Bpdyol Emomrteiag kot Evopynotpwong

Muo tedevtaio xotyyopio Bpéxwy eiver vwedfuvy yio ™y Tapaxododdnay xou Tov cUYTOVITWS TOU
TUOTARATOG Kaut Gt YieL TYY dueo] emeepyacio dedopévay auadyTipwy.

while True:
monitor_system()
schedule_tasks()
sync_with_cloud()
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O Ppéyot awtoi Aertovpyodv oo emimedo eréyyov (control plane) kot cvvYdwg dyerpilovrean
oYETIRA Kpd bYKo Oedopévay amd atodnTipes. Zuvtovilovy ™) cVpTEpIPOPd THG TUTKEVYG, TPOYpapaTi(oUY
TIg epyaTieg Ko TUYYPOVILOUY TNV KATATTATY TOU CUTTHOLTOG e ATOUAKPUTIAEVEG VT PETiES, TOUPLYLL
WE PG TTOV €0V LeAeTNDEl EXTEVLIG TTOL KATOVEUYEVEL TUTTAIROTOL KO OTO VTTOAOYITTLIG VEPOG [ 16,
17].

[Topadetypate amoTELODY ToL CUTTHRATO OLoLYELPLTT)G TTOAWY TUTKEVIY, OL ELEYKTEG EVYULEPWTEWY
hoytopixot € amootdoews (Over-The-Air, OTA) mov viomolotvrar pe mAaioe émws o Eclipse
hawkBit [18], xafcg xou o1 vy peaieg oxediacirod dtadpouny oxnuaTwy Tov Bacifovton oe wyovée
6mwg To GraphHopper [19]. Emed7) ot Aettovpyleg avtéc adAnAemidpoly ex PUOEWG [he ATOUAKPVTIUEVES
VT000UEG, ATTOTEAODY ETTITY)G KATAAANAOUG VTTOYNPIOVG Ylot ETIAEXTIK EXPOPTWTY) VTOLOYITUOD.

6.5 Emoyés Extéleong

ITopdAo TTov oL EPapOYEG EVTWUATOUEVWY CUTTYUATY eXpalovTol cvyMBwg uéow dmepwy Bpéywy
edéyxov [3], oy mpdén v extédeor) Tovg ebehiooeTan o Slaxprtodg KVKAOUG DetypaToAVing Ko
emeEepyaciog. Kabe xdxdog avtiotoryel oe éva Selypa aoBntiipe, éva mhaioo eloédov 1 pio wapTide
TUAAEYUEV®Y UETPYITEWY.

To Aégis dbromotel avty] T Ooptky] IOLOTYTOL, KATATUNYOVTAG T TUVEXY] EKTENETY) OE TETEPRTUE VL
mapdfupa emavalijyewy, T omolo ovoudlovton emoyés extédeoys (execution epochs). Mua emoxy
EXTELETNG OV TITIPOTWTEDEL UIoL TETEPAT PhEVY) cikoAoVB o eTaVaA VWY TTOV ATOTTIATOL OTTO TOV GTTELPO
Bpdyo eréyxov TG eQappoyHc.

H apaipeon vt emitpéme ooy uetaydottiot va avtipetamilel kde emavddnym we uie aveEdpym
VTIOAOYLOTIKY] LOVADL, 1] OTOlo LTTOPEL V&L TPOYPOULUATIOTEL EITE TOTIKA EITE ATOUAKPUTIAEVEL LLETOL
e évay ao@oky) B0haxa extédeoms. ‘Otay ot emavadnyeig Tov Bpéyov dev mapovaialouy ekaptoeig
ueta&d Tovs (loop-carried dependencies), modhohés emovadiyeig T dlag ey Hg TOPODY Ve EXTERETTODY
T TOY POV T SaPopeTIKovg KOBoug aaaimy Bukdxwy [16].

Me Tov TpoT0 ATS, ) SIATTRTY) TwY ATELPWY BpoYwY EAEYXOV Tt TIETEPATUEVEG ETTOXEG EKTEAETTG
emTpémel oo Aégis vo evBuypappilel Tovg PépTOVG EpYaTiog TWY EVOWRATWUEVWY TVTTYATWY Pe
To HoVTELD exTéNe0 Tov Baoileton oe avebdpTnTeg epyaoies xat ypyotpomoteitar oo aiémoTa
TepLpaAlovTa eXTELETG Katl TTIG VTTOJOEG VTTOAOYLTTIROD VEQOVG, KkafLoTwVTag Suvaty) TV do@ais
Kol KALAOICODAEVY] QTIOMALKPUTIUEVY] EXTEAETY).

7 Ymofabpo

7.1 Ymoloyiotiké Népog

To vmodoyiotiné vépog (cloud computing) éxet avaderyOei wg éve Oepedicddeg vrodoyroTied Tapddery e
Yoo ™V Tepoyn khpacodpevay Kot dabéTiuwy kot amaiTyoY) VTOAOYITTIKGY TOPWY ETw TOV
Sdixtiov [17]. A&lomoldvtag peyddng xhipaxag xévrpo Sedouévwy, Tapoyol VTPETIWY VEPOUS
6mwg ot Amazon Web Services (AWS) [20], Microsoft Azure [21], Google Cloud [22] xou IBM
Cloud [23] mpooépovy ovotaoTiid amepLéplotes SuvatdtyTeg emebepyaciag, amobixevong xou Sixtowon.
To ROVTELD QTG ETITPETEL OTIG EQPUPLOYEG VO KETAPEPOUY VTTOLOYITTIA ATTOUTYTIKEG EPYRTieg oTTd
TUOKEVEG LUE TEPLOPLTUEVOVG TIOPOUG U LOYVPODG TTOULAKPUT LLEVOUG eEVTTYPeTNTES, BeATIVOVTaG TOTO

Y 600 600 Kou THY KALaxwatud Ty Te. Tlapdddinda, To vrodoyoikd vépog vrootnpilet evédikta
LoVTEAa VAT TUENG EPapUOY@Y, EAATTIKY] OLdBETn TOPWY Kol POVTEAR XPEWTTG AVANOYOL e TN XPY|OTs
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Yeyovée mov To kabioTd 1taiTepa. OV LoPLAEG T £VaL EVPD PAT AL EPAPILOYWY, ATTO TNV AVAAVTY) dedopEVRY
€06 T1) WYOVLKY] kD107 Kot ToL KOTOVERY REVEL TUTTY LhOLTEL

7.2 Abémora IepBdrlovra Extéleong (Trusted Execution Environments — TEEs)

Ta Abiémora IepiBaddovta Extédeong (Trusted Execution Environments — TEEs) mapéyovy
unyoviopols amowévaays Baciopévovg ato vAtké (hardware), ot omoiol emitpémovy ™Y aocPaiy
EXTELETY] KWOLKAL Katt TNV TTpooTaaio evaioyTwy Oedouevay axouy) ket 6ToY TO AELTOVPYLKS TVOTY UL
1 0 vepemtémryg (hypervisor) éyovy mapaPiaotel. Meta&d Ty onuavtixétepwy texyvoroyiwy TEE
auyxatadéyovrar To Intel SGX, To omolo Tpoo@épel amopdvanoy wvUG péow aoPatwv Bvidxwy
extéreomg (enclaves), o ARM TrustZone, to omoio Stoywpiler ™ exTéAeom e ao@ady] xat uy
ao@odn k6apo, kabwg Kat vedtepes Texvoloyieg 6mwg To Intel TDX, ot omoieg emexteivovy Tig idteg
EYYVY|TELG T ELKOVIKOTIOWLéVeL TeptBaAdovTe. METw kpuTToYpa@nong T06 UVAYG, WIYOVITUDY
TpooTaciag axepatdTITOG Kol VT TYPWY eEAEYXwY TTpboPaomg, e TEESs dieo@alilovy v epmiotevtivdmmTa
KL TNY AKEPOUOTYTA TWY VTOAOYLT WY, ATOTPETOVTAG U1 e0VTL000TNEVY TTpdaBacy ¥ addolwon
a6 Tpovoutovya emimede Aoytapiod. Ot 106t Teg avtég kadiotody Ta TEEs pia idiaitepa toyvpn
Baon i ™Y ao@odi) eXPOPTWIT) VTOLOYITUOD Te W1] EUTILOTEG UTOOOUEG VTTOAGYLITIROD VEPOUG.

Intel SGX  'Evag acpaing O0Aaxag extédeans (enclave) amotedel uia mpootaTevpévy) meployy
eXTELETNG 0N pvnuy mov apéyetan amé To Intel SGX [24] ot amomovwver Tov kwdike Kot o
dedopéva aTrd TO VTOAOITO TVTTNUA, TUTEPIALILBAVOUEVOY TOV AELTOVPYIKOD CUTTHIOTOG KOl TOV
vrepemémTn. Ot B0haxeg extédeomg hertovpyoly evtds Tov emebepynoti, eve xdfe mpéofaom o
UVHLY) TTOU TOUG Y TITTOLYEL KPUTTTOY PPEITL KOl TIPOTTATEDETAL WG TTPOG THY KEPOLOTYTL e OLoPevi)
TpéTo atré To vAkd Tov SGX. ‘Etot Staapailetar 611 Ta Sedopéva mov Bpiokovion oTo egwTepLd TOU
B0haxa Sev umopody va avaryvwoToly # va TpomomotnBody amé omoladmote ebwTepixcy dtepyacia.

H emixovavio petakd tov aocpatotc O0kaxa xat TG Ui ERTLOTNG EPRPUOYTG TPy RATOTOLE Tl
uéow oapug xadoplopévewy SleTaPv:

* ECALL:s (Enclave Calls): ITpéxertoryio kAYoeig Tov Tpery hatomolotyTon amrd T uy ERTIoT|
eQapUoYN TPog Tov aoPary] O0daxa. Méow avtdyv 1) epapuoyn {NTé T eXTELETN TPOTTATEVUEVLY
AELTOVPYLWY 1] VTTOAOYLT LY.

* OCALLs (Outside Calls): ITpéxertau yio xA%oelg wov extedovvan amé Tov ao@ars) G0haxo
TPOG TH WY EUTILTTY) EPapROYY, TuVHBng Yiar AetTovpyieg oV Oev lvat SUVaLTo VoL EKTEAETTOVY
evtég Tov BVdaxa, dmwg Aertovpyieg eloddov/e£6dov # emixovwvia péow dixTiov.

O Baoixés eyyvioeis aoaeiag wov Tapéyouy ot ao@akels O0daxeg elvar ot e&vc:

* Epmotevticotyra: Ta dedoméva mov Bpiorovton evtdg Tov BhAaxa eival xpumToypadyméve
oY) LYY Kt OEV PTOPODY VoL TPOCTIEAATTOVY ATd 0oLV TOTE eEWTEPLKY OVTETNTAL

* Axepoudtyra: Omoladymote mpoomadeta addoiwayg Tov kwoLKa ) Twy dedouevay Tov BhAake
AVEYVEDETOL [ETR) WYY OVITUWY EAEYYOU TTOU VAOTIOLOUVTOUL T ETTITTEdO VALKOD.

* Amopovepmévy extédeon): O xidikag mov extedeliton péoo atov Bdaxa AetTovpyel ot amopovmpévo
meplBdAhov extéreons Tov emebepyacTy|, avebdpTnTa amd To AelTovpyIKd cDITHUA 1] dAAeg

EQOPUOYEG.
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Emméov, to Intel SGX vrootpilet évay pmyaviopé amopaxpuouévng motomoinoyg (remote
attestation) [24], o omolog emiTpémet g évay amouakpuouévo opéa emanfevang (verifier) va emPBeBoucoet
OTL EVeL TUYKEKPLULEVO TPOYPOULIOL EKTEAEITAL TTPAYILOTL UETTEL T VLY YYY|TL0 aapady] BOAaxa o€ pio
abrémory mhatpéppa. H Suadixaoio Eexiva pe ) Snuiovpyia amd tov Bdhaxa miog kpurtoypagicig
uétpnomng (measurement), yvwotyg wg MRENCLAVE, v omolo Tawtomotel povadikd Tov kwdtkae kot
™Y apytch katdotacn Tov G0Aaxa. TN cuvéyela, o B0Aaxag dnuiovpyel éva quote, SnAady pie
vrroyeypapupevy Sopn dedouévawy Tov TepthanBavel T LETEYoN avTh pali e emimhéoy petadedoutva.

To quote vroypdpetou ypnotpoToLOVTAG £val £101KS KLl TTITTOTOINTYG oV TapéxeTen arrd T7 Intel
Ylo T CUYKeRPLUEVY TAATPOpUA, DlaaPakilovTag 0 yyno1dTyTé Tov.

To guote amootéAdeTon aTov Popéa emadnfevans, cvwnbwg péow ¢ vypeaiog Intel Attesta-
tion Service (IAS) 7} uéow twv Data Center Attestation Primitives (DCAP) otig vedtepeg eyxataotaoels.
O popéag emanfevang eréyyel TV eyvpETTA TV VTIOY paPhG WaTe Vo emtBeBeucdoet STt v Ty) TpoEpYETAL
amé avbevtiny mAaT@dppa e vrootptEn SGX ko cuyKpivel TV ETPY o TOL BORaKe UE TNY AVOUEVSEVY
. Epdoov v Suadiacio odoxinpwdei emituywg, amoxtd ) BeParétyra 611 0 embupnTée kddiKog
exTeleiTon o o€ Evay avBevtind ao@adn Bidaxa xat 6Tt Oev éxet vwooTel addoiway. Me Tov
TpéTO QW6 )abioTarTen VYT 1) ATPAANG TTAPOYH LVTTIKWY TANPOPOPLAY, WG KPUTITOYPOPLKWY
xhediav, amevdelag otov B0daxa, dMuiovpymvTag éva afIOTOTO KAVl EXTERETNG b Kol UEOW
U7 ERTILOTOY OIKTVWY.

7.3 Evallaxticég [pooeyyioeis

[Tépa amé Tovg ao@ateic Bvdaxeg wov Pacilovtar oe VALK, dmwg To Intel SGX, vrapyouy xau dAdeg
TEXVIKEG YloL TV TPOTTATIOL VTTOAOYLT WY Kol eVaioDyTewy Oedopevmy Oe () EUTIOTO CUOTHRATOL:

* Oblivious RAM (ORAM): Mo teyvixi Tov amoxpdTTel To. TpoTUTe TPOTBaans oty uvi ),
ATOTPETOVTAG TY) OLOPPOT] TANPOPOPLIY UETE TOU TPGTIO [Le TOV OTOI0 TPOTTEARDVOVTAL T
dedouéva [25, 26, 27].

* Opopoppicyy Kpvrroypaproy (Homomorphic Encryption): Emitpémer v extédeo
vroloytopay amevdeing Tavw ot KPUTTOYpaPnuéve dedopeva Ywplg TPOYOU UEVY ATTOKPUTTOYPAPTTY]
TOUG, OLATNPWVTAS TV ERTILOTEVTIRGTYToL TV TANpoPopLwv [28, 29, 30].

* AopalvsITodvpeprs Ymodoyiopds (Secure Multi-Party Computation — MPC): Emitpémel
o€ TOAATAG uépy var vTOAOYIfovY aé KOIVOD Ui TVVAPTNOY TRV TTIG ELTOOVE TOVG YWPLG
VoL TOKAADTITOUY Ta 101w TLKG Tovg Oedouéve: [31, 32, 33].

* Trusted Platform Modules (TPM): Kpvrtoypagixés povadeg Bactouéves oe vAké mov
TopEYOVY ATPaAY) 0B iceva) KAELOIY Kol SUVALTOTY|TEG TILTTOTOYaNG TVG TARTPOPIAG [34,
35, 36].

ITopddo Tov oL TapaTdve TPOTEYYITELS TapEYOUY LTYVPEG EYYVYTEL AT PaAElng, TUYVE TVVOdEDOVTAL
AT TYUAVTIKG LEYAAVTEPD VTTOAOYLTTIKS 7] ETILKOLVWVINKS KOTTOG TE TUYKPLOY [he TOUG aTPOAElG
Bvhouceg Tov SGX. Ot Bvdaxceg extédeang Tpoo@épovy évay dtaiTepa TporkTikd cupBiBacus, emTpémovTag
TV ATOJ0TIK] Kol ATTOUOVRULEVY] EKTEAETT) KWK, OLOTHPWYTAG TOVTOYPOVE TVV ERTILTTEVTIROTYTO
KoL TY)V AKEPOLOTYTOL TWY OEOOULEV®Y.
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8  Movtilo Ametdwy

Me Béomn tovg unyaviopots twv Abidmiotay epiBaddévrwy Extédeons (TEEs) xou tov Intel SGX
OV TPOVTLATTYKOY TTROYYOUIEVKS, VioBeTodue To axdrovfo povtédo amerhwv. Oewpodue 6Tt TO
TepLBEALOV eXTELETT)G TTOV ATOUAKPUTUEVO EEVTTNPETY TV — U UTEPIAAULBAVOLEVEY TOV AELTOVPYIKOD
aVaTA TG, Tov vTepeToTy (hypervisor) xou xafe dAlov wpovoutodyov Aoyioutcod— Oev elvat
éumioto. Ta ororyeia avtd evoeyeta va evepyoldy kakdBovAa Kkat va emtyelpovy va. emtBewpy|oovy,
VoL AAOLOTOVY 7] Ve TaPEUTOBITOVY TV EXTELETY] TwY epYaTteyy Tov éxovy ex@opTwlel. Eidicdtepa,
Bewpobe 611 0 avTimadog popei va rarparcodovBel Gy Ty emikovwvio réow Tov dikTOOV, VoL EEYYEL
TOV YPOVOTPOYPAULUATITIS TWY EPYATIWV Kol Vo amokTa Tpdolacy oe xabe weployn wviurg wov
Bpioxetatl extog Tov ag@atods GOAmka.

Loty avTipetadmoy avtwy Twv ametkwy Baciidpaote oe Afidmiota [epBddtovta Extédeong,
Ko CUyKexpLuEve aTovg acateic Bdaxes Tov Intel SGX, ot omoior mapéyovy aopovwpmév extéreom
Ko TPOTTATEVOVY TNV EUTLTTEVTIKOTYTAL KAl THY KEPAUOTY|TEL TOTO TOV KWOLKAL OT0 Kol TV OEDOULEVRY
ov BplokovTal oo eowtepticd Tovg. H emxovwvia uetakd meddmy xat aopakods Bolaxa mpootaredeta
UET® ATTOULAKPUT [EVY)G TILTTOTOIN oG (remote attestation) kot KPUTTTOYPOPYEVWY KOVOALWY ETLKOIVGYia,
Sroopokilovtag bi T evaioBnTa Sedopéva eivou TpooPdoipa amoxeloTicd amé af1émioTes Tapovoies
Tov Bdaxa.

YmoBétovpe 611 0 emebepyaotyg ket To vAKS Tov Intel SGX elvau aiémiota xou 611 o1 xpuTTOYpAPLKOL
UY(OVLO YO TTOV Y PY|TLUOTIOLODYTAL VLol THY o Pa) emticotvwvia éxouy vAomomBel opfd. Aev ebetdlovpe
puatkég embaes, dmwg embéoeg mAevprcod xovakiod (T.y. uéow XPOVITIOD TNHG KPUPTG UWVANG 1)
avdAvong KoTavdAworg Loybog), embéoelg dpvnong eummpétomg (Denial-of-Service) 1 emBéoeig
ETAVAPOPAG TPOYYod eV kaTdaTaays (rollback attacks), kb avté BpioxovTan extog Tov avtiketuévov
TY)g TapoLTaG EPYRTTag.

9  Ilpoxinoeg

9.1 Koéorog xat Babuds Aemropépetag Thg exPopTWOg VTOAOYLTROD

H emmthextiy expdptooy vmoloyiouod dev eivou wavtote w@etiy. Atuchntind, v uetapopd evég
VTOLOYITUOD T€ ATTOUAKPUIUEVO TEPLBAAAOY elval TVPEPOVTE UOVO OTAY TO TUVOALKS K6TTOG TVG
ATOULAKPUTIEVNG EXTELETNG EIVOL UIKPOTEPO QTG TOV YPOVO TOTILKY)G EKTEAEONG. AvTO Umopel vor
EXPPATTEL 0)G:

Toﬂoad - 7—‘enc + j—llet + iT’remote < irlocal

610V T0 1 e AVTIOTOLYEL TTO KOTTOG KPUTITOYPAPY|TYG Katl TELPLOTIONM TG TwY OeOOUEVLIV, TO T per
ex@palel ™Y xaBuaTépnomn Kou ToV Xpévo eTddoay)g UETw TOV OkTVOV, V) TO Tiemore EIVOL 0 YPOVOG
EXTELETNG UETCL TTOV ATIOUAKPUTAEVO aoPady] BDkacat.

Emmiéov, o xafopiopmds tov xatdddntov Babuds Aemtopépetag g exPOpTOING ATOTENEL (Llot
1L TEPOL ATTAITYTIKN TTPOKANTY). 2 TOAAEG TPAYUATIKEG EPAPUOYEG, OL UTOAOYLTTLKEG POEG OPYOVLIVOVTOLL
Yopw amd cvvapthoels black-box, oi omoleg cv¥WBwg elodyovtar amd eEwtepicés BiBhiodrxeg xau
EVOWULATAOVOUY €va TAYpeg oTddlo etebepyaciog, bmwg eEoywyh CUNTEPRTUATOY, LETATYNIATIOWS
onuatey 1 egaywyy yapaxtploticwy. Ol cuvapThoelg avTés kahodVTal péoa ot evpOTepeg SopEg
EAEYYOV Kol TUYVA KUPLOPYOVY TTO TUVOLLKS KOTTOG EKTERETYS TV EPAPLOYTS.
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Qoté00, dev eivar TAVTOTE TPOPaVEG edy Do TpETeL vaL exPopTrbel 1) idla ) etaarydpmevn cuvapTY o
N Teppaddovan cuvaptyon (wrapper) wov Ty xaiel. H dnuiovpyia wpopik extéAeorg (profiling)
070 eTriTedo TG TUVAPTYTNG-TePIBANRATOG UTTOPEL VL 0ONYATEL TE TAPATAAYYTIKA CUNTEPATUATA,
xedg oVYOVALEL TOTO Tig VTTOAOYITTIKA AT T)TIKEG AerTovpyieg 600 kou BordnTiy Aoy youniod
K6TTOVG, OTWG ¥ TPoETOLRATIo Twy OedouEVRY ¥ 1) Olatyeiplam Tng pong eréyyov. (g amotéleapa,
EVOEYETAL VO VTTEPEKTLIAA TO TPAYUATING VTTOAOYLOTIKG EPYO0 OV ETAUPEPETEAL KoLl VoL UTOEKTIU TO
ETIKOVWYLAKS KOTTOG OV TUVETAYETOL 1] KeTaPopd. Tp6éodetwy dedopévay.

H mpdxinen avty avadetcviel Ty avayky yio AeTTOUEPETTERY) AVAAVTTY), LKOVY] VoL ATOUROVEWVEL
TOLTTPOLY PALTIKA VTOAOYLTTIRG O UeloL TVPEPN TG réTa T pia avvapTnoy). Evromifovtagto ehdyioto
VTOAOYLOTIIA, TOUTY TUKO T ROL TOV KWOLKAL, TO TVTTH UL UTTOPEL VoL TEPLOPLTEL TIG ATKOTEG ETAUPOPES
dedopévay, dlaTrpwvTog TepdAAnAc TO UeYADTEPO EPOG TOV 0PENOUG WG TTPOG TV atddoa]. Tie Tov
oxomé awTé, To Aégis xel oyedlaaTel yoTe Vo Voo THPIEL eXPOPTWEY VTOAOYITWOD AemrTg Bafubg
AETTOEPELaGE, kD001 YOV UEVY TG TIG ETILTYKAVTELG TOV TPOYPAUATIOTY), ETITPETOVTOG TV ETIAEKTLKY
eEaywyn Ko AToUaKpUOUEVY) EXTEAECY] UGV TWY TTAEOY UTOAOYIOTIKA KPLOIUGY TUNUATWY avTi OAGKAN pwY
aVVapTHoEwY-TeplPAnatwy. H oyediaotiny avty emdoyn Pedtidver Tov Aéyo emixowwviog mpog
VTIOAOYLT LS Ko 00N Vel Te ATOOOTIKGTEPEG Kol TIEPLTTOTEPD KALUAKOVUEVEG ATOPATELG EXPOPTWIT.

9.2 Tlepopiopol pynuns Twv TEE

Ta Agiémota IepiBdidovra Extédeong (TEEs) emBadovy avotpovg meploptopods otovg dadéotuovg
TOPOVG, KVPIWG WG TPOG TV YWPNTIKSTYTA THG VAUYG, YEYOVSs ov Teplopilet To péyeog xat v
TOAMTAOKOTTOL TWY VTOAOYIT WY TTOU RTOPOVY Vet EKTEAETTOVY amopakpuauéva. aTtégo, aTny
Tp&EN 0 TEPLOPLOUSG AV TEG ATOOELKVVETOU TUYVA MYETEPO avaThpds attd 600 paivetan. Ot e@apuoyés
EVOWULATOUEVWY CVOTYUATWY oyedialovTat e§apyhg doTe Vo AetTovpyoly uTd oty pols TeplopLo kol
800 0 PYNUY 600 Kl TE VTOAGYLOTLKN LoD, eved ovvfug emebepydlovTon Sedopéva auadytipwy
oV kaTaPOAVOVY TE LOPPY TUVEXWY POWY 7] TEPLOPLT LEVWY YPOVIKWY Tapaflpmy Kot OYL WG LeYAAn
wovortBixa cvvora dedopévawv. (g amoTEAETUA, OL ETLUEPOVG [OVADEG UTOLOYITUOD EIVOL EX PUTEWS
WIKPEG Ko v TapKels. ETimAéov, 1) ex@opTway) Tpory haToTOLEIToU 0'TO ETTITEND TWY ETTOYWY EXTERETYG
(execution epochs) # Twv empépovs epyaotay xdfe emavdAnimg, yeyovés mov meplopiler axdun
TEPLOTOTEPO TO ATOTVTIWU UVIING KaDE AToUacpUIIEVY)G EXTELETNG. ZUVOALKA, OL LOIOTY|TEG AVTEG
evappovifovtou 1diaitepa kakd ue To Teploplopévo meptpaiiov Twv TEES, petpialovtag Tig emmwoetg

TY)G TEPLOPLTUEVYG XWPYTIKOTYTAG VIRV

9.3 Tlpoypappationss epapuoynv Intel SGX

ITapho mov o Intel SGX mapéyet 1oyvpés eyyvioetg amopbévmors, | avdmtvEn epappoysy SGX xat
1] EKPOPTWTT VTOLOYLT 0D Te agaAels BVAokeg amraTody amrd Tov TRoYPaRUATIOTY Vo dlayelpLoTel
wie aipieetd ToATAOKY Stadixacin avdmTuEng, bmwg TepLypdeTal TapaxdTw.

IMpwTov, 0 TpoypataTIo TG TPETeL VoL OploEL pY|TA Tig SLeTaés ToV aopadods BvAaxa. Avté
amoutel T ouyypapy evog apyeiov EDL (Enclave Definition Language), oto omoio dndvovTa ddeg
ot ECALLSs (cvvaptyoeig mov xakodvTan amwd T Wy EUTLOTY eQapuoyy) Tpog Tov Bdaxa) Kxat ot
OCALL:s (cvvaptyoeig wov xadotvtat amé Tov Bdaxe wpog To uy éumiaTto TeplpaAiov extérear).
Metd. amé kade Tpomomoingy Tov apyeiov EDL, mpémet va extedeatel ) epyadetofiy Tov SGX waote
vouaparyBel avtéparta o avtioToryos afiémioTog xar pn afémioTog evordueaog xwdixag (proxy code)
TTOV VAOTIOLE Tig OLETTOPEG QLUTEG.

AedTepoy, o TpoypaMaTIoTH TpéTEL Vo dlaywploel OASKANPY THY epappoyy ot aféTioTo
KoL 1Y) aEL6TIOTO T AT Kot VoL GuvTY|pel Svo aveEdpTyTes Paoeis xwdika. To Tuua Tov
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exTeLeiToU Uéoe oTOV aoPady) Bvdaxa vékertan oTovg Teploptapots Tov SGX: dev emTpémeTal VoL
EXTEAEl KANOELG TUOTAUATOS, Vo TpooTredadvel amevfelog To avoTMa apyeiwy 1 To dikTvo, 0UTE VoL
deapedel uvnuy xwplc weptoptopols. Emitpémetal uévo éva weploploévo TUVOAD AELTOVPYLWY Kot
xae addnAemtidpaon ue To eEwtepiid TeptBadioy mpémel va wparypatomoteitar péow OCALLs mpog
TO WY EUTIIOTO TN UL THG EPAPIOYNG.

Tpitov, xabe avradloyy dedopévny Slapéoon Twv opiwy Tov acpaiods BdAarka Tpémel vo

Yivetou pe xetpoxivy Ty Tpooapproyy (marshalling). Taopicpata twv ECALLSs kot ot emotpeomeveg
TULEG TPETEL VL TELPLOTIOLOVYTOU Ot AT AODG Trivarkeg vAung ety etaédfovy 7] eEABovy amrd Tov Bvdaxa,
VoL v Ty paPovTaL petafd Twy 800 TEPLOYWY UVAILNG Kol OTY GUVEXELQL VoL OTOTELPLOTIOLOUYTOL OTNY
aAdn mhevpd. O TpoypapuatioThg o@eidet va SlotyelpileTon TpoTEXTIRG TNHY WOIOXTY TR THG UV UNS,
Tov xkbrho {wng Twv buffers xau 9 Sidtaby Twv Sedopévwy, woTe va amopebyovtal Stappoés uvHuNG,
AANOLITELG 1] IAY] OPLTUEVY] CUULTIEPLPOPA.

TéTopTov, 0 UNYOVITREG ATORAKPVOREVYG TLOTOTOLYTYG Kol ATPAAOVG ETLKOLVWViaG TPETEL
va. vhomowyBel aéd Tov idio Tov Tpoypapmatior]. Ilpoxeiuévov va amoderyfel 611 0 amopaxpvopévog
KWOLKAG EXTENEITOL TPAYUATL [réTeL T Evay avBeVTIRG ao@od) B0AaKeL, © TPOYPAULUATIOTHG TPETEL
vo. vAoTroroel T dadikacio remote attestation (.. péow tov Intel Attestation Service ¥ tov
DCAP) xou vo emadnfedoet Ty TavtémyTa Kot 1) mETpYon Tov Bdaxa. MeTd Ty ohoxApway TG
TIOTOTONTYG, TpémeL Vo Onutovpynlel o ao@alyjg cuvedpio emtxowwviag, 1 omoin weptdapPdvet
avTaddoyn Khetdwy Kot eyadidpuar KpUTTOYPaPy EVWY KavaALeY TTOV TepéYOVY ERTILTTEVTIROTYTA,
aKePOULGTNTOL Kot TTpoaTaTio. EvavTt eméTewy emavainymg (replay) 9 addoiwayg.

Télog, To choTY e TpETeL Vo peTarylwTTioTel Ko Vo avartuydel. O xadixag Tov ao@adod
O0haxo petaydwrileTon oe Svadiké apyeio enclave, vroypd@etar ynPraxd ket cvoxevaletoar wali
WE TV W1 ERTIOTY eQappoyy vrodoyhs. O mpoypapatiotis eivat vTedBuvos yia ™V eyxatdaTooy
Kot Twv 800 TUYUATwY oTov eEuTnpeTnTH, T PV Tov TepBdAdovTog exTédeang (0dnyol SGX,
BiBAiobrxeg xar Aortrég bapTioels), xabamg xat ylo T ST Py 6TL oL TapovTieg TwY ATPAADY
Buddxwv apyicomolodvTo cwaTd Kot eivol OLBETIIES Yo ATOUAKPUTUEYY EKTEAEDT).

Svvoyilovrag, n avdmtvly epappoydv pe Intel SGX amartel amd Tov Tpoypampatior) ve opilet
1T Tig Otemapég Tov ao@aods Bdaxa péow apyelwy EDL, va Stoywpile Tov xdduca petakd epapuoyis
vrodoyng xau B0, vou dreryetpileton ) meTapopd dedomévawy dtapégov Twv opiwy Tov Bdoka
ot vou avokapBdver oddxdnpo Tov xvxho Lwng xou T Sadixacia avdmTvéns Twv enclaves. ‘Otoy
0 SGX ypnotpomoteital wg BAan Yl KaTAVEUN VY] EXPOPTWOT VTTOAOYLTLOD, oL evBiveg avTég
emBopUvoVTaL KoY TEPLTTOTEPO ALTTE TV AVAYKY| EVTWULATWIY)G OLKTVOKIG ETIKROLVWYING, TELPLOTTOINTNG
T udTwY, dlayelplong ekapTioewy ko aoatots emixovawving. Katd ovvémeia, n hoyii mg epapuoyys
ouvdéeTan oTeVA pe TV yaunrod emmédov vrodopn Tov SGX, avEavovtag T modvmAokdTyTa TG
avdTTVENG Kou UetcvovTag T PopyToTY T ToL Aoytopukod. To yeyovds avté avadetkviel Ty aviyxy
Yo APeUPETELG VYYAOTEPOV ETTLTTEDOY, OL OTIOLEG ETTITPETOVY TTOV TPOYPOULUATIOTY VoL ONAWVEL 7L TPETEL
vorexPopTwiel, aToxpUTTOVTAG TepAAAT AL TIG AETITOUEPELEG TOV TE)g VAOTIOLEITEL V) ATPOATIG ATTOUAKPUTLLEVY)
eXTELETY.

10  Zyediaopmog ToV ZVOTYRATOG

10.1  Ztoyor Tyedinopod

O gyediaauds Tov Acgis xadodnyeltor amé Tig TPOKANTELG TOV TRPOVTIATTYKAY TTIG TPOVYODAEVES
evOTYTEG, Kaddg Keut oLTTd TNV AviyKy) TTepox TG LOYVPLY EYYVYTEWY EUTIITTEVTIKOTY|TAG TwY deO0UEVRY
XeLL TOV TEPLOPLOUS TNG EMBAPUVITNG TTOV TUVETAYETAL 1] ATOUAKPUOUEY] eXTERETY. Me [Bdan Tovg
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TEPLOPLTUOVE AVTOVG, TO CVTTN A TYEOLATTNKE WOTE Vo LKaVOTroLel Toug aixdrovBoug otdyoue:
" "

* Amodoo): Bedtinay ¢ prOumamddooyg Twy epapuroymy e TG EKPOPTWTY)G VTTOAOYITTIKA
ATTOUTY|TIKWY EQYATLDY Kot THG AELOTOIN TG TapaA Ao noD o€ ToAdamAovg xopBovg ao@ady
Budaxwy.

* Khpaxwopétyra: Ymoompily Tavtéypovng extéeong oe morhamiodg aoPadels Goxec,
EMITPETOVTAG TTO TVOTY U VoL KALOKWVETELL OVAAOY L UE TOUG OLIETLUOVG T PALAEIG VTTOAOYLTTIROVG
T6POVG.

* Aoddeia: Ao@dhion g TpooTaciog Twv evaiodTwy dedopévay kaTd TV EXPOPTWIY
voAoylopol péow g atomoinang Abibmotwy IepBaddévtwy Extéieons xau aopaiav
IYAVITIROY ETLKOIVGVIG.

* Awpavela: Edoyiotomoinoy m¢ mpoomadeiag o amauTeITOL A6 TOV TPOYPAUUATIOTY) RETW
£v0¢ VYMAOD emITEIOV UOVTELOV TTPOYPAUUATITWOD, TO OTTOIO ATOKPUTITEL TIG AETITOUEPELEG
YOUNAOD ETLTTEDOV TY)G ATOUAKPUTUEVYG EKTERETY)G.

10.2 Emoxoényo Tov Zvotpetog

To ZxyWpa 1 wopovatdler ™y apyLTexTovIKy VYNAOD EMITEOOV TOV CUTTHUATOS.

O TpoypapraTIOTHG TOPEEL TOV ETITNUATIEVO TNYaio Kwdtka aToV eTayAwTTiaTy) DSL Tou
Aégis , 0 omoiog Tov petaoyatilel ot pic 1oodbvauy por) exTéreang Tov dtaywpilel To TpdYpapisa oE
TOTILKEG Kol ATOULAKPUTILEVES epyaaies. Kota Tv) Otdpketo ToV PeTaayNUaTIONOD, 0 LETOAYAWTTIOTHS
EMITNUAIVEL TIG TUVAPTHTELG TOV TPOKEITAL VoL exPopTwloly wg remote kot RETOTPETEL Tig KANTELG
TOVG Oe ATVYXPOVEG. 2TV TUVEXELRL, O WY eviapog dtavopns (dispatcher) wepuichelet Tig emonuacpéveg
TUVOPTY|TELG O AV TIKEleva Ol ueao Ay ang (proxies), amokpdTToVTeag TIg AETTOUEPELEG THG ATTOUAKPUTUEVTG
KANTYG Kol ETITPETOVTOG TNV ETIKCAY|TY) TOUG TOY Vol ETPOKELTO Ylot TOTIIKEG TUVAPTHTELG.

To mepipardov extédeans Quick]S oy whevpd Tov TEAATY EXTELEL TO UETATYNKATITUEVO TTPOY PALAUL
TOTILKA UEXPL VOL TUVOVTY|TEL WtoL 0dY[yloL remote. To TNUelo auTo, CUAAEYEL ToL aTropoiTYTeL OeQOULEVOL
e1068ov pali e dha To amartod peva ebapripmeva apyelo ket BrBlodxes, Onuiovpywytog éve altyua
ATOUAKPVIUEVT)G eXTEAETY). To aliTypre v T KpUTTOY parpeiTon Kot heTadideTal Leaw 10l ao@aAols
xavohiod oe évay Tpoxafoptousvo eEumnpetnT.

Meta )y mopadady) Tov et reTog, Evag yetpto g ety ratey (request handler) oto uy éumioto
TUA Ut Tov eEuTTnpeTNTY Tpowdel To XpUTTTOYpaPnéve PopTio oTOV aoPaki) Bdake. To eowTepLKd
Tov aL6TIoToV TEpLBdAhovTog eXTENETT, Eva eEetdikevpévo TepBdANOY eXTENETNG ATOKPUTTTOY paEL
TO ATyt Kol eXTEAEL ooV eV T {nToDpevn cuvapTom. Metd Ty ohoxdipwan ¢ exTéAeas,
TOLATOTELETUATR KPUTITOYpAPOVYTOU PETOL TTOY BVAotKaL Kol ETITTREPOVTELL IUE LTPAAELDL TTOV TEEARTY),
6TTOV ETTOVEVTWRATWOVOVTOL TTY] POY) ELTELETNG TNG EPAPUOYNG.

10.2.1 DSL xou Metaoynuatiopot Ipoypappmatony

O petayrwttiorig DSL tov Aégis mparypatomolel évoy ReTaaynnortiopé Tyaiov Tpog wyyeio kwdtke
(source-to-source transformation), o omoiog UETATPEMEL TN UATUEVOVG VTTOLOYLT WODG TTov BaifovTat
0t Bpbyovg Te EVeL KATOTUNIEVO LOVTELD EXTELETNG KATAAANAC Yict ATPAAY EXPOPTWTY) VTOAOYLTIAOD.
O petaoyyumationds xafodnyeltol oo eToNUAVIELS TOV TOPEXOVTOL OLTTG TOV TTPOYPORAATIOT Kal
TpodLopifovy Tig VTOAGYITTIKG ATAUTYTIKEG TVVAPTATELG UETR OTO TWUAL TWY Bpdywy g VoY) PLeg
VL0 ATIOUAKPUTUEVY] EXTELETY).
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Figure 1: Emoxémyon tov Aégis . O petaylwrniorig DSL uetaoynuartiler tov emonuaouévo
KWOLKAL T €Vl KATATUNUEVD LOVTELD exTEAETY)G Trov PacileTal ot amopaxpuopéves KANOELG UEOW
proxies. To TepiBdddov extédeong oy TALUPA TOV TEAATY XPopTUVEL epyacieg ot eEuTNpeTyTéG
mov oo TpilovTal amd acatels HOdaxeg exTEAETY)G, GOV OL VTOAOYLTIOL TPAYUATOTOLOVYTOL UE
ATPALELLL KoLl TOL TOTEAETUOLTOL ETILTTPEPOVTOUL TTOV TEALTY).

e vymA6 emtitedo, o PeTayAWTTIOTHG 0ToYEVEL 08 Kovovixolg (canonical) Bpéyovg for pe otatixd
Yot aplbud emovalyeny. Tia xabe tétolo Bpdyo, ebdyel To oua TOV Xau To RETAPEPEL TE ot
Eeywploty aotyypovy owvdptom. O apxixés Bpéyos avtixabiotarar ot cuvéyelo amd pie kAHoY
PO To TEPIBAALOY EXTENETYG, TO OTOI0 AVAAAUPBAVEL TOV TUVTOVITUS TOAAATAWY EXTEAETEWY TY)G
TOPOLYOUEVIG TVVAPTYTYS.

270 ETWTEPLKS TNG VEOG TUVAPTNTYG, OL KAYTELG TTPOG TIG ETILOY| AT LEVEG POVTIVEG LeTaoyuaTi{ovTau
T ATVYYPOVEG KANTELG UETW PIOXY, Ue TV EloaywYY exppaceny await. Ta proxies amoxpimrovy
TIG AETTOWEPELEG THG ATOUAKPUTIEVY)G EKTEETNG, ETILTPETIOVTOG OTLG EKPOPTWAEVEG TUVOPTYITELG VoL
xadobyTa StaPaveg ooy va Ytay Tomikég. Ilapddinia, n weptBadlovoa cuvaptnoy emonuaivetat
WG ASYNC, WOTE va. daTr)peiTon 1) ophn onmacioloyia Tg pong ekéyyov.

O petaoynuatiopnds avtés diaomd évay oelplaxd Bpéyo oe éva cvolo aveEdpTnTwy Uovadwy
EXTELETG, OL OTOlEG PTTOPODY VoL TPOYPAUIATITTODY aVTEVORA. AVALOYOL UE TIG ETTLTVLAVTELG TTOV
€L 0pLOEL O TPOYPAUMATITTYG, O LETOYAWTTIOTHG ePapUOTeL Evay atrd Tovg Tpetg axdlovBovg Tpdmovg
EXTELETG.

IMopadiniy Aertovpyia (-—parallel). HXertovpyloavth) yprotmomoteitar dtay ot emovad\els
Tov Bpbyov elvar aveEdpTTes ko emeEepydlovran dedopéva e T (Sto dopr eoddov. O petayrwTTiom|
aqeupel Tov Bpdyo xou avadétel Tov Eheyyo Twv emavadiVewy oTo TEpLBaAdoy exTédeang uéow NG
ovvaptong scaleout_traffic, v omoia amootéddel T outvprarter TV TOYPOVAL OE TOAAATAODG
xouPovg aocparay Buidxwy. Kdabe amopnaxpuouévy extéreomn avtiotoryel oty idie vrodoyloTiky
epyoaoio mov epapuéletol o diaopetiy emavdadnym Tov Bpdyov, aflomoldvtag €10t mapaldyAious
ve emimedo epyaaesy (task-level parallelism), yvwoté ot we embarrassingly parallel execution.

Aertovpyia xaté waptideg (——batch). H dertovpyin avty epapuéletar dtav xdbe emovddnim
emeepydletou diapopetixd dedouéva e1oédov Tov eEapTaivrar ad Tov Seixty Tov Bpdyov. O petaydwTTioTig

27



function F (...) {
for (i = 0; i < N; i++) {

BODY (i)

l

async function F(...) {

}

BODY'

}
scaleout_traffic(F, [args], N);

Figure 2: Metaoynuationds mapdiinivg extéleans (—parallel)

ekdyel To oopa TV Bpdyov O Wl TRpRETPLKY ATDYYPOVY] TUVAPTYOY Kol UETATPETEL TOV YWPO
emaval]Vewy oe uia prta xadopiouévy Aata epyaaiwv. Ot petafintéc mov uetaBdilovral ava
emova Ay, xafodg xau 6heg oL ToTIkéG METABAYTEG OV aToUTODVTAL YieL TNV eXTENETT, evTomilovTal
KL TEPVOUY WG PYTEG TAPALETPOL TNG TUVAPTY|TNG. 2TT) TUVEXELD, TO TEPLBAIAOY EXTEAETY)G KaLTAVELEL
15 epyaaie oTovg diadéatuovg xopBovg méow T cUVAPTYoNG Scaleout _map.

Me ) pnt1 amapiBunoy twv e0édwv, 1 Aertovpyia avty ablomolel Tapaldylioud ot emimedo
dedousvwy (data-level parallelism), dmov x4fe epyacia emebepydleTar Ora@opeTind TUY o TOL YDPOV
e106dov. 'Etot xabiotatat Suvat 1 amodoTiky KaToveny)évy) eKTEAETT) TAVW Tt ETEPOYEVY OedoUEVaL,
dlaTnpwyTag TapdAAnin ) onuactoroyin kade ewoavainyme.

function F (...) {
for (i = 0; i < N; i++) {

BODY (i)

!

Kasync function F(i, ...)

{
BODY' (i)
}

}

tasks = [[il, ...],
[i2, ...1, ...1;

scaleout map (F, tasks); /

Figure 3: Metaoynuatiouds xata weptideg (—batch)

Ipoemideypévy Aettovpyia (ywpls emonmavoet). Otav dev éxer xabopiatel xdmolog TpoTOG
EXTEAETYG, O UETAYAWTTIOTYG LA TY)PEL CUVTYPNTLKA TV AlpLKy] pOY] ELEYYOV Kt TepLicAeiel TOV UTOAOYLT 1S
uéow NG oVVapTNOYg create_traffic, diwopadilovtag Ty mAYpws Telplax anuaatoloyin TG
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EXTELETG.

function F (...) {
for (i = 0; i < N; i++) {
BODY (i)

l

async function F(...) {

BODY'
}
scaleup_traffic(F, [args], N);

Figure 4: ITpoemideypévog petaoyyuatiopnds (ywpls emonuavoels)

Iepropiopot Opbotyrag  Iiave dtao@adiotel v opboTy TR TOV PETATYNUATIONOD, O UETOYAWTTIOTIG
VTo0ETEL €V THYOLO DOUIKWY TEPLOPLTILLIY TTOVG ETTYUATIEVOVG BPOYOVG. ZUYKERPLULEVQL, OUTOUTEITOL:
(i) xavovixy pop@i Tov Bpdyov, (i) oratikd yvwotd mAnbog eravad\ewy, (iii) amovaio evtody mov
SroucmrTovy ) por) Tov Bpdyov, brwg ot break xou continue, xabg xat (iv) amovoia egaptyoewy
uetakd Sadoyixay emavadiyewy (loop-carried dependencies). Ot meproplopol avtol eyyvevTon 611
xaBe emavddnym umopel va extekeotel avebdpnTa xat pe aoPdeta.

[Tépor amd ToV RETRoYNUATIOUS TNG POYG EAEYYOU, O UETOYAWTTIOTY)G TROLYUOTOTOLEL ETTiTY)g
OTATIKY) WEAVO eEAPTYTEWY, TPOKELIEVOV VoL EVTOTITEL OAeG Tig TUVAPTYTELG Ko Tig BLdAtobiKeg
OV QTOUTOVYTAL Y10, THY ATORAKPUTIAEVY eXTENETT). Tl TOV or0omd awTd KaorTaacevaleTon kot dterTpéyeTeut
éva. ypdpyua xAfoewy (call graph), wote va emdvbodv avadpouixd Shes ot petaBatinég e§aptioetg
xaBe exPopTwpévNG cUVdpTNOYS. To TpoxvTToY Cvoko eEapTyoewy TelplomoLelTal kot TvoKevaleTo
uall pe Tov PeTaoynaTIoLEVO KadiKa, oynuaTilovTas e TAYpws avTtdpkn movdda extéteans. Tia
TN Pelwa] TOV k6T TOVG KarTd, ToV YPOvo eXTENETTS, Tar ueTadedouéve avTd amofykedovtal TomiKd ot
mTpoowpwy] wviuy (cache) xou wwopody TpoatpeTid var UeTAYAWTTIOTOUY £x TwY TpoTépwy ot byte-
code, emTpémovTaG 0TO TVOTYUA VoL LETADIOEL TUNTIOYELG AVATIOLpOTTATEL VTl Y1 0AGKANPO TOV
TYyeio KedtKe KoTh TIG ATOUKPUTIUEVEG EXTEAETELS.

10.2.2  Myyaviopos Expoptaons Ymokoyiomov

O Miyoviouds Expéptwong Ymoroyiouot (Offloading Engine) eivat vredBuvog yra tov cuvtoviopé
TOY VTOLOYLTTIKGY EPYATINY TOTO TTOVG TOTIKOVG 600 Kol TTOVG AToMaKpuarévous komBovg. ‘Otav
TPAYUOTOTOLEITOU KATY] Plotg TUVAPTNTYG, O U XAVITUOG TrapeuBaAdeTon oy Sadikacio exTEAETY)G
xaut amoacilet ey v ovvaptnom Oa extedeotel Tomd 1) Oa expoptwlel oe évay amopaxpvopévo
xouPo extérearg.

Te Tig epyacieg mov wpdxerTa va exPopTwdoly, dnuiovpyel va aitnuo To omoio TepthapnBaver o
TelploToUévae OploaTa TG TUVAPTNONG, Shes TiG amapaityTes ebapThoels, kb kot Tig avTioToryes
dnhadaeg ewooywyns (import statements), eEao@ulifovtog 6Tt 0 amopakpuopévog kouPBog dabétet

TAYpeg TeptBaAlov exTédeamg.
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Loty viroompiEy 6 Sadixacing avtig, o wyeviouds StaBalet cpyixd évoapyeio petadedopcvay,
To oTroio éxel apayDel od TOV LeTOYAWTTIOTY] Kot overyvepileTon UETw KPUTTOYPaPLKOD KATAKEPUATITUOD
(hash). To apyeio avté Tepiéyel mpolmodoylouéveg TANPOPOPIEG TYETIKA e TIG TUVAPTY|TELS, TIG
ETONUAVTELG EXPOPTWOT, TIG EEQPTHTELG TOUG Ko ToV avTioToryo myyaio kwdika. To uetadedopéva
YPYTLAOTIOLOVYTEL YloL TV aPYLKOTIONTY] ETWTEPIKWY OOUMY, OTIWG TO TUVOAD TWY EKPOPTWUEV®Y
owvaptioewy (offloads set), o yapt g ekapioewy petakd ocuvaptioewy xar BiBodniwy, xadog
KLl TO QKOLTEPYOTTO KEILEVD TOV YooV KkWOLKA, ETLTPETOVTOG TNV ATOO0TIKY] TPOETOLLATIC TwY
EPYOLTIY YWPIG VoL AT TEITEL VEAVTY] TY)G POTIG TOV TPOYPAILUATOG KOLTA TOV YPOVO EXTERETYS.

e xade altnuo amodideTa évag povadikog aplbuos axolovdiog (nonce), hote voyivetal amodex Ty
WGVO 1) v TITTOLYY) ATTAVTH Y, ATTOTPETIOVTAG TV TTO00X Y] ATTOV TY|TEWY EXTOG TELpag Y] emtOéTelg emavadn g
(replay attacks).

Loty vIroo T piEy oty povng eKTEAETYG Ko TTpaA A AT UOD, OL KAYOELG TUVAPTHTEWY TUAYOV T
oe avTikeiueve Promise, emtpémovtag oTov TOTKS )xwdLKa Vo CUVEXITEL TV eXTELETT] TOV 600 OL
amopaxpLouEves epyaaies Bpioxovtar oe eEhiEn. ‘Otay évag amopaxpvoumévog kéuBog oroxdnpworet
wiow epyaaio, o unyoviouds emalyBedel ™y amavTnon Kou emtdlel (resolve) To avtigToryo promise,
EMITTPEPOVTAG OLAUPOVAG TO ATOTELET L TTHY OPYLKY] KANTY TG TUVAPTNOT.

Méow avtod Tov pnyaviouod, To Offloading Engine diayerpileton amotedeopaticd v ovpd
EPYATLWV, TNV EXTELETY] Kol TNV ETTTPOPY] ATOTEAETIUATWY T€ EVEL KATOVEUNUEVO TeptBAALOY, EVEd
TOPAAAT AL ETUTPETEL TV SUVAULKY KALUAKWOY) TG EXTELETNG Tt TOAAATTAOVG KOUPovg.

10.2.3 Xewpayieg (Handshakes) ko Amoxdeiotinég Zvvdéoelg

ITpw amé oToLadNTOTE EXPOPTWTY VTOAOYLTIOD, O TEALATYG eYKaBITTa aoPareic cuvdaels ue kade
ebumpeTn T Tov Tov éxet avarrebel. H dtadicacio avty Eexiva pe o yetparyia (handshake) yio xd0e
%610, xaTé TNV omole 0 TEAATNG Ko 0 EEVTNPETNTYG AVTAAAATTOVY SNUOTLA KAESLA Ko TToupdryouy
£VOL KOLVO TUUUETPLIS KAELDL, [LOVAOIKS VLol TY) TUYKEKPLUEY TUVEDpIQL.

To xhetdid avTd YpnotoTOIOVYTAL Yict THY KPUTTOYPAPY TN OANG TNG ETOUEVNG ETKOLVWVIAG,
ebaoailovrag epmoTevTidtTa ané dxpo ot dxpo. Kdbe mekdtyg Swutnpel pia amoxieioti
o0vdeon TCP pe xdfe eLummpetnti, 1 omola Tapapéver evepyy xad’ 6An T didpicela TOAATAGY
EXPOPTUITENY EPYOTLAY, UELIVOVTAG TO K60TOG ONLoVpYing VEwY cUVOETEWY Kot BedTIwvovTag T
guvolIKy| aTTo000.

e avTifean e Tovg TAYPELG UYYOVITILOVG ATORAKPUOUEVY TloTomoinans Tov SGX (6mwg ot
IAS ke DCAP), 0 guykexptpévog uyaviapos yetpoliog ey Tpoy RaToToLE KpUTTTOY paptich emadnfevam
G TAWTOTY TG TOV acPakov Bokaxca. Avtibeta, dnuiovpyei éva aoaiéc xaval emixorvwviog péow
avTodharyng xAediav, Bewpwvtag dedopévn Ty alomiotio T apyikig eykatdoTaoyg Tov enclave.

Meté v eyxadidpvon g ovvedpiag, To mepiBdAdov extédeong oY TAEVPA TOV VTN PETNTY),
To oTolo exTeAe(TaL PETo oTOV aoPaky) Ddaxa, wTopel Vo exTEAéTEL ue ao@AAeto ToL scripts Tov
amooTéMkeL 0 eAdTNG, Lall pe Tig 1ON PopTwéves eEapTHUELG TOVG, Kol VoL ETOTPEVEL TOL ATOTEAETUATOL
0E KPUTITOYPaPYUEVY] LOPPY).

O wpyowiopds avtdg cvpmAnpavet ™) Aettovpyia Tov Offloading Engine. Svyxexpruéva, xade
aiTyuo gvvodeleTar o vay povadiké nonce yie TV amotpomy] embécewy emavainymg, eve ol
UOVLILEG TUVBETELG EMITPETOUY OTOV TTEAATY) Ve TPOYPeUATICEL ATOTENETUATIKA TOMAATIALG EpYaTies
e OloPopeTIKODG KOUPBove, aTnPUVTIG ATPaAY] Kot TWITA TUYYPOVITIEVY] ETTLKOLVWYLa.

Ot ouvdéoeig Teppatifovtal névo dTay o TeEAATNG OAOKANpWTEL TYY epyaaio Tov ¥ amekevBepnoe
pNTa Toug Seopevpévons ebumnpetytég. TéTe T kAedid T cuvedpiag Sy pd@ovTon kou oL avTioToryes
TUVIETELC KAElVOUY.

30



10.2.4 Ilpocappoouévos Atepuyvéag QJS

O diepurvevtig éxet emextafel WTTE VoL EVIWUATOVEL UYYOVLTILOVG OIKTVAKNG ETLKOIV®YIaG, KPUTTTOYPAPY|TYg
Kt SLaLyelpLonG KOTAVEUY|LEVWY EPYOLTLAY, ETITPETOVTOG ATPAN Katl 000 TIKY) aAANAeTdpaan petakd
TEATAY Kl eEVTYPETHTWY.

"Evo.odoxAnpopévo emimedo SIKTOWOYG ETITPETEL TTL SCIIPLS VoL 07 ulovpyoly xat Vo OteryetpilovTau
owvdéoeig TCP, va ebvmnpetody eloepydpeveg xau ebepybueveg cuvdéoeig ko va petadidovy dedouéva
uetafd amopakpuopévey kduPwy. Meydio poptio dedopévay amootéAdhovran xou AauBdvovrol
TUNUATIKG, oTe v dteoparileton af1dmoTy emxovavio ywplg vTépBaoy Twv opiwy Twy buffers.

Ot emextaoels kpumToypdPyons TepthairBavovy ao@adn amobnkevam khediwy, diayelptan o1 udaiwy
Kot LOLWTIRGY KAEIBIWY Ko Taperywyy) KAEIOIDY TURETPLKNG KPUTTOYpaPyans avd auvedpia. To
oUoTN e VOO TYPIlEl TETO CULLUETPLKY 600 Kot 0T DLUETPY] KPUTITOYPAPY|a, EVEd Y T TOYpovy TpdoBacy]
OTHY KPUTITOY POPLKY] KATATTATY TPOTTUTEVETAL [AETW MULEX, ATOTPETOVTAG TUVEKeg avTaywvITIUOD
(race conditions) xata ™V TapdAAnAy eTKOVRVicL.

H vrootipién tawtéypovys extédeog emexTelveToL Kol 0TOUG KOLVOYPYOTOVG TOPOUG TOV CUTTHUOLTOG,
ETITPETOVTOG TV ATPOAY EKTEAET TOAAATIAWY TVYYPOVWY EPYATIWY EXPOPTWAIYG YWplG Ve TiDevTon
e XivOUvo 1) axepaudTNTA 1) 1) ATPAAELL TWY edOUEVWY.

[Topdddnia, e modules xeu o scripts mapecodovBolvron ket gelptomolodvTal, ETITPETOVTOG
T1) OUVALALKY] EXPOPTWTY) el ATOUAKPUT UEVY) EXTELETY] TOVG, OLOLTH POV TG TEUTOYPOVOL TUVETTH] KOLTATTOTY
petafd Twv 1o uBwv.

‘Oleg avTég ot duvatdTyTeg elvat TANPWG EVOWUATWUEVEG 0'To TepLBailov JavaScript xau eivau
dlabéaipre méow Twy TUTKRWY OleTapv Tov dtepunvevty|. H ao@ddein amotedel Baotid aroryeio Tov
oyedloopod: xabe xduPog drabéter povadiné averyvwptaTikd, 6An 1 emixovevia TpayuaToTOLE TOU TE
KPUTTTOYpaPyUevy] wop@1, ot aptBuol axorovfiag ket ot nonce amotpémovy embécelg emavainymg,
eved ) XpNoY mutex Sloo@ailel opfy oelpd Ty PYVUATOY Kot aTPady TpdTBacy oTa xowdypYoToL

dedopéva.

10.3  Zrouyeia g [Thevpag Tov AtaxopioT
10.3.1 'Epmoty Epapumoyy (Trusted App)

H Epmot) Epappoyy exteeiton uéoa ooy ao@ady G0Aoe ko Tapéxel Eva ao@adég Kol aTopovehevo
TepBAALOY Yo TYY EXTELETY TV SCIIPLS TOV ATOTTEALOVTAL QTTO TOV TEARTY.

Xpnotpototel évoy Tpogapoauivo kot eAappd dteppnvevtn Quick]S, amé Tov omoio éxovy apaipedei
TOAAEG 1] aTrapaiTyTEG AetTOVpYieg v JavaScript, WoTe v TeploplaTel TO ATOTVTWRA UWVARYG Kot
vo.voayptyfovv xvuping ot Bacikég AetTovpyieg AoyLkyg TOV CUVAVTWVTOL TTIG EPAPULOYEG EVIWUATOUEVRY
TUOTUATWY.

Toscripts Tov TEAATY) ATOTTEALOVTOUL KPUTTTOYPOLPY LEVEL KitL ATOKPUTITOYPAPOVVTOUL ATTOKAELTTIIA
uéoo ooV ac@ary Bidaxa ypnotuomolwvTag cupuetptd kietdd AES avd cuvedpic. Metd Ty
ATOKPUTTTOYPAPY T, 0 KWOLKaG eXTeAeITon arevBeing amd cuuPolooelpd uéon o éva xaborixd weptBdidov
Quick]S (quickjs_enclave_ctx), to omolo dtatnpeiton petakd Stadoyixdv autyudTtwy Tov diov
TELATY).

O ebaptioelg mov amautovvTar amwd T scripts, émwg Tpogoptwpive modules 1 Bondntixég
TUVAPTHTELG, POPTAVOVTAL Kaut amolykebovTan oTnY TPOTTATEVWEYY) uviuy Tov enclave uévo xotd
Y W TN XY o7 Tovg. Ot ebaptoeig avTés iatnpodvta ot kaboixy xotdoTao kot v Sy pd@ovton
uetald Sladoy LKy EKTEAETEWY, ETITPETOVTAG TV ETAVOLPYTLULOTIONTY] TOVG Kail LELIVOVTAG TNV TLKA
TO KOTTOG APYLKOTOINTNG.
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Mévo btav évag weddtrg amoovvdedetl, To meptBaAdov exTédeang eTavaPEpeTaL TAYPWS, Sty pAPovTag
800 TIg amodKevpéveg ebapTRTELG 00 Ko ToL keIl TG Tuvedplo.

To amotedéopata g exTéAeor)g cuAAEyovTaL ot évay buffer amavtyoewy, xpuTToypagodvTat
EX VEOU [LETOL TTOV T @adt) DDdarica Katl ETLTTPEPOVTOU TTOV TEAATY), OLATYPUVTOG TV EUTITTEVTIKOTYTCL
QIO AKPO T€ AXPO.

O aopaing Bodaxag exbétet éva meproptopévo avvolo dtemapuyv ECALL yia v apyiomoinom,
Y avTahderyn) KAEOLY, TV eXTELETT wdLKa Ko T dtaryelplay) cuvedpiav, eved ypyatmomotel OCALL
Yo un eveioBneg Aettovpyieg 6mog 1 xartery pa@y) cUUBAVTWY, 1) SIKTVAKY) ETTLcOLV®Yic: Kot OL AELTOVPYiEG
elo6dov/eE6d0v.

H oyedinoy avty| mapéyet ao@adn kot TpoTwpLYY) EKTERETY) UE OUVATOTHTOLETTOVOLY PN TLILOTO NG
NG KATATTATY)G TOV TePLBAAAOYTOG EXTELETY|G, PEATIOVOVTAG TNUAVTIKA TV AT6300Y).

10.3.2 My 'Epmoty Epappoyn (Untrusted App)

H My 'Epmiot Epappoyn dettovpyel wg evdidueco emimedo petald twv dixtuaxdy mekatdy xat
Tov aoParovg Bodaxa, avedapPdavovrag ) dtyeiplon g emkovwviog ket Tov KUKAOY {wig Twy
TUVEOPLY.

To etoepydpevo authuato dapBavovtar apytid amwéd To emimedo dixTvov Kot TpowdovvTal wg
axatépyaotes axorovdieg bytes mpog Tov ao@aki BVdaxa, bmov amoxpurToypagolvTan Ko emeEepydlovTal
ue ao@dree. Kabe uyoua mponyeiton amé éva medio uiiovs, emTpemovTag OTNY EQUPUOYH VoL
Yvwpilet o péyedég Tov mpwy To Tpowbioer oTov BdAaxa.

H epappoyn avokauPave emiong ) dwadikacic aoaiols yetpaying, avtaiiaooovtag dnuooto
KAELOLA UE TOUG TEAGTEG Katl TTeLparyovTaG KOLVE KAELOLA TUVEDploG YioL TYY KPUTTTOYPAPNTY) TYG ETTLKOLVWVING.

[Mopaidinte, apyixomotel To weptBdAdov JavaScript yia xafe véo meAdty, diatnpuvtag watéoo
™Y aapalTYTY) KafoALKY) KaTATTATY 0TV UVAIY WOTE Vo BeATIoTOTOLEITEL 1) ATT6d00.

Ot évag weddng amoovvdedel, 1) epappoyy ebao@arilel 6Tt ého o evaiodnTa dedopéva uéoa
ooV ag@an Bdaxa dterypapovTat, KAeivel TV avTioTolyy cVVIET) SIKTVOU Ko EVY|UEPWVEL TOV
YPOVOTIPOYPAUIATIOTH WOTE Ve aeAevdepwloly ot deapevuévorl wopoL.

Me Tov TpéTo AT, aKOW) KLl T AY] EUTIOTOL TIRAUOLTOL TOV VO THUATOG OleryetpilovTat e aoaieta
o evaloByTa Oedopéva, eve vooTypilovy amotedeopativy Kou ac@ay eEumnpéToN TOAAATAGY
TENATOY.

10.4 XpovoTpoypopaTioTis

O ypovorrpoypaupatiorig (Scheduler) etvar vredBuvog yio Ty eAeyydpevy) kot amodoTiky KoTovouy
TWV EEVTNPETNTAY OTOVG TEAATEG.

Avapel e dioTa dhav Ty xatoywpenuévey e5utnpetyTay, 1 omola meptdauBaver Tig Sievdivoelg
Suthov Tovg kb ko TNY KoTdo oY dleBeT LTI TAG TOVG, ket exYwpel eEVTNpeTTEG OTOUG TTEAdTES
pe ToAL TR KURALKHG evaldayng (round-robin), emituyydvovTog Looppomnuévn xaTavouy Tov pépTov.

Otov pOdver éva véo aityua, o ypovoTpoypapatioTig Olatpéyel ) AoTa Eexvavtas amd ™
Béon g TedevTalag avdBeong xau emihéyel Tov {nTodpevo aptBué Sbéoiuwy evtnpetytav. Edv ot
dbéorpor ebumnpetyTég elvan hydTepot amd booug ntiBnxa, emoTpépet Tov wéyLoTo duvaté aplbud
uali ue xoaTdAAnho evyuepwTIKS pavVUAL

Tanto ot TedTeg 600 Ko oL eEuTYPeTNTEG VOO TNPIfOVY TPWTEYOVEL Yiot ATPANT] AVTITTOIYLOY
Kot Snuiovpylo ovvdETewy e Toug aoPatels O0haxes, ebaopatifovrag 61 xabe avddeomn cuppoppwveTa
ULE TIG QTTOUTY|TELS TOV TPWTOKOALOV.
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Emmhéov, o ypovompoypapuatiotis mapaxolovBel Gheg Tig evepyés cuvedpleg TeAotdv Ko ameevfepcivet
ToUG BETLEVLEVOUG EEVTIYPET TEG 6TAY KATT0L0G TEAATG arroouvdEel, BTy pidvTag GUVETH KATAO T
KoL ATOPEVYOVTAG TUYKPOVTELG OTY) YP1|OT] TWY TTOPWY.

H elagpid avth oyedinon mapéyet évay af1dmaoTo wyomiowé olayelploms TG KaTaveunuévng
EXTELETNG, OLOTNPWYTEG TepAAANAc TOAD yaun Ay emtBapvvon Aertovpyiog.

11 A&woléyyoy

11.1  Xovita Aoxipwv Afodéynong (Benchmark Suite)

To gvvodo Soxipwv oV YpNoLOTOLEITOU OTNY Tapovoa epyaaia éxel oyedlaoTel WoTe va afloloyel
VTOAOYLOTIKA POPTiot ToL OTrOlAL E(VELL AVTITPOTWTEVTIKA EPAPIOYWY EVIWUATWUEYWY TVITHUATWY,
KIVNTWY CUTKEVWY Kot POYTIOTIKHG.

Agy vTépyovy TAYpWG AvoLKToD KWALKA £pYae TTOV VoL avTITTOLXOVY axplBug oTe. guykekptueve
poptin epyaciag. Avtifeta, dtotibevtar mévo civora dedopévey, BrAobixes % emipépovg adyoptbuixd
TTOLYEl0L TTOV TTOTUTIWVOVY OPLTIEVEG 0LTT6 Tig arvTioTolYEg AetTovpyies. Me Baomn avtodg Tovg dlabéatuong
TOPOVG KaLl AV TAWYTAG ETTVEVTY) QTTO TTPAY MALTIKEG EPAPUOYEG Katl ETTLYELPY|TLOKA TTPOTUTIOL, KATOUTKEVATOLLE
ouvBetid popTin epyading Toomoln AVATAPITTOVY Tot BUTIKA UTOAOYLTTIIA Kl VI OVLICA XOPOKCTYPLOTLKE,
ToY avTioTol WY TEdiwY ePaApUOYNS.

[Topétt T benchmarks eivou cuvBetixd, Bacifovron oe mporypartixd vroloytoTikd QopTio TV UPWYL
ue Tig axorovdeg apyés:

1. Aertovpyicds peadtopés: Kabe benchmark avamapiota ta xvplapye mpétuma vrokoyiopod,
TPOTTENATTG VA ULYG KOl TRPOAANALTUOD TTOV TUVAVTWVTOL T TPOLY OLTIKA TUOTHULATA.

2. Iepaperpomoinoy: Metalintéc omwg to méyebog maptioag (batch size), 1 avalvoy tov
mwAéypatog (grid resolution) ket 1 TVKVETYToL ERTOBIWY ETLTPETOVY TV LEAETY THG ATTEI0TYG
V6 peakiaTikég vV Keg AetTovpyiag.

3. Khpaxwoy vroloyloTikod kot pyvuovikod @optov: Ta benchmarks éyovy oyediaotei
WOTE VoL aVaOELKYVOUY PaphoYég oL Treplopilovton amé Tov emekepyaoty (CPU-bound), amé
™ w7y (memory-bound), 1) amé cvvdvaoud Twv d0o, avtavaxiavtag Tovg cvpBiBacpois
oV ePavilovTal oTIg TAATPOPILEG EVIWUATWUEVRY TUTTHUATOY Kol PORTIOTIKYG.

H pebodoroyio avty emitpémet Tov axpify Edeyyo Twy TEIPAUATWY, THY ETAVOANYIUOTY TR Kol
1 oVoTYRATIKY afloAéYNoT TEYVIKWY BEATIOTOTOMONG 1) OTPATIYLKGY EXPEPTWOTG VTTOLOYLT 0D,
TOUPAUEVOVTOG TRVTOY POV TLTTY OTIG TUITEPLPOPES TIOV TIOPATYPOVYTOL TE TTPOLY UATIKA TUTTHUATL,
KO Kot 6Tery OV VTIAPYOUY TAY|PELG VAOTIOTELG AVOLKTOD KWOLKEL

Acpang Emekepyncio Aedopévary Yyeloag pe ypon HMAC

To benchmark awté Tpogopotcvel wia popy T cuaKeLY VYEing, 1) omoio TUAAEYEL TuVEY LG EvaiotnTa
Puatoloytd dedopéva, owg kapdtaxd puius, emimeda SpOy xou nhextpoxapdioypapird (ECG)
anuote. VYMANG cuyvotTag. To dedouéva cuykevTpwvovTol ot TapTideg aTadepod meyébovg (10
devteporemrta ot SO0 Hz), ne amotédeopa kade waptide va wepidapBaver wepimov 5.000 deiyparta
ECG pafi pe ta avtiororyo petadedopmévo.
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Kabe maptide oetplomoteitar xou moTomoteitan wéow tov adyopibuov HMAC-SHAS12, cote
vo. St akiletoun v oxepoudtyTa kot 1 cwBevTindTTd TG TPW Amé TN UeTAd00Y ) TV aobievon
™. O voroyiopdg Tov HMAC amotelei 1o 1vplopyo vmodoytoTis KOoTog keut, CUVETWE, ETIAEYETOL
WG TTOY0G EXPOPTWIT.

To cuykexpLpévo Poptio epyaciog avyel oty xatryopio twy Bedywy emavalynrixijs ewebepyaciag
xard waptides (batch-iterative processing loops), mov Ta dedopévo TUYKEVTPOVOVTEL APYLKE. AETDL
oe évaypovikd TapdBupo xat 0T cuvéyela emebepydlovTal wg eviaia povdda, yeyovés wov To xabloTd
1Ll TEPOL KATAAANAO Vit ETIAEKTIKY] EXPOPTWOT).

Mpocappootiky EEopnddvvoy Aedopévwy Awobyrrpwy

To benchmark avté mpooopodvet pua epapuoyn cuveyods emetepyaciog dedopévay auadytipwy,
6mov DopuPwdels petproels PrAtpapovTal dlopxws Méow evég Pidtpov dtauéoov (median filter) me
ohgbaivov wapddupo.

e 140e emovadnym cvAAEyeTa o vEe TapTIO ReTPHTEWY TN THpWY, 1) ool EVTWATWVETOL
e évay buffer otabepod meyéboug (mapabupo meyébovg 1024), mpooopotvovtag mperypaticd oevpla
6mwg 1 TeptBoddloviicy TaparkoAodnay) v ot Brounyovikés epapuoyis atadyTipwy.

O Baotids vroroyropds epapudlet pidtpo Soupéoov Tavw oo odoBaivov Tapddupo méow evdg
akyopiBuov Tabvéunone Gnome Sort, o omoiog xvplapyel oTov ypévo exTéLeTY G AbyW TNG TETpAyWYIKYG
Ypovikng rolvThoxdtnTag Tov. Iia Tov Adyo avtd, n cvvdptnom egopddvvors (processBatch)
aTmoTELEL PUTLKS VTIOYNPLO YioL EKPOPTWIT).

To uéyefog ¢ €160V elvat AVTITPOTWTEVTIKG EPAPOYWY EVIWUATWUEVWY TUTTYUATWY: Tol
dedopéva xara@ddvovy oTadlaxd ot wixpéc mapTideg, eved To Tapdbupo emetepyaciog mapapével otabepod
ueyéBouvg. TTapduoteg oyediaaets xpYTtUOTOLODVTAL EVPEWG T€ edge TUTTYLATE, YOTE VoL ETILTUY Y AVETAL
LooppoTrio Letalfd Ypyyopys améKpLomg kot amoTekeopatticng pelwoyg Tov BopdRov vmé Teploplopévog
TOPOVG UV YT

To guyxexpiuévo Poptio epyadiog eVTATTETOUL 0TV KaTyyopia Twy Bpdywy cuveyols porjs ue
yaldapols ypovixols meplopiauos (soft real-time streaming loops), étov cuvexeig poég dedouévwy
eebepydlovTal ue aveKTIXKOTYTa Ot PETPLOL XAOVOTEPN DT, EMITPETOVTAG TNV EMIAEKTIKY] EXPOPTWOY
TOWY O ATAUTYTIKWY VTOAOYLTTIKDY TTadiwy.

E)ldyioty Améoraoy Enegepyaciag yio Avéddlvon Podrv Kataypapoy

To benchmark awté wpooopotcver pia epapuoyy ovvexols emebepyaaiog apyeinwv xatoypahg
(logs), oty omoia axodovBieg unvopdtwy amd auahnTpeg ) TuoKEVEG TaPdyOVTAL Kt TUYKPIVOVTEL
TVVEYWG.

e wabe emovadnm onuiovpyodvTear 0o axokovlieg uyiovg 100 yapaxtipwy, oTig omoleg elodyovTal
wikpés eTaolés WOTE VoL TPOTOUOLWVOVTOL avwiadies. XT1 quvéyela vToloyileTon 1 eAdyioT
améotaoy emeéepyaciog (Minimum Edit Distance) ypnotpomolcivtag évaw mriverko Suve koD Tpoy o haTiouoD
daaTATEWY T2 X 1.

O vrodoylopdg avtég xupLapyel oTov Ypévo exTékeong Adyw Tng TovmAoxdtytag O(n-m), eve
N XPNTY WYY UNG TOPOUEVEL TYETIRA Wixcpl] OAAG avEAveTOL avadoyIKd: e To UKy Twv axolovBicy.

To poprio epyaciag elvar avTITpOTWTEVTIKG EPaPULOYWY aVaduTIKHG eTebepyaaios oe evowpaTIEVEL
TUTTYA0LTAL, GTTOV TTPOLY RALTOTIOLELTOU TTAOLAKY] AVIXVEVTT] AVWUAALDY ] UTOLOYITUOG OUOIOTY|TEG TTAVG)

0 TUVEYELG POEG KELUEVIKWY JEQOULEVQY.
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Aopuxad, 1 epapuoyy axokovdel o TpdTUTIO £vOG Bedyov cuveyols porjs e yadapols ypovikods
meplopLauods, xadag o axohovdies emelepydlovran cuveyis e pétpla avoyy oty xabvoTipnom,
EMITPETOVTOG TNV EMIAEKTIKY] EXPOPTWTY) TOV aAyopiBiov dvvearticod TpoypapUaTIoROD Ot ATPoAElG
Bvhouceg ywpic va e pedleTatl ) CUVOALKY ATTOXPLOT TOV CUTTAUATOG.

IMpéPAeyy Ocppoxpaciog we Aévdpa Amopacewy

To benchmark avté avamaplotd puo epapuoyn avodvtixys emebepyaciog oe evowpPaTwUEVO
aOaTn e, 1) omolo TpoPAEmel peAdovTikég Tiué Deppoxpaaiag e Baan oTopikég uetprioelg aofnypwy.

e x40e emoyy extédearg mapdyeTou wic opTido 1.024 Seryud o ypovooelpmy Kot exTatdeveTol
évag TaAvdpoun g dévdpov amopacewy (decision tree regressor) uéytotov Pébovg 5 mhve oo
dedopéva avTa. XTY) CUVE ELR Tpery haToTotovYTou TPoBAEVels Yio Toemomeve 1.024 ypovixa By werter.

To xvpiapyo VTOLOYLTTIKG KETTOG TPOEPYETOL ATO TNV EXTIAIOEVTY) TOV OEVIPOD, 1] OTIOLRL KALLAKWVETOL
T600 wg TPog Tov apldud Twy derypdTwy 600 ket wg Tpog To Babog Tov dévdpov, dnutovpywYTHS
TNROVTIKG TYUel0 TVPOPY|TNG TE TUTKEVEG e TEPLOPLTIUEVOVG VTIOAOYLTTIKOVG TTIOPOVS.

To ovyxexpipévo poptio epyaaiog eiver avTITPOTWTEVTIKS eQapuoywy TeptBadlovTikye 1 Browyavixig
TOPAKOA0V0Y|TY|G, 6TTOV ITTOPLKEG LETPNTEL TUYKEVTPOVOVTAL TTPLY AT TNV EPAPUOYH TPOYVWTTIKWY
alyopiBuowy.

Abyw g Sounc «oVYKEVTPWOY Kt 0TV CUVEELa emeEepyacian, 1) ePapUoYY] AUTH AVAKEL OTNY
xayoplotwy Bedywy emavalyrrixijs emebepyaciag xard maptides, yeyovée wov T xadloTd 1 Tepar
KUTAAAYAY YLoL ETIAERTIRY EXPOPTWTY T aaPadeic BOAoKeS, dlaTnpvTag Tapaddnin youniy xadvatipy oy

oY emebepyaoio Twy eloepyduevwy Oedopévay aotnTipwy.

Opadomoinoy K-Means yio Zvotadomoinoy) Asdopévay Aobytrpny

To benchmark avtd wpocopotdvel pia epapuoyn avadvtixyg emebepyaciog oe evowpaTwWEVo
ohoTua, v omolo ouadomotel molvdidaTata dedopéva arotnTipwy ot TapTides Twy S12 anueinv,
6mov xade onpeio TepthauPavel 3 yapaxTnploTIKA.

e xade emoyn extédearng Tpayuatomoteital opadomoinon K-Means pe K = 20 xévtpa ovotadwy
(centroids) xat éwg SO emavadyels, 6OV To REYUADITEPO UEPOG TOV VTTOAOYITTIKOD KOTTOUG OPelAeTell
TTOVG ETAVAAAUBAVOUEVOVG VTTOLOYITIUOVG EVIUEPWTTIG TWY KEVTPWY.

Kabogn tipd tov K avEdvetar, v epappoyn petaPaiver amd weproptibuevn amé m wvipn (memory-
bound) o mepopifduevn amé tov emekepynoth (compute-bound). Zvyxexpipéve, v av§non Tov
aptOpod Twy kEVTpwY amartel TV amolykevan neyaddTepwy mvakwy centroids kat TVAKWY o TATEWY,
aEAVoVTOG TO ATOTUTTWRA PVIING, EVE KaDE emavddnm amaiTel TeploodTepovg VTOAOYLT OV ATTOTTATEWY
KL EVIUEPWTEWY TWV KEVTPWY, avEAvovTas avtioTotya To vTodoytoTikd poptio g CPU.

"Evotétoto gevaplo eival idiaitepo peakioTicd o epapuoyés Prownyavico IoT, wepiBaddovrinig
TepaxoroBnome 1 Suktdwy auadntipwy evmvey méewy, dmov amauteiton peydtog aptbuds cuoTddwy
YloL V) OLBKPLON AETTOWEPWY TPOTVTTWY 1) THY TOVTOYPOVY) AVAYVWPLTY TOAAATADY POVOUEV®Y.

Aopuxa, to poptio epyaciag axorovbel To mpdtuto evég Bedyov emavalymrikijs emebepyaias
Kard mapTides, bTTov To OedoUEVa CUYKEVTPIVOVTAL APy LKA Ot ulo TapTida ket 0Ty Guvéxela eebepyalovTol
cudhoyicd. H aveEapnoia tav empépovg emavadnyewy xabiotd tov akydpifpo xatddinto yia
EMIAEXTIKY EXPOPTWIN Tt agarels ODAaxe, emTpémovTag oTig edge avokevés va exTeAODY UeydArg
xhipaxag epyacies ouadomoinang ywpls vo mapaBialovton ot wepoptouol uviung 1 kebvotépyong.
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Eneepyacio Iaptidwy @wvyrikdy Evrolay yia EneEepyacia ®uowrg Ihwooag (NLP)

To benchmark awté Tpocopotcvel wio eVoWUATOLEVY) TUTKEVY) TTOV TVALEYEL TVVEY WG POV TIKEG
EVTOAEG XarTd T1) OldpKelol TG Nuépag Kou Tig emebepydletal opadixd oe meptédovg adpavelag. Kade
maptida TepthapPdver B = 50 evtoléc, ot omoieg avadvovTar pe atéyo T eborywyy T TpdBeang
Tov xprio Ty (intent), Ty aviyvevom evToAdy exTég Tov VTOTTYPIOWEVOV TEiOU EPapUOYNS Kot TN
BeAtingy Twy TTATICTIKGY YPY|oNS.

O Baoixdg vrodoytouds amoTeAeiTol amé T RoTOTOM O TOL Ketuévov (tokenization), kavovikomoinom
PYLATWY Kol OVTLATTIKGY, katBag ket TaEvopnoy T mpéBeons uéow evds erappov aywyov emebepyaoing
puotxy YAwooag (NLP). H modvmhoxdtnTa ¢ extédeons ebapratar xvplog amé o uéyebog g
TapTidag kot Tov aplbud Twy YAwoT1K@Y YapaxTplo TGy Tov efdyovTal atd kdde evTol).

[TopdTt o1 ATOUTATELG TE UVTIAY) TOPOULEVOUY TYETLICE UIKPEG AGYW TOV WIKPOD [L1KOVG TGV EVTOALY,

1 xphon ™ CPU avEdveton ypapumixd wg mpog o péyebog ¢ maptidag ko To pijxog Tov Ketpévou,
UE ATOTELET UL UEYOADTEPEG TIOPTIOEG VoL LETATPETOVY TV ePapoyy o€ compute-bound.

To oevdipLo v Té elval YOPAKTNPLOTIKG CUTKEVLY EEUTTVOU TTIITLON, POPETWY TUTKEVWY Kol Y| PLarKeyy
Bonbewy pwvig, 6oV oL PuINTIKEG EVTOAEG TUTTWPEDOVTAL Kot AVOADOVTOL EKTOG TTPELY LATLKOD Y POVOD,
Ywpig vou emnpealeTal v) aTOKPLOY) THG CUTKEVHG KATA TY) AELTOVPYlaL THG.

Aowuxa, To poptio epyaciag axorovel To mpdtuto evég Bedyov emavalymrixijs enebepyains
Kard maptides, Trov oL evTOAég CUAAEYOVTOUL éTa T Evarypovikd Trepafvpo xat erebepydlovTan cuAAoyLia.
H avebapoio T emuépoug evrodwy xabiotd Tov vrodoylous dteitepa kaTdAA Ao Yia TR TIKY
EXPOPTWTY Tt aaPareis BOAake, aTnPAYTAG TNV OIWTIKGTY TR TWY YPYTTWY Kol ETITPETOVTOG
TawTéypova emeEepyacio vimhot pubuod.

Zyedaomés Awdpopwwv NavEn yio IThonynoy oe ITAéyparta

To benchmark awté mpogopolcvel éve Do e oY edIAT 10D SLAOPOUWY TTAVL T TAEY Uat, EUTVEVTUEVO
a6 To Vo TN e Thonynoms Tov ROS, dmov modhamha Ledyn apyticig ke Tedicng Oéomg emebepyalovro
TPOKELULEVOV VoL VTIOAOYLTTOVY ot BEATIOTEG diedpoués.

Ké0e aevépro amotedeiton améd éva (elyog ouvTeToryhévey OV aVTITTOLXEL TTYY apYLKH Kl THY
telen) Oéom. H avddvon mperypatomoteitar péow evog adyopibuov Dijkstra fagiouévov oe dvvaika
medio Suvaptkod (potential fields), o omoiog vrodoyilet Tig dradpoprég ke excTLird. To avTioToryo k6oTog
LETAKIVY TS

O Baoixodg vroroyiouds mepthapbavet | 07 wLovpyic Tov costmap, T d1ddoay] TwY SUVeUIKWY
Tipwy (potential propagation), Tov vrodoytoud Twv adwidwy (gradient calculation) ket tv efarywyn
g TeMxng Sdpoprig. H molvmhoxdtnta ebaprdrar xupiwg amé To uéyebog Tov mhéypatog kot Ty
TVKVETTE TWY EUTOOIWY.

[Tapbri oL amouthoets uyfuyg cvEavovtal Ypauikd e Tov aplbud Twy xeldy Tov TAEYRATOS,

N xenon ™g CPU xvptapyeiton amé Tig emovataubavoueves diadikaaieg 01ad007)g Twy Suvaeutcmy
TIUGWY Kol VTOAOYLT oD TV Baduidwy, yeyovés mov kabiotd mukvols yapTes v ueydieg diadpoués
VTOAOYLOTIKG, QT TY|TIROVG.

To gevipio avTd eivat 1OIAITEPRL AVTITPOTWTEVTIKG EQPUPUOYWY AVTEVOUWY POITIOT, AY] ETOVIPWUAEVEY
evagptay oxNudtwy (UAVS) kot kv Tey poToTIKGY TATPOPUMY, OT0V 0 0XedLaapos Siadpoprs oe
Tpoty arTtich Ypévo Tpemel va elooppotel Ty axpiBeta we T amodoTikéThTA.

Aopixd, To poptio epyaciog axorovbel éva mpdtuTo Bpdyov cvveyols porjs ue yadapods ypovixods
mepLoplauols, o omolo wepthapBavel THY apylkomoinan TwWY TTOYWY, TN JLAd0TY] TWY VYKV
TLLWY Kol TOV VTToAoYIoud Twy Babuidewy yloty ekoywyn T Stadpouns. H avebaptnoin twy xehiov
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TOV TAEYTOG KALTE TY) PATY) EVIUEPWTNG TWY duvautkwy TLray kabiota Tov adydptdpo xatdAinio
YL ETUAEXTIRG TraLpOAAY AT 16, eTITpETOVTAG VYNAY arddoa ywpls va SlocvBedeTal 1) VTETEPUIVIGTIKA

TUITEPLPOPA. TOV TYEDLATUOD OLodPOUT.

Ymoloylopwos Zvvtopdtepwy Atadpopav e Tov Alydptdumo Dijkstra

To benchmark awté Tpogopotver wia epapuoyn Bedtiotomoinang Siedpouwy oe VTwLATOUEVO
aOaT R, OTWG Eve avTévouro drone Stavouwmy v éve Synuo aVTOUATY)G RETAPOPAG e aodKy], 6TToV
ToAaTTAG (e o pelwy TPoEEVOYG Kt TPooPLOUOD TPETEL Ve VToAoYIfovTon amodoTiid ot VALKS
TEPIOPLTUEVLY TIOPWY.

To poptio epyaciog xataokevdlel évay otafumouévo ypapo pe V- = 10,000 xopupés xau éva
VTETEPUIVIOTIKG TUVOAD AKULWY P eTABANTA Bapy). ZT1 cuvéxelo vToAoYilel TIg ATOTTATELG TVVTOUOTEPWY
dtadpopay ad vay dedopévo kouPo exxiviang xpnotpomotvtag Tov adydptduo Dijkstra.

e wabe emavddnim o akyépilmog diatpéyel TOV YpAPo, EVYIEPWVEL TIG TTPOTWPLVEG ATOTTATELS
TOY W] ETOKEVIUWY KOPUPWY Kot O1adidel To K6TTOG TV SLUBPOUDY UETW TWY ATTAY YEITViRTyg.
To vodoytoTivé k60TOG KVPLAPXEITAL aTd TIG ETAVAAAUPBAVOEVEG ETIAOYEG TNG KOPUPHG e TNV
eddytom amdotacy xou Tig Tpa&elg yaAdpwong (edge relaxation), eve oL amoutioEls UG ToUpaUEVOUY
OXETIKA TEPIOPLTUEVEG Katl APOPOVY KVPIWG TOVG TIVAKEG ATOTTATEWY KO ETLTKEVEWY.

Aopuxad, To popTio epyasiag avTé avTiTposwedel éva TpdTUTIO Bedyov guveyols pojs ue yaldapols
JPOVIKOUS TEEpLOPLaIOUS: LpyIKA. KATAOKEVATETOL 0 YPAPOG, OTH TUVEXELR OL ATOTTATEL UTOAGYIoVTaL
ETOUVOATITIRA Yot GAEG TIG KOPUPEG Kol TELOG ToL ATOTEAETATEL TVALEYOVTOU UETE aTrO TOAAATAEG

eV VeLg.

H cuyxexpipévy doun emiTpémel Ty eTAeXTIKN EKPOPTWTY TOV VTOLOYITTIKA ATTOUTY TLKOD olhyopifpov
Dijkstra oe ao@aeig O0Aaxes, emiTpémovTag ot eVoWUATWUEVEG TUTKEVEG Ve EKTEAODY BEATITTOTOIN )
Sladpopcrv peyddng xhlpaxag ywpls va virepPaivovy Tovg Teploplo ot wyung 1 emebepyaoTicig

lepgileld

e avtifeon pe To benchmark whoynong ROS Navigation, to omoio emixevtpavetar oty 0160007
SUVAUIKWY TIUWY TV T TAEYUATE, TO CUYKEKPLULEVO TEVAPLO DIVEL EUPTY TTY OLATYLTY YPAPWY
Ko 0T VVOVATTIKY BEATICTOTOINTY) TTAV® T apatd. 1 OOy LéVa SIKTVOL, oV TOVOKAWYTOG YALPOKTYPLOTLKA
PopTia epyaTiog ot AVTEVOUA TUTTA AT EPOSLUTTIKYG, T(EDATIUO OLSPOUDY Kol oVEAVTY IKTVWY

o Tpwy.

Benchmark Méyebog Ewgédov|  Bytes Movadwy Bytes ®opriov Xpévog Xawpog |IIpéTumo

HMAC 5000 samples |131259.80 4 4304.6598642.43 £ 3272.57 O(n) O(n) [Batch-iterative
GnomeSort 1024 window 9625.50 £ 6.02 8216.56 £+ 7.51 O(n*) | O(1024)|Soft real-time streaming
Edit Distance 100x100 seq 5556.40 £ 3.24 3998.95 +4.42 O(n'm) | O(n-m) |Soft real-time streaming
Decision Tree 1024 samples | 621192.00 & 518.49 | 33853.49 £ 955.50 | O(n-d) |O(1024) Batch-iterative
K-Means 512x3 pts 619917.20 + 18.38 | 31247.91 +19.62 | O(kin-d) | O(n'k) |Batch-iterative

NLP 50 commands | 423987.50 + 396.57 | 4214.82 £+ 417.21 |O(batch-feat)|O(batch)|Batch-iterative

ROS Navigation|  10x10 grid 18683.10 4 0.30 213.08 +0.81 O(n?) O(n®) |Batch-iterative
Dijkstra 10000 vertices 2458.00 £ 0.00 204.26 £ 0.55 O(V*+E) | O(V) |Soft real-time streaming

Table 1: Zdvoyn twv @optinwy epyaciag Twv benchmarks, cvumepidapBavopévay twv ueyedov
£LTGOOV, TWY VTOLOYLTTIKWY KOl [AVYUOVIKWY YapokTpIOTIK®Y Tovg, Kabwg ket Tov doptkod Tovg
TPOTVTIOV WG TTPOG THY ETAEKTIKY] EXPOPTWTY)].
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11.2  Iepapaticn Adraén

‘Olataelpdpato mporyporomorinxo oe ekeyydpevo meptBdAiov diwTticod dikTdov, WoTe vor o PakioTody
otafepéc xat avamapaywyiues petpnael; amédoors. To abatrume dtapnoppwiiie wote vaypyouomotel

70 Intel SGX ge Aertovpyia vikod (SGX_MODE=HW), emitpémovtag Ty eXTELETY EPAPUOYWY WETOL

ge wparypatid Epmota IepBailovra Extédeoy (Trusted Execution Environments). Toetpdpata
mpaypotomoydnkay ot chomua ne Aertovpyrcé Debian GNU/Linux 13 (trixie) xeu éxdoom
2.25.100.3 7ov Intel SGX SDK.

H vrodopy| oty mhevpa Tov e§umnpetty amoTeleltal amd éva ToAVeTEEEPYAOTIRG TVITHUA
ebomhopévo pe emebepyact) Intel Core i7-10710U. O emebepyactic Orabétel 6 puatkovg mupyveg
et 12 Royried viporte, eXTELETNG, We WEYITTY quyvoTNTaL AetTovpylag 4.7 GHz xat xowéypnot
uviuy cache emmédov L3 peyébovg 12 MB. To avotyua daedéter cuvorikd 64 GB xdprag uvung.

Hvmootpiéy tov Intel SGX embeBouchveton amd myy mapovoio g omuaiog SEX oToYopokTploTiKe
Tov emebepyaoty|. To obomua exbétel i Stemapég ovoxeviy SGX (/dev/sgx_provision, /dev/sgx_vepc),
eMITPETOVTAG TNV eXTENETY Buddxwy (enclaves) oe Aertovpyia vikod. H mhatpbpua vrootypilet
SGX1, eve) to dubéaipo uéyebog g Enclave Page Cache (EPC) avépyetou mepimov ot 94 MB,
6mwg TpogdlopioTnke wéow amapiBunong Baciopévng oty eviodry CPUID. H tipy avtr eivou edagpodg
uixpéTepy até To QewpyTind péyioTo Twy 128 MB yia ) cuykexpiuévy yevid emebepyaotav, Abyw
JeTUEDTEWY UVHYG QTTO TO AELTOVPYLKO TVTTY A

Sy mhevpa Tov eEumpeTnTH exTeloDYTOU TOAMAaTTAL oTrypibTUTR epyalopévay (worker in-
stances) wov Voo pilovTal amd Blaxeg SGX. X ovyKexplEVY OlaUdpPWaT EKKIVODVTAL TETTEPLG
eEuTpeTyTég, ot omoiot axoty aig B0peg 9000 éwg 9003. TTapdddnda, évag xevTpids ypovodpopoloyn g
(scheduler) exteeiteun oov (S0 vrodoyto oty H0pa 8000 wou avahéter drabéatpovg OvAaxes aToug
melateg axcolovbivtag otk round-robin.

H Enclave Page Cache (EPC) amotelei évoy xabokixa xorvéypnoto mépo vAKoD yia 6Aovg Tovg
B0daxeg Tov ouoTHUATOG. Q6 aToTEAETUA, TOAAATAL Ty pdTUTCL enclaves Tov exTeAoDVTOU TAVTEY POV
avtaywvifovton ylo Ty Ol Teployy pvAUNG. TN Oy pag Sapbp@wo, Tov éwg Kal TECTEPLG
enclave-backed ekummpetyrég hertovpyodv tavtéypova, n wporypoaticy wpntkétyTa EPC mov avtioToryel
oe k40e O0Aaxa petwvetar, av§dvovrag T ieoy ot pvAy. AvTté uropei va odnyoet ot EPC pag-
ing, xoté To omolo oeAideg UvHYg Tov BhAaKa LETAPEPOVTOL TPOTWPLYA TE WY ERTILOTY KOPLOL VY| U7,
ELTGYOVTAG ETUTALOV TTBAPVVTY) TNV T,

11.2.1  ZvvBeticd Movrédo Kabuvotépyong WAN

‘Ot ToL TeLpapaTo EXTEAETTIKOY T€ EVaL EAEYYOUEVO LOIWTIKG EpYRTTHpLoKS SIKTVO, 0T Vo eEQATPATTODY
otafepés xou avamapoywyles uetpnoels. Katd cvvémela, 1 uetpoduevy xabvotépnomn duktiov eivar
ONUAVTIKA PixpbTEP) 0T EXEIVY TTOV TapaTpEiTAL TE TUTLKA TeptBAANOVTOL avdmTVENG EPapLrOY Y
oo voloytoTikd vépog (cloud). Tiotnv extiunon g amédoayg Tov Aégis oe éva peahloTié gevapLo
edge-to-cloud, Tapovoidlovrat emméov amotedéopara Baoiopéva oe éva ouvBetiid povrédo xabvoTépnong
duxthov evpeiag weptoyyg (WAN).

H ovvolin) uetpoduevy xabvatépnon amé dxpo ot dicpo exPpaletar wg

Llab = Tnetwork,lab + ,I'server + ,I'enclave' (1)

‘O1ov 10 Therwork,lab AVTITTOLYEL TTOV LETPOVUEVD YPOVO UETAOOTNG UETW TOV EPYOTTYPLOKOD
duxtbov (cvpmepthapPavousvey Twy emBaplivaewy emixovwiog ket UETAPOPAS), TO L ierver VATOPLOTE.
TOV TUVOALKS YpOVO e’zrs&epyowiocg TNV TAEVPA. TOV e%v*zrnpemw'], V0 TO Tinclave AVTIOTOLYEL TTOV
POV EXTEAETY)G TOV Kddtxa evTog Tov SGX enclave.
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ITpoxetpévov vo TPoTeYYLTTEL 1] AelTOVPYIO TOU CUOTHUATOG ETw TOV Onudatov AadikTiov,
1 KETPODUEVY KaOUTTEPNTY) TOV EpYaTTypLkoD SIKTVOV avTikabioToTal amrd o avTITpoTwTeVTIKN
xebvotépnon WAN, dratnpivrog apre TABAYTOUG TOUG TELPOULATIKA UETPOVUEVOUS YPOVOUG EKTEAETYG
Tov efumpetn T X Tov enclave. H mpoxdmrovoa cvvodixy kabvotépnoy vrodoyileton o

LWAN = Llab - Tnetworlglab + Tnetwork,WAN> (2)
1 1wodbvapa,
Lwan = L, + A, (3)
6TOV
A= Tnetwork,WAN - Tnetwork,lab- (4)

Extég ecv avapépetar dtapopetticd, 1) T TOU T henvork, WAN ETIAEYETOL ATTE AVTITPOTWTEVTIKEG
Tiég kabvatépnons uetaPaong xou emotpodys (Round-Trip Time, RT T) wetabd meddty ke vroSopwv
Snudatov vrodoyLoTIKoD VEPOUG, oL omoles kupaivovTal Letafd 10 xau SO msyloyewypaPikd KovTivé
meployés (regions). To wovtédo avté mapéyel min avddvoy evarctyaing g amédoorng Tov Aégs vid
peakioTiég cuvBkeg avaTTvEnG péow Tov AladikTOo, JATYPWYTAG TAPAAATACL ToL TIELPOMOTIKA
UETPODPLEVAL YApAKTNPLOTIKG XTELETT)G TOV eEuTnpetnTy Xt Tov SGX enclave.

11.3 Amotedéopata

Me ta. benchmarks mAnpuwg mepryeypopuéve kot To VTOAOYITTIKA TOUG XOPAKTY)PLOTIKE KOATAVOYTE,
TpoYWPoDPE TWpaL TNV abloddynoy ¢ amddoahg Toug VTS ddPopeg dlauopPwoEls avamTugng. H
AVAAVTY oG TUYKPIVEL TYY eyYevy] exTédeay e multi-server setups, avadelkyiovTag yopokTyploTied
Ypévov extédeang, throughput xeu latency.

Svyxexpipéva, 1) aflodéynom Tov Aégis amavTd ot 800 xDpla ePEVYNTIKG EPWTAATA Katl TTOYOVG

oxediaayg:

* RQ1 (Amodotixétyrar Améddoovs): eketalet oe molo Babué to Aégis pmopel va Bedtidoel
TV aTT00007] EVIWUATWUEVRY EPAPIOYDY UETW ATPaAODG eTIAEXTIKNG EXPOpTwang (offload-
ing) oe Trusted Execution Environments, eotid{ovtoag oe Baoixés metpixég dmog ypévog
exTéleam, throughput xat latency oe avyxkpiom pe ™y eyyevy, Tomixn extéeom.

* RQ2 (K\ipaxwoy): depevvd mwg v amédoay] TOV CUTTHURATOG KALUAKWVETAL We TOV aptOind
Twv Odéauwy enclave nodes ot dtaopetikode Timovg workloads.

* RQ3 (Avaivoy Overhead xat Latency): uetpd xou avadver ) cvuBory diapopettidy
TUVITTWIWY TTOV TUYOALKS YPEVO EXTENETYS, TuuTeptiapBavopévay (i) TG neTapopds uéow
duktiov (cvpmeptdapPavouévwy twv overhead amé xputoypdpyon/amoxpuTToypdPY o)
wau (if) ™6 xANomg Tov enclave (cvumepdapBavopévey Twy encryption/decryption xou ao@atote
emeEepyaciog), wote va xatovondel mag xabe Tapdyovtag emnpedlel TV cUVOALKH aTod0TIKOTN T
Tov secure offloading.

* (Ztéyos Zyediaomg) IpoypoppatiotwdTyTa Kot Aloapaveto: ToPEYEL ULo TOLOTIKY TVYKPLOY)
uetakd Tov Tapadootaxod SGX workflow xat Tov TpoypappaTIoTIROD POVTELOY TOV Aégis
avadelkvvovTag TG To Aégis apaipel TV ToAvTTAoKST)TA dlaryeiptarg enclave interfaces.
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* (Ztoxos Zyediaars) Awntypnoy Aopaeiag: To Acgis éxet oxedlaaTel WITE Vo lTy)pel Tig
eyyvYoels ao@aletag Tov SGX xotd Ty amopaxpuouévn extédean. O evaiohntog xwdikag
Kol ToL OeBOUEVOL TIAPAULEVOVY TTPOOTATEVEVOL [LETe OTa enclaves, eva 1 emixovwvia petafd
edge xou cloud components moTomoLeiTON KUt KPUTTOYPAPeiTAL WTTE Vo ST PaileTeut 1
EUTITTEVTICOTY TR KAtL 1] OLKEPOLOTHTOL.

11.3.1 RQI: ArmodotikétyTor ATdoo)g

To xépdy aédoay)g Tov TaprTPOVVTAL T XYY IaTe S ket 6 OPEIAOYTAL KUPIWG TTOV VTOAOYLTTIKG
TAEOVEKTY UL TOV SEIVET T TYETY UE TOUG TEpLoplapevovg mopovg Tng embedded cvoxevys. Avtd ta
xépdn Teplopilovran puatkd amd o overhead g uetapopds uéow dictvov, cupmepthapBovoprévwy
WYY AVLT UGV KPUTITOY pAPY|OY G/ ATOXPUTITOYpAPN O, attestation Tov enclave kot petaPaoewy uetald
untrusted xeu trusted ywpov (.x. system calls 9 context switches).

H uéon xaBvatépyon extédearg oo native meptBdidoy xvpaivetar awé 13.8 ms (editDistance)
¢wg 19.9 s (NLP), avadeixviovTag T peydAn eTepoyévelo 0Tny VTOAGYIO T TOAVTAOKOTYTa UETAED
twv egetalbuevwy benchmarks. Ymé cuvBvie ao@adovg amopaxpuouévng extéreons, n uéoy xabvotépnon
avé emavaim xopaivetow omé 0.35 ms (Dijkstra) éwg 12.9 ms (KMeans), avticatontpifovrog ™
aN oYL VYNAGTERY VTOAOYLTTIKY] LOYD TOV QTTOAKPUTUEVOV SEIVeTr.

H amédoon (throughput) oo native wepidddov xvpaivetar amé 0.0001 éwg 0.0726 itera-
tions/ms, eved 1] ACPAAYG ATOUAKPUTEVY] EXTEAEDY] eTLTUYXGVEL Tiég peTabd 0.312 %o 2.627 it-
erations/ms, yeyovég Tov avTIOTOLYEL Ot ONUAVTIKY aVEYoT TNG LkavbTNTag emebepyaaiag.

Aboonueinta, v mpwtn emavadnym xdde offloaded task eivar onpavticd mo apyy, xabog weptdauBivet
™) petagopd Twv dependency modules oto enclave emméov Tov idiov Tov workload. Ouemdueveg
exTeAéoelg emwelovvTar amé cached modules péoa oto enclave, e amotédeapa Ty vTepoug YpovOUS
extédeamg. Ou apyiés avtég kabvotepyoels Tepthauavovtar aTov vTodoyloud Tov Wwégov 6pov,
WoT600 Jev emNPeRfOVY TYUAVTIKG TV TUVOALKY aodoTtkéTyTa, kadg v amddooy) Twv emduevey
iterations xvptapyel.

Native vs Secure Remote Offloading
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Figure 5: Zdyxpion péong xabvotépnong ava iteration peta&d eyyevols extéleomg xou aopaiods
offloading oe évav server.

40



Native vs Secure Remote Offloading (Throughput)
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Figure 6: Zvyxpion throughput ueta&d eyyevods extédeong xa offloaded extédeong o évay server.

Tty af1odéynon g mpaxtikdTTag Tov Aégis o pealoTixa meptBaAdovra avdmTuEyg, emavolauBdvovpe
™Y awvdAvan xavaTéprang xpnatpoTolwyTeag To uvheTikd movtédo xabvatépnarg WAN mov weprypapetat
mopoive. Extée o avapépetar Stupopetind, vrobétovue xabvatépnay dixtdov round-trip ion ue
30 ms, ¥ omoia eivar AVTITPOTWTEVTIKY TN emkoWwving eTakd edge Tvoxev@Y Xt YewypaPLra
KoVTIVRY TepLoywv onuéatov cloud. H tiuy avt Bpioketat evtog Tov evpéwg avaepbpevov ebpovg
10-50 ms RT'T mov mapatypeitar oe avamrtvels edge-to-cloud xou ocuvemds avtimpoowmedet évo
peadioTix omuelo Aertovpylag, amo@edyovtag TavTdypove UTODETELG TOV EERPTWYTOL ATTE TUYKEXPLILEVD
mapoyo cloud 7 yewypauxy Tomobeato.

11.3.2 RQ2: Khipaxwoy

To loop unrolling xeu 1 TavTéypovy extédeon emdpevawy iterations pe pop@r task queue avkdvovy
mepoautépw To throughput. Eved vy mpocfixy mepioadrepwv servers yevixa ek tiovel Tov mapedAniiops,
e1odryet emiomg overhead amé emmiéov handshakes petald client xau x48e enclave, xabawg xou amé ™
netapopd dependency modules oig Tpateg extedéoelg. AvTol ot TapdyovTeg avgdvouy T apyLk
xabvoTépnomn avd thread, ue amotédeapa n wpwT) eTovAAN M VoL eV TTIO YY) STV YPYTLUOTIOLOVVTAL
mepLocéTepot servers. Ilapd to apytxé avtd 1600, To dPeAog Tov vy Aov data parallelism xvprapyel,
0dnyavTag ot auavTId KEpY aédoarg o multi-server deployments.

To cuvokixé speedup, mov paivetan oTo Zyua 8, voAoyiletou wg o Adyog Tov GuvolkoD Ypévou
exTélear)g Tov offloaded loop—uetpoduevov wg To wéyloTo Twv start times kafe request cuy To
latency Tov—mpog Tov ypévo exTédeang g eyyevols vAomoinayg. Ilapélo wov To per-iteration
speedup—Zynua 9—petveton ehagpg xabwg avgdvetal o aptBués Twy servers Adyw intra-machine
contention amé moldamwid enclaves, To gvvolkd throughput—Zyiue 10—xou v amwodotikdTyTeL
BekTichvovTon oNuavTikd pe TV av€non Tov TepadnAtood.

H emrevybeioa emtdyvvon (speedup) petafdidetoar onuovtixd petabd twv workloads, pe
Tig peyadiTepes BeATITEL VoL TopoLTY)podyTan o8 compute-intensive eQapoyég Tov erwPedodyTal
mepLocétepo améd To offloading oto cloud. H cvumepipopd avti eivan aveprevopevn, xabog v Baotcy
TATPOp eVl Lo TEpLoplouevwy Tépwy embedded cvaxevy, eved 1) extédeon petapépetan oe évary
ornuavTika toyvpétepo cloud server.
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Native vs Secure Remote Offloading

[ Native
=3 Remote (WAN=30ms)

Execution Time (ms, log scale)

Figure 7: Méan xafvotépnon ava emavadnym vid to cuvletid povrélo WAN twv 30 ms oe
aUyKkpLom pe TV eyyevy) exTéreom) (native) xar TIG UeTP|OELG Ot epyaaTyplaxd meptBaiiov. H
emmiéov xaBvoTépnon dixtiov avkdvel opotduoppa v end-to-end xabvotépnomn, dtnpdvTag
TepdAAnha Tig O(ETIREG TATELG arédoomg eTakd Twv benchmarks.

Speedup Across Benchmarks (Number of Servers vs Execution Time)
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Figure 8: Zuvolxé speedup oe multi-server deployments oe oyéan ue v eyyevy) extédeon.

O Téoets ™6 kApARWOTG Teparévouy ToLoTIKA apeTaBAnTeg V16 To TuVPeTIKd UOVTELD KaBVaTEPN TS
WAN, xabdig 1 mpdadety xabvotépron drctdov emmpedlet 6deg Tig Slapuop@aaels te Tov idto Tpéo.
ZUVETAG, YioL TV aVEAVOY] TNG KALUAKWIYG TapOVTLAiovTaL UOVO Ol LETPRUELG TOV epYTTrpLokoD
mepiBailovrog.
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Speedup Across Benchmarks (Average Latency per Iteration)
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Figure 9: Per-iteration speedup xaf¢ avEdvetar o aptBpde twy servers
Throughput Across Benchmarks (Iterations per ms)
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Figure 10: ZvvoAiké throughput yia diepopetiiég dtapmoppwaelg servers.

11.3.3 RQ3: AvaAvoy Overhead xou Latency

To ZyAuerte 11, 12 %ot 13 wapéyovy pia Aemtopepy avadvay tov latency oe StapopeTiicég Sl uopProels
servers kot benchmarks. To Xy ua 11 wapovaialer Ty xatavouy] Tov per-iteration latency, avadetcviovteg
1800 TV Oldredo amddo0y] 600 Ko 1) Otaxvuoavor ueta&d threads. To ZyAua 12 amoovvhétet 1o la-
tency oe Tpia oToryelo: exTéAean uéoa oo enclave, overhead amé offloading xou ypévog uetapopds
wéow ouctvov. To Zynua 13 eotdlet ota tail latencies (P95 xou P99), avaderkviovtag v emidpooy
oeviwv, VIMAwy xabvoTeprioewy oy cuvolikn amddooT).

To amotedéopora Seiyvovy b1 v xvplapyy mqym latency ebaprdTar amé Ta yepaxTploTig Tov
workload. e memory-bound eappoyés, émov uetapipovtar peyadot dyxot dedopévwy aTo en-
clave, o xpbvog d1eTiov KVpLapPYEL, eWdtkd TNV TpWTY emavadn ) 6Ty Poptwvovtar dependencies.
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Avtifeta, oe compute-bound epappoyéc pe évtovy vrodoyloTiy epyadia, o ypovOG EKTERETNG TTO
enclave amotelkei To peyodiTepo pwépog Tov latency. Ot mapdpetpot Tov adyopiBuov Tailovy emiong
oNaVTIKS pélo: Yo Tapdderyuo oTo k-means, Ayétepeg ST TATEL LELWVOVY TYV UTTOAGYLOTIKA
TOAVTAOKOTYTaL, £V&) TeplovdTepa cluster centers avEdvovy ovuavTicd To computation cost.

To overhead tov enclave, cvumepidapBavopévwy secure context switches xat cryptographic
operations, wov oyeti{ovtar ue SGX attestation, wopauével apednTéo ot oyéon ue To network xeu
computation cost. H xatovénon avtdv twv breakdowns etvou xpiotun yie vy emitevén mpory portixod
speedup. To ocvomua mpémet v looppoei peta&d offloading overhead, k6o roug Suctdov xou vooyLo TRy
epyaciag: av To network % 7o initialization cost xvpiapyel, TéTe To offloading dev amodider xépdy.
H owoti pdBuioy tov adyopifuov ke 1) katdAdnin xatavouy, workload dieo@alilovy éti o opédn
Tov parallel execution vrrepPaivovy avtd to overheads.

Latency Distribution Across Benchmarks (Log Scale, All Configurations)
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Figure 11: Katavoun per-iteration latency oe diapopetikd benchmarks ket configurations.

Lo ™y TANpdTYTAL TG AVAAVOYG Kt TNV aEloAbYNOY TNG CUUTEPLPOPAS TOV TVUTYULATOG VTS
peakioTiég ovVBnxeg avamTuéng, cupmeplapPdvovue emmhéov amotedéopata o o RQ3 vwé
o cuvBetind povtélo WAN ue otabepy xabvotépnon 30 ms. Ymé cvvbixeg WAN, y cvviotaoe
Tov SLKTVOV YiveTau 0 xvplapyos mapdyovtag yio lightweight workloads, eve) e compute-intensive
benchmarks xvplapyel o ypévog extédearg ato enclave.

11.3.4 Ilpoypappatioypdtyra kot Alapavela

Lo 1 abloAéynom Twy TAEOVEKTYUATWY TPOYPAUUATIOLUETYTAG TOV AEgEs , CVYKPIVOULE TO TPOYPAUNATIOTIRS
Tov movTédo ue To Tapadoataxd SGX development workflow. ‘Onwg ovintidnxe oty Evétnra X,
1 xhaotky ovartvén epapuoywy SGX amoutel pnty deyelpton Twy enclave interfaces, T emtxovaviog
et TG Oteryelptomg dedouévay. Avtifeta, To Aégis petapépet avtég Tig evBiveg orov compiler xou
oTo runtime, exféTovTag révo VYMAod emTEdOV annotations gTOY TPOYPAULUATIOT.
O Iivaxag 2 cuvoyiler avty ™) obyxpion oe Baoixés epyacieg avdmTvén.
2o mapadootaxé SGX workflow, o1 mpoypappatiotéc wpémel va opifovy pnra Ta enclave inter-
faces, va Storyetpilovrou trusted xou untrusted components Ko ve. VAOTOLOUY Uy avIT LoV emTkotvmviog
y.emgi) Tovg. Avté mepthapmBavet ) dnutovpyic EDL apyeiwv, Tov opiopé ECALLs ko OCALL:,
v vhomoinan RPC logic ket ) doryeiptom )¢ serialization twv dedopévawy mwov avtadiaoooval.
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Latency Breakdown Across Benchmarks (Core execution, Enclave Overheads, Network)
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Figure 12: Amootveom latency oe enclave execution, offloading overhead xeu network transfer.

Tail Latency Across Benchmarks (P95 / P99, Servers Only)
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Figure 13: Tail latencies (P95 xou P99) oe Stagopetixd benchmarks xat configurations.

Avrifeta, To Aégis apaipei avtég Tig Younod emmédov evdiveg. O compiler Stapepiler avtéporte
™Y ePapuoyn, emdvet dependencies kou avtixadioTd Tig annotated kAngelg e invocations wpog
évayevixé offloading runtime. "Etot, o pypyaviopol emicorvaviag xou T enclave interfaces wapapévouy
TANPOG KPUIAULEVOL OUTTO TOV TPOY POULIUOLTITTY), ETIITRETOVTOG TOV VOLETTIATEL T'TY) AOYLKY] TV)G EPOPLLOYNG

avtl ylo Ty vrodowy] eXTELET.

12 Zvlntyoyn ko Meddovtikn Epyacia

H amoxevtpwumévn expadnoy (Swarm Learning) amoteAel jia TpOTEYYLT TUVEPYOLTIKYG WYY AVIKAG
wafnomg mov Sty pel T 13w TG T T Ty dedopevny, oY OTolo TOAAATIAOl TURLIETEYOVTEG, TG
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Figure 14: Amoogivlean xabvotépnong vmé to cvvletiké uovrélo WAN pe otabepy kabvotépnom
30ms yie To RQ3. Ta amotedéouota deiyvovy 6Tt 1 uetapopd péow dikTdOV KVpLapyel oTa
lightweight workloads, eve) 0 extédeay oro enclave wapauéver o Baciids Tapdyovtag k6o TOUG Yict
To. compute-intensive benchmarks.

Table 2: Zvyxpion ueta&d mapadooiaxod SGX workflow xou wpoypapumatiotivod povtédov Aégrs .

Mapadootaxsd SGX Workflow Aégis Offloading Model

Write EDL files Automatic interface generation
Define ECALLs / OCALLs Automatic handling via runtime
Implement RPC layer Fully managed by offloading runtime
Manage dependencies Compiler-assisted resolution

Handle serialization Automatic marshalling/unmarshalling
Partition application manually Function-level annotations

Parallelize loops manually Annotation-based parallel execution

edge cuaKeVEG Y OpYOVLTLOL, EXTIOUDEDOUY (TS KOLVOD EVOL TAYKOTIALO LOVTELD XWPIG VoL avTaANATTOVY
ToL apYLKAL Oedouévar Tovg. AVTL avTwY, avTOAAATTOVTOL UOVO EVIUEPRTELG TWY TTOLOUETPWY TOV
wovtédov 1) ot avtiotoryes Baduides (gradients), ot omoieg vvtovilovtar cvvibug uéow blockchain 4
TPWTOKGAAWY peer-to-peer WoTe Vo OlaoPakilovron ) cuvémeta ket v axepatdTyTo TOV CVOTARATOS [37,
38, 39]. Me tov tpémo avté xabioTorar Suvaty] 1 exmaidevon evds eviaiov povtédov mov aftomolel
TV TOLKIAOOPPLat Kott THY KALROKOL TWY KATAVEUYIEVEY JEQOUEVLY, dATYPWYTAG TUPAAANAL TNV
IOLWTIKOTNTEL Kt TUAUOPPOVUEVD LAE TLG LTYVOVTEG KAVOVITTIKEG ATAUTYTELG.

Mia 1dtaitepa evota@épovaa kaTedBuvay) reAAovTIKYG Epeuvag eival v) eméxTacy) Tov AEgis waTe
vo vToaTYpilel amodotinn amoxevTpwuévy expadnoy Tavew oe evaiodnTa, xatavepnuéva dedousva.
Toavdpyovta TARICI TPOTTATEVOVY TV LOIWTIKETYTOL AVTAAAATTOVTOG UOVO TUYKEVTPWTIKEG EVIUEPLTELG
Ty povtélwy [37, 38, 39, 40]. Qotéoo, To meyadlTepo épog TOV VTOAOYLTTIKOD POPTOV TNG
upavixyg wadnong (exmaidevon xau ebaywyn ovpmepaoudtay) ebaxolovdel vo extekeitar Tomkd
e CUOKEVEG TIEPLOPLOUEVWY TPV, YEYOVEG OV Teplopilel THY eTEXTATLUOTY TR Kol AVEAVEL TETO THY
EVEPYELKY) KOLTOVAAWTY 600 Ko TNV kafvatépnon.
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Teyvixég mov Baoilovrar otny opopop@ixn xpvrtoypaenon (Homomorphic Encryption) emitpémovy
TNV eXTEAETY) UTOAOYLT Y oreVDeing Tavw Te KPUTTOYPaPY réva dedouévea Ywplg ATOXPUTTOYPAPY|TY).
Qo1b00, 0L KPUTTTOYPaPY ULEVOL TaVVOTEG eivan Vv Bwg Karta TdEels neyéBovg meyodiTepot kot omuavTid
axpiPérepol voroytoTixa, we emPBapbvoei wov POavouy amd 10x wg 1000x yio v ebaywyn cupmepaoudtay
et ord 100 €wvg 10 000 yier 7y exmaidevay), oe TVYKPLON UE TOUG AVTITTOLYOVG VTTOAOYLTIOVG TE
un xputrtoypa@nuéve dedopméve [41, 42].

[apopoing, Tpéoates Tpooeyyioelg mov Paaifovrar o Trusted Execution Environments (TEEs)
EMIOELKYDOVY ATPAAY) EXTAIOEVTY Kol TVYKEVTPWTY UOVTEAWY Péda o€ enclaves, adda emixevTpwvovTat
KVPIWG TTNY TPOTTATiN TUYKEKPLLEVWY TTadIY TNG dladikacing (6TTwg 1| TUYKEVTPWAT) TWY EVYEPUTEWY),
eEaxokovBwvtag va Bacilovtal oty Tomin exTEAETY TG EXTTAUOEVTYG A6 Tig CVOKEVEG-TTEAATEG [43,

44].

Akbomowvrag Tig Suvarrdtn e BpELSLKAG EXPOPTWING Kou TpoypaupaTio ol enclaves wov wapéyel
T0 Aégis , opapaTI{OUATTE ict ETEXRTATY) TPOG TNV ATOKEVTPWUEVT EXANTT, TTNY oToloL oYUy TIKA.
LEYAADTEPO LLEPOG TOV VTTOAOYITTIKOD PEpTOV — cvpmeptlapBavousvov Tov vmoroylopwod Twy gradi-
eNts ket TG EVYLEPWOTIG TWY TRPOUETPWY TOV ROVTELOV— Oct LTTOPEL VoL EKPOPTWVETELL Pt LTPAAELL
oe amopacpuopéva enclaves avtl va extekeitar €& ohoxdnipov otig edge ovokevé. To povTédo
awTd, evaiohnra dedopéva amd moAdaTAols CUNUETEYOVTEG Bo UTOPODY VoL CUYKEVTPWVOVTAL KOl Vet
emeepyalovTar cuAdoyed wéoa oToug enclaves, emitpémovTag TV exmaldevomn HoVTELWY pe peyaAlTERN
axpifeta, xaddTepy yevirevoy xou Suvatédtnta abomoinomg mAnduouaxwy wpotdTwy. Ilpog Tovg
TUUETEXOVTEG Do ETLTTPEPOUY ATTOKAELTTIKA TTPOTTUTEVUEVEG EVY|UEPWTELG TWY TAPAUETPWY TOV
LOVTENOD, DLATYPWYTAG THY EUTIIOTEVTIRETH TR TwV Oe00ULEVMY £V TAVTEYpove aLloTroLoVTaL OL TAYPOPOopies
TTOV TPOKVTITOVY a6 TO TUYOLO Tov TANGVTUoD.

13 Zyetuen Epyooia

"Evag onpovtiidg aplipog mponyodrevwy cuaTtrnaTey Kol TAaioiny £Xel OlEpevIVTEL TNV ao@an
EXTELETY EPAPUOYIV, TV ATIOAKPVTUEY] EKPOPTWTY VTTOAOYLTUGY Kot T XN o Epmiotay [eptBoaddévrwy
ExtéAeong (Trusted Execution Environments — TEEs) yie mv wpootacio evaiochytwy vroloyiopay
Kot Oedouévawy ae uy Eutiota TepLBailovTo.

[Thaice TpooTatevuévng extédeans, 6mwg To Haven, ewonyoyay v évvola TG TpooTaciog
OAGKAYpWY EQPULOYAIY Kot TwV JEQOUEVWY TOUG OO WY ETILOTEG VTTOOOUEG UTOAOYLTTIROD VEPOUS.
To Haven c&romotel to Intel SGX yia va mapéyel mpooTatevpévn extédeoy Tadoudtepmwy Svadticwy
EPAPUOYWY, OLTPAAIfOVTOG THY EUTITTEVTIRGTYTOL KU THY AKEPAISTYTA TOUG o6y Ko Topovaio
xaxoBovdov Aertovpyikod cuoTuatos ) hypervisor, eve wapdAinke amotédeae 1) 3oy yio ueTaryevéoTepeg
TEYVIKEG ERTILTTEVTIROD UVTOLOYLTIOD AemTOTEPY)G KokxoToinays [haven2014].

Emexteivovtog ) xprion hardware enclaves yia ao@ody] emeepyacia, to Ryoan wapovoidlet éva
xatovepnuévo sandbox mov amopovivel uy éumioteg povades emebepyaiog Sedouévwy péon o hard-
ware TEEs. Méow ¢ amopévwayg Tov vroloytopod oe moAlamAd otryuiétume enclaves, to Ryoan
aToTPETEL TY) dlappoy] evaiady)Twy Oedouévwy elo6do Te KaTave Uy LEVes VTN pedieg, VDTV TG aelAnTId
LOVTELDL TTOPOUOLEL [AE EXEVAL IOV YPNTLILOTIOLODYTEL O TARITIEL ETIAEKTIKY)G EXPOPTWING OTWG TO
Aégis [ryoan2016].

To SCONE Biepevva Tov Tpémo e Tov omoio epapuoyés Baciopéveg oe containers umopovv
vo. dblomrotjoouy v mpootacia mov mpoo@épovy Ta SGX enclaves. To obomua TpooTaTEYEL PN
TpOTOTIO EVEG Olepyaoieg containers amd eEwTepixés ametdég, erayloToTOLOVTAG TN BAOY EUTIOTOOTYNG
(Trusted Computing Base) xou dtatypwvtag amwédooy) kovtd oty Quotky extéreay. Me tov tpémo

47



avté xatadetcyvetal 6Tt To SGX umopei vo evowpatwiel amoteeapatind oe poymatid wepLBailova

EXTEAETY)G, TPOTTATEVOVTAG TOTO TOV KK 600 ke Tar dedopéva oe a0VheTeg oToifbeg Aoytaptkod [scone2016].
S0V Topéa TNG LOLWTLKAG eoyw Yy ovumepacdTwy (privacy-preserving inference), to Occlu-

Mency eTKEVIPWVETAL TTYY ATOUAKPUTIEVT] EXTERETY) MOVTEAWY Babidg uadnong péoa oe SGX

enclaves. To cotua dieo@aliler 611 To dedopéva e106d0, oL VOIAIETES EVEPYOTIOTELG KO T

ATOTEAETUATOL TAPAUEVOUY eUTILOTEVTIRA }ot® 64N T0 Bidprcetar TN Oladixaaiog expdpTways, avTipetwmilovTag

oL (T maTa L TIKOTY TG oL YapakThpilouy Tig uTpeaieg cloud-assisted inference [45].

To EnCloak exxolovBei pic cuuTrAn pwUaTicy) TpOTEYYLa, ETTIALOVTOG TTOY QUTOWATO EVTOTITUS
e TNV TpoaTadio evaiotnTwy Teploxwy xwdtke. Mégw appidpourns avaivorg taint kot RETRoYYUATIT oD
KploLpwy TUYATWY xwotke ot enclave instructions, to £n Cloak mapéyet oloxdnpwpévy Tpootacio
evaioDy Ty dedopévwy Kot Petwvel TY cUYoLIKH 3oy eRTILTTOTVVYG TOV CUTTHUATOS, AVOJELKYVOVTES
TN ONRATTOL TV LETOTYYATITUDY TPOYPOULUATWY TE TEVApLL aoPatods EKPOPTWTYG [46)].

ITépoowd T eerdixevpéva ovoTuarta enclaves, avaokomioelg oYeTkd UE THY EXPOPTWTT VTOAOYLT DY
KoL TOV KATAUEPLT LS EPYATIOY O CUVEpYaTIKA TepLBdAdovta cloud-edge mapovatalovy pio evpltepy
eixévo Tov Tediov. Ot epyaoieg avtés eEetdlovy motkikes oTpaTyIKés Sy wpLo ROV TOV VTOAGYITUOD
uetaEd TOTLKWY TUOKEVWY Kol ATTOUAKPUOUEV®Y eEUTNPETNTWY, AaudvovTag véym mapdyoveg
610G 7 AT6300), 1) EVEPYELAKY] KATAVAAWTY Ko 1) kaBvaTépnan, Ko avadetxyiovy Ty avdyxy amé
x01VoD BEATITTOTOMTYG TG KATATUN TG KoL THG EXPOPTWING Yot SLUPOPETIKEG KoLTYOplEs ePApUOYWY
Kot oPYLTERTOVIKGY [47].

[Tpéogateg mpooeyyioei, bmwg To T-Edge, emextelvovy Ty évvola T abloémoTyg eXTéLeOTG O
eTEPOYEVElG TAATPOPLUEG edge computing, dlepevvwvTag Twg wxaviopol aopareiog 6mwg 7o ARM
TrustZone pmopody va vrootpibovy ao@aii) vrotoyiopé oe CPUs ot emitoryvvég vhikod puéoa oe
uy épmiota meptBddlovta [48]. H ovyxexpiuévn xaredBuvon avadercviel To av§avépevo evdlapépoy
Yoo ™Y eméxtacy g Tpootacing Twy TEEs wépa amé ta mapadociaxd CPU enclaves mwpog éva
evpUTEPO Pacua edge VTTOdOUDY.

Tékog, cvothparte éwg To HiveMind diepevvoly Tov xotavepyuévo cuvtovioné uetad edge
ket cloud vodouwy me atéyo ™ Bedtingy g amddoang kot TG emexTaTIUOTNTAG. AV Ko dev
e0TI8{oVY TPWTIoTWG oYY aoPalelo Twv enclaves, 1 UEAETY) TOUG TYETIKA Ue TNV KoTavepyUevy)
ECTELETY] EPYOLTIOV KO TOV CUVTOVIOUG ATOUAKPUTILEVWY TTOPWY TOPEYEL YPYTLIAOL TUILTEPATUATE
YloL VTR ACTE TOV OtaryelpilovTeu eXPOpTWUEVOVE UTOACYITULOVG T€ ETEPOYEVEIG KO YEWYPOPLKA KATOVEUYUEVEG
vTodoués [<empty citation>].

ZUVOAIKA, OL TOPATAV®W pYaTies aTOTEAOVY TV BATY Vi THY ao@aAy eXTELETT Kot EXPOPTWAIY
VTOAOYLOPWY O W1 éumiota weptBdddovta. otéoo, oe avtibeoy ue wponyodueves mpooeyyioelg
TIOV ElTe TPOTTATEVOVY OLOKANPEG EPUPUOYEG, EITE ETIKEVTPWVOVTAL TE TUYKEKPIULEVEG KATYYOPIES
PopTiwv epyaciag, eite e5eTdlovy Yevixég OTpaTYIKES EXPOPTWING, TO Agis UVOVLALEL TTATIKY KATATULY O
TPOYPAUATOY, OUVOULIKS TTPOYpaiaTiopké enclaves ko AemTopepy) emAEKTIKY eXPOPTWTY), ETITPETOVTOG
ATPOAT Koul ETERTATLLY KOTOVEWY|LEVY] EKTERETY) KPITILWY VTIOAOYLTTIKGY EPYOTLRV OUTTO EVIWUNTOUEVEG
TUOKEVEC.

14 Zvpmepaopoto

H mapovon dimdwpaticn epyacio mapovaiace to Aégis , éva aopalés kot amodoTiké TAaITLo Yio
ETIAEKTIKY] EKPOPTWTY UTOLOYLTU®DY TTO EVIWUATWUEVEG TUTKEVEG TTEPLOPITUEVWY TOPpwY TTpog EumioTe
[epiPairovta Extédeong (Trusted Execution Environments — TEEs). Zvvdvdlovtag uetaoynuoriopods
TPOYPAUATEY K00dY YOV UEVOUG A6 ETAYAWTTIOTY e Evay AP PD Y POV eXTELETNG Kot Evar Bpidtid
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LOVTELOD YpOVOdPOOAEYY| NG, TO AEgis eMITPETEL TY SVVAILLKY KATOVOLT VTOACYITTIKA QT T TIKWY
epyaoiwv ot ao@aleic xopuBovg enclaves, diatrpwvTag TepdAAY ke THY ERTIOTEVTIRGTY T TewY SeOOUEVLY.

Méooowd ) Souixy] avaAVOT EPAPLOYLIY EVIWUATWLEVRY TVOTYLATWY, avadelEoe Ta TpOTUTL
exTéAeamg mov Pacilovtal oe Bpéyove wg wmin Oepedindn apaipean yie v vAomoingy Aemrtopepode
eTIAEXTING EXPEPTwOTG. AflomoIdVTag av Ty TNV Tapartipron, To Aégis petaoynuartile oyolaouéve
TPOYPAUALTO T ATVYXPOVES, TPOTAVATOMTAEVEG T€ EPYATIEG POEG EXTELETG, OL OTIOIEG EXULETAAAEDOVTELL
ToV TepadAMoud petald avebaptrtay emavadnyewy. Iapdiinia, o oyedaouds Tov ovoTuarog
avtipetaniler Paoixég TpoxAioElg NG aoPaods exPOPTWaYS, OTwg v dlayelplon ebapTHoewy, To
KOTTOG ETIKOLVWYING Katl OL TTEPLOPLTUEVOL TTOPOL TwY TepLBaAAdvTwy enclave.

H merpapatiy afiodéynom o éva evpd chvoro avTimpoowevTikmy @opTiny epyaciog édete 6Tt
To Aégis popel v BEATIOTEL TYaVTIRA TNV AT6300Y TWY EQUPUOYWY, ETIITUYYAVOVTAG OVTLATTIKEG
eTLTOOVOELG Ko adENom Thg puBuamddoong oe TVYKpLOT e TNV ATOKAELOTIRA TOTIKY] EKTEAEDY).
[Tepdt 1 expbpToway etodyet mpéoheto x6aTog Abyw Tvg AIKTVAKNG ETLKOIYVWYING Kol THG EXTEAETT)G
uéoa oe enclaves, T amoTedéopata xaTadelkyDovy 6Tt To K60 TOG AWTS avTioTadileTon arTrd ToL oPERy
ToV TapaA Ao oD ket TG a5LoTolNoNG LoYVPOTEPWY VTTOXOYLOTIIWY TTOPWY, LOLAITEPAL € EPAPUUOYES
U EVTOVE VTTOLOYITTIKG YALPOKTHPOL.

Svvolud, To Aégis amodelkvieL 6TL 1) ATQAAYG EXPOPTWTY VTTOLOYITUWY ATOTEAEL bt 16VO wint
EPUCTY) A Kot ioL Tpak Ty ADTY] Ylow To gVYYpove EVIWUATWUEV CVTTHRATA. TEPUpwVovTag TO
yaopo petafd edge computing xou afléToTHG EXTERETNG OTO VTOAGYIOTIKS VEPOG, Y] EpyaTio avTH
Bétel T Depédia yia ™Y avdmTvEy epapuoyy vimMArg amddooyg Tov dATYPOTY TNV LOLWTIKOTYTA
Towy dedopévawy ot Topels 6mwg To Atadixtvo Twv Ipayudtwy (IoT), n vyetovourkn wepiBadim xou
TaL v TévOpe cVoTHRaTe. MedhovTixég emextdoeig umopody va aflomoioovy Ty {die Tpooéyyion oe
ATOKEVTPWUEVEL Kol TUVERYATIIA TEPLBAAROVTAL, 6TI0G 1] aoxevTpwuévy expddnoy (Swarm Learn-
ing), emiTpémovTag TNV avVATTLEN KALLAKODUEVY)G Ko ILWTIKY]G KOLTOVEWTLEVYG VO LLOTTIVNG.
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1  Abstract

Embedded applications have become increasingly popular, powering a wide range of intelli-
gent systems such as IoT devices, autonomus platforms and microcontrollers. These applica-
tions often process privacy-sensitive data collected from sensors or user input, as part of com-
plex workflows that support real-time control, analytics and decision-making. However, due
to their restricted resources, executing intensive, compute-bound tasks degregates their perfor-
mance. Outsourcing parts of computation directly to cloud vendors, poses significant security
risks, since the server itself may be compromised. Trusted Execution Environments (TEEs) pro-
tect against malicious priviledges software including the operating system or hypervisor, as well
as unauthorized memory inspection and tampering, offering security guarantees for applica-
tions that span on- and off-premise components. 4égis adopts a hybrid scheduling model that
dynamically scales application components to TEEs at runtime, increasing throughput while
preserving data confidentiality. It selectively offloads and distributes performance-critical func-
tions across available enclave nodes following compiler-driven program partitioning, exploiting
task-level parallelism whenever possible. To support this execution model, A¢gzs incorporates a
lightweight TEE-embedded runtime that orchestrates remote execution while operating within
the strict memory constraints of enclave environments. Across a diverse set of embedded work-
loads, Aégis achieves a median speedup of 4.7 X 103 % in the single-server setting, and up to
an order-of-magnitude additional improvement under distributed execution across multiple
enclave nodes.

Keywords

Trusted Execution Environments (TEEs), Secure Computation Offloading, Embedded Sys-
tems, Distributed Enclave Execution, Program Transformation, Task Parallelism, Runtime Sys-
tems
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3 Introduction

Edge computing is becoming increasingly widespread due to the rapid growth of IoT devices
and the need for real-time predictions and intelligent automation. In this direction, artificial
intelligence plays a key role by enabling accurate inference through trained models deployed di-
rectly on edge. Devices such as health or fitness wearables, gyroscopes, security cameras, and au-
dio recorders, rely on signal-processing pipelines to transform noisy, unstructured sensor data
into meaningful features followed by machine learning routines for decision making. They
continuously gather and analyze physiological and environmental signals, including heart rate,
insulin levels, respiration patterns, motion trajectories, image frames, and acoustic signals, to
feed their core computation engines. In this setting, the data being processed is highly sensitive
and should remain accessible only by the user. At the same time, the computational intensity of
some internal patterns makes the whole pipeline inefficient for devices with such restricted re-
sources. The resulting performance bottleneck leads to slower response times, excessive battery
consumption or undersampling of the target system to reduce input size degrading prediction
accuracy [1].

While public cloud vendors such as AWS, Azure, IBM, and Google Cloud, offer substan-
tial computational resources, outsourcing execution to them shifts sensitive workloads to an
untrusted environment, creating a fundamental trade-oft between performance and data con-
fidentiality [2]. Furthermore, certain operations—such as continuous sensor data collection,
which is typically generated as a stream, and the application of lightweight filtering stages—
must inherently execute on the edge device.

Consequently, a hybrid approach is required to determine the optimal execution location
for each task in the application pipeline, along with a sandboxed environment to ensure secure
and isolated execution of sensitive components. A4égzs embodies this approach by selectively
offloading bottleneck functions from embedded devices to secure enclaves. Its design stems
from the observation that most embedded applications follow a recurring loop-based execution
pattern, which can be identified across different workloads with small structural variations in
control flow, timing constraints, and data-flow granularity.

Aégis consists of a DSL compiler that captures the appropriate offloading semantics and
performs program transformations to split the application into native and remotely executing
tasks. It also provides runtime primitives to support secure remote execution, including a cus-
tom QJS interpreter enhanced with encryption and communication mechanisms to transfer ex-
ecution state over a secure channel after completing a handshake. Additionally, 4¢gss includes
an analysis engine that tracks dependency modules that must be transmitted to the enclave en-
vironment, and a client runtime that manages request submission and result retrieval in a task-
queue-based execution model enabling concurrent offloading whenever possible. On the server
side, a tailored QJS runtime is embedded within the enclave to evaluate incoming requests, ac-
companied by a middleware layer that mediates communication between the enclave and the
untrusted server. Finally, a scheduler keeps tracks of active client—enclave sessions and assigns
available enclave nodes in a round-robin fashion upon request.

In summary, this project makes the following contributions:

* A structural study and taxonomy of loop-driven embedded applications that identifies
execution patterns suitable for secure offloading.

12



* Alightweight enclave execution runtime that enables transparent remote execution while
preserving data confidentiality and operating within strict resource constraints.

* A selective offloading framework that dynamically distributes performance-bottleneck
functions across enclave nodes to support partial remote execution and improve through-

put.

* A domain-specific language (DSL) compiler that automatically transforms annotated
loop constructs into asynchronous remotely executable tasks and orchestrates their dis-
tributed execution across secure enclave nodes.

The sourcecode will become publicly available on Github after submission.
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4  Example

Consider the following ECG processing routine that reads heart signal data and attempts to
detect whether a patient exhibits signs of arrhythmia.

const arrModel = await tf.loadLayersModel('file://./arr_model_v4/model.json');

function ECGPipeline() {
for (let i = 0; i < ITERATIONS; i++) {
const ecgData = readECGQ);
const result = predictArrhythmia(ecgData, arrModel);
console.log("Arrhythmia detection:", result);

The readECG () function (line S) collects batches of signal measurements from a sensor
at a fixed sampling frequency. The collected data are then passed to predictArrhythmia()
(line 6), which performs a lightweight preprocessing step (e.g., normalization) before running
inference using a pre-trained TensorFlow model (line 1).

While signal acquisition and preprocessing are relatively inexpensive, the inference step
dominates the execution cost of the pipeline. On resource-constrained embedded devices, re-
peatedly executing this computation can quickly become a performance bottleneck and limit
the throughput of the monitoring application. In practice, if the prediction routine becomes
too slow, the system may be forced to lower the ECG sampling frequency in order to keep up
with processing demands. However, reducing the sampling rate can lead to the loss of impor-
tant signal characteristics and may negatively impact the accuracy of arrhythmia detection. As
aresult, predictArrhythmia () becomes a natural candidate for remote execution.

To express this intent, developers can annotate the loop with an offloading directive (line 4)
that identifies the expensive function (line 5) and specifies that no loop-carried dependencies
exist (line 6), thereby enabling further parallelism:

const arrModel = await tf.loadLayersModel('file://./arr_model_v4/model. json');

function ECGPipeline() {

/* @offload
-- fname predictArrhythmia
--parallel

*/

for (let i = 0; i < ITERATIONS; i++) {
const ecgData = readECGQ);
const result = predictArrhythmia(ecgData, arrModel);
console.log("Arrhythmia detection:", result);

Given that medical data are highly sensitive, patient records could be exposed if the remote
server responsible for processing them were to be compromised. Therefore, an additional secu-
rity layer is required on the server side to ensure confidentiality during remote execution.

Aégis addresses this concern by offloading the computation to a client-dedicated secure
enclave, specifically leveraging Intel SGX. This trusted execution environment provides strong

14



isolation guarantees, ensuring that sensitive ECG data remain protected even if the host system
is untrusted.

The DSL compiler automatically transforms the annotated code into an asynchronous ex-
ecution model that supports secure remote invocation.

const arrModel = await tf.loadLayersModel('file://./arr_model_v4/model. json');

async function ECGPipeline() {
const ecgData = readECGQ);
// __remote__
const result = await predictArrhythmia(ecgData, arrModel) ;
console.log("Arrhythmia detection:", result);

3

scaleout_traffic(ECGPipeline, [], ITERATIONS);

Specifically, the compiler extracts the loop body and wraps it into an asynchronous routine

(line 3) while marking the inference call as a remote operation (line 5). Thecallto scaleout_traffic()

(line 10) orchestrates the concurrent execution of multiple iterations of ECGPipeline, dis-
tributing tasks across available enclave nodes. This transformation effectively splits the compu-
tation into two parts: a local component responsible for data acquisition and control flow, and
a remote component running the inference within the enclave.

Unrolling the loop in this manner serves two main purposes. First, it aligns the program
with the enclave execution model, where individual tasks can be securely invoked and executed
remotely. Second, since ECG samples are processed independently, multiple iterations can be
scheduled concurrently across enclave nodes, significantly improving overall throughput.

5  Embedded Loop Taxonomy

Embedded systems are structurally organized around a persistent control loop, commonly ex-
pressed as while(1) or an equivalent construct that continuously senses, computes, and acts.
This architectural pattern is not incidental but foundational. As described in Programming
Embedded Systems [3], embedded firmware typically executes its core functionality inside an
infinite loop that repeatedly performs sensing, processing, and actuation after initialization.
Similar principles appear in practitioner discussions of deterministic control cycles, where a
fixed-duration “major cycle” ensures predictable execution timing [4]. The infinite loop there-
fore represents a structural invariant of embedded software: it defines both the liveness and
the temporal structure of the system. Building on this observation, we propose a taxonomy of
embedded loop structures classified according to three properties:

* timing guarantees
¢ data-flow granularity
* control criticality

This taxonomy provides a principled basis for computational partitioning between edge
devices and remote execution environments. In particular, it distinguishes tasks that require
strictly bounded response times from those that can tolerate network latency and temporal
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nondeterminism. As a result, the taxonomy enables the identification of computational com-
ponents that can benefit from cloud offloading without violating system-level correctness con-
straints.

5.1 Hard Real-Time Control Loops

Hard real-time embedded systems implement tightly coupled sensing, computation, and ac-
tuation pipelines where each iteration must complete within strict timing bounds. A typical
structure is:

while (1) {
sensor = read();
state = process(sensor);
decision = control(state);
actuate(decision);

These systems operate under deterministic deadlines and are often deployed in safety-critical
environments. The control pipeline typically contains minimal buffering and cannot tolerate
unpredictable latency introduced by network communication or remote execution.

Typical examples include automotive braking systems, airbag controllers, and motor control
firmware in automotive electronic control units, as well as flight-control systems in avionics
platforms. These systems are governed by stringent functional safety and certification standards
such as ISO 26262 for automotive systems and DO-178C for avionics, which impose strict
deterministic timing and correctness requirements [5, 6].

Such workloads are therefore not suitable for remote offloading.

5.2 Soft Real-Time Streaming Loops

Many modern IoT applications continuously process streams of sensor data while tolerating
moderate timing variability. These workloads often follow a streaming loop pattern:

while True:
frame = read_sensor()
features = preprocess(frame)
inference = model(features)
local_actuation(inference)

Unlike hard real-time loops, these applications can tolerate limited jitter or occasional frame
drops without compromising system correctness. As a result, computationally expensive stages—
particularly machinelearning inference—can be offloaded to more powerful compute resources,
a design commonly explored in edge computing systems [7].

Typical examples include video analytics pipelines based on computer vision frameworks
such as OpenCV [8], EEG and ECG monitoring systems used in brain—computer interfaces
and biomedical signal processing [9, 10], audio recognition tasks based on deep learning mod-
els [11], and wearable health monitoring devices that integrate sensing with remote analysis [7].
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5.3 Batch-Iterative Processing Loops

Some embedded analytics workloads accumulate sensor measurements over a fixed time win-
dow before processing them as a batch.

while True:
batch = collect_window(T)
results = process(batch)
upload(results)

These batch-oriented loops are common in signal processing and edge analytics applica-
tions, where windowed aggregation and feature extraction are applied to time-series data [12].
Since processing occurs on aggregated data rather than individual samples, these workloads of-
ten have relaxed timing constraints and are well suited for remote execution.

Representative examples include medical imaging analysis pipelines based on frameworks
such as MONAI [13], energy monitoring systems that aggregate and analyze consumption data
over time (e.g., Emoncms) [14], and predictive maintenance platforms in industrial IoT envi-
ronments that rely on batch processing of sensor histories [15].

5.4 Supervisory and Orchestration Loops

A final class of loops is responsible for system monitoring and orchestration rather than direct
sensor processing.

while True:
monitor_system()
schedule_tasks()
sync_with_cloud()

These loops operate at the control-plane level and typically involve relatively low sensor
bandwidth. They coordinate device behavior, schedule workloads, and synchronize system
state with remote services, following principles commonly studied in distributed and cloud sys-
tems [16, 17].

Examples include fleet-management systems that coordinate distributed devices, over-the-
air (OTA) update controllers implemented in frameworks such as Eclipse hawkBit [18], and ve-
hicle route-planning services based on engines such as GraphHopper [19]. Because these tasks
naturally interact with remote infrastructure, they are also good candidates for selective offload-

ing.

5.5 Execution Epochs

Although embedded applications are commonly expressed using infinite control loops [3], in
practice their execution proceeds in discrete sensing and processing cycles. Each cycle corre-
sponds to a sensor sample, an input frame, or a batch of collected measurements.

Aégis leverages this structural property by segmenting continuous execution into bounded
iteration windows, referred to as execution epochs. An execution epoch represents a finite se-
quence of loop iterations extracted from the infinite control loop of the application.

This abstraction allows the compiler to treat each iteration as an independent computa-
tional unit that can be scheduled either locally or remotely within a secure enclave. When loop
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iterations do not exhibit loop-carried dependencies, multiple iterations within an epoch can be
executed concurrently across several enclave nodes [16].

By decomposing infinite control loops into bounded execution epochs, Aégis aligns embed-
ded workloads with the task-oriented execution model of trusted execution environments and
cloud infrastructures, enabling secure and scalable remote execution.

6  Background

6.1 Cloud Computing

Cloud computing has emerged as a fundamental paradigm for delivering scalable and on-demand
computational resources over the internet [17]. By leveraging large-scale data centers, cloud

providers such as Amazon Web Services (AWS) [20], Microsoft Azure [21], Google Cloud [22],

and IBM Cloud [23] offer virtually unlimited processing power, storage, and networking ca-
pabilities. This model enables applications to ofload compute-intensive tasks from resource-
constrained devices to powerful remote servers, improving performance and scalability. At the

same time, cloud computing supports flexible deployment models, elasticity, and pay-as-you-
go pricing, making it a popular choice across a wide range of domains, from data analytics to

machine learning and distributed systems.

6.2 Trusted Execution Environments (TTEs)

Trusted Execution Environments (TEEs) provide hardware-based isolation mechanisms that
enable secure execution of code and protection of sensitive data, even in the presence of a com-
promised operating system or hypervisor. Prominent TEE technologies include Intel SGX,
which offers enclave-based memory isolation, ARM TrustZone, which separates execution into
secure and non-secure worlds, and newer solutions such as Intel TDX that extend these guaran-
tees to virtualized environments. Through memory encryption, integrity protection, and strict
access controls, TEEs ensure confidentiality and integrity of computations, preventing unau-
thorized access or tampering from privileged software layers. These properties make TEEs a
strong foundation for secure computation offloading in untrusted cloud infrastructures.

Intel SGX  Anenclave is a protected area of execution in memory provided by Intel SGX [24]
thatisolates code and data from the rest of the system, including privileged software such as the
operating system or hypervisor. Enclaves operate within the CPU, and all memory accesses to
enclave pages are transparently encrypted and integrity-protected by the SGX hardware. This
ensures that data inside the enclave cannot be read or modified by any external process. Commu-
nication between the enclave and the untrusted application happens via well-defined interfaces:

* ECALLs (Enclave Calls): These are calls made from the untrusted application into the
enclave. They allow the application to request services or computation from the pro-
tected code.

* OCALLs (Outside Calls): These are calls made from the enclave to the untrusted appli-
cation, typically to perform operations that cannot be done inside the enclave (e.g., I/O
operations, network communication).
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The security guarantees provided by enclaves include:

* Confidentiality: Data inside the enclave is encrypted in memory and cannot be accessed
by any external entity.

* Integrity: Any attempt to tamper with the enclave code or data is detected by hardware
checks.

* Isolated execution: Code inside the enclave runs in an isolated CPU execution environ-
ment, separate from the OS or other applications.

Furthermore, Intel SGX supports a remote attestation mechanism [24] that allows a re-
mote party (the verifier) to confirm that a specific piece of code is running inside a genuine
enclave on a trusted platform. The process begins with the enclave generating a cryptographic
measurement (known as MRENCLAVE), which uniquely identifies the enclave’s code and initial
state. The enclave then creates a guote, a signed data structure that includes this measurement
along with additional metadata. This quote is signed using a platform-specific attestation key
provisioned by Intel, ensuring its authenticity. The quote is sent to the verifier, typically via
the Intel Attestation Service (IAS) or through Data Center Attestation Primitives (DCAP) in
newer deployments. The verifier checks the signature to ensure it originates from a genuine
SGX-enabled platform and validates the enclave measurement against an expected value. If the
verification succeeds, the verifier gains assurance that the intended code is executing inside a se-
cure enclave and has not been tampered with. This enables the secure provisioning of secrets
(e.g., cryptographic keys) directly to the enclave, establishing a trusted execution channel even
over untrusted networks.

6.3 Other Approaches

Besides hardware-based enclaves like Intel SGX, there exist other methods for protecting com-
putation and sensitive data on untrusted systems:

* Oblivious RAM (ORAM): A technique that hides memory access patterns to prevent
information leakage from the way data is accessed [25, 26, 27].

* Homomorphic Encryption: Allows computation directly on encrypted data without
decrypting it, preserving confidentiality [28, 29, 30].

* Secure Multi-Party Computation (MPC): Enables multiple parties to jointly compute
a function over their inputs while keeping those inputs private [31, 32, 33].

* Trusted Platform Modules (TPM): Hardware-based cryptographic modules providing
secure key storage and attestation capabilities [34, 35, 36].

While these approaches offer strong security guarantees, they often come with higher com-
putational or communication overhead compared to SGX enclaves. Enclaves provide a prac-
tical trade-off, enabling efficient, isolated execution of code while maintaining confidentiality
and integrity.
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7  Threat Model

Based on the TEEs and SGX mechanisms described above, we assume the following threat
model: the execution environment on the remote server—including the operating system, hy-
pervisor, and any privileged software—is untrusted. These components may behave maliciously
and attempt to inspect, tamper with, or interfere with the execution of offloaded tasks. In
particular, the adversary can observe all network communication, control scheduling, and ac-
cess system memory outside the enclave. To mitigate these threats, we rely on hardware-based
Trusted Execution Environments (TEEs), specifically Intel SGX enclaves, which provide iso-
lated execution and protect the confidentiality and integrity of code and data within the enclave.
Communication between the client and enclave is secured via remote attestation and encrypted
channels, ensuring that sensitive data is only accessible to trusted enclave instances. We assume
that the processor and SGX hardware are trusted, and that cryptographic primitives used for
secure communication are correctly implemented. We do not consider physical attacks, such
as side-channel attacks (e.g., cache timing, power analysis), denial-of-service attacks, or rollback
attacks. These remain outside the scope of this work.

8  Challenges

8.1 Offloading cost and granularity

Selective offloading is not universally beneficial. Intuitively, offloading a computation is advan-
tageous only when the total remote execution cost is lower than local execution time. This can
be expressed as:

Toﬁioad = ﬂnc + Tnet + ﬂemote < ﬂocal

where T, denotes the overhead of data encryption and serialization, T, captures network
latency and transmission time, and Tiemore is the execution time within the remote enclave.

Additionally, determining the appropriate granularity of offloading remains non-trivial. In
many real-world applications, computational workflows are structured around black-box func-
tions, often imported from external libraries, that encapsulate a complete processing step (e.g.,
inference, signal transformation, or feature extraction). These functions are typically invoked
within larger control flows and often dominate the execution cost of the application.

However, it is not always straightforward to decide whether to offload the imported func-
tion itself or the surrounding wrapper. Profiling at the granularity of the wrapper function can
be misleading, as it aggregates both computationally intensive operations and lightweight auxil-
iary logic such as data preparation or control flow. As a result, it may overestimate the amount
of useful work being offloaded and underestimate the communication overhead introduced by
transferring additional data.

This challenge calls for a more fine-grained analysis that can isolate the true computational
hotspots within a function. By identifying the minimal computation-heavy region, the system
can reduce unnecessary data movement while preserving most of the performance gains. To
this end, A¢égis is designed to support fine-grained offloading guided by the developer’s ammo-
tations, enabling the selective extraction and remote execution of only the most performance-
critical components rather than coarse, wrapper-level units. This design choice improves the
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communication-to-computation ratio and leads to more efficient and scalable offloading deci-
sions.

8.2 TEE memory limitations

Trusted Execution Environments (TEEs) impose strict resource constraints, particularly in terms
of memory capacity, which limits the size and complexity of computations that can be executed

remotely. However, this limitation is often less restrictive in practice. Embedded applications

are inherently designed to operate under tight resource budgets, both in terms of memory and

compute, and typically process real-world sensor data that arrive in bounded, streaming, or win-
dowed forms rather than as large monolithic datasets. Asa result, individual computation units

are naturally small and self-contained. Furthermore, offloading is performed at the level of ex-
ecution epochs or per-iteration tasks, which further bounds the memory footprint of each re-
mote invocation. Together, these properties align well with the constrained environment of
TEEs, mitigating the impact of their limited memory capacity.

8.3 SGX programmability

Although Intel SGX provides string isolation guarantee, developing SGX applications and of-
floading computation to enclaves requires the developer to manage a complicated workflow as
explained below.

First, the developer must explicitly define the enclave interfaces. This involves writing
an EDL (Enclave Definition Language) file that declares all ECALLs (functions invoked from
the untrusted application into the enclave) and OCALLs (functions invoked from the enclave
to thr untrusted host). After modyfing the EDL file, the SGX toolchain must be invoked to
aytomatically generate the correspondig trusted and untrusted proxy code that implements the
interfaces.

Second, the developer must separate all application into trusted and untrusted compo-
nents and maintain two distinct codebases. The trusted part, which runs inside the enclave,
is subject to SGX restrictions: it cannot perform system calls, access files or the network directly,
or allocate memory dynamically in an unrestricted manner. Only a limited set of operations is
allowed, and any interaction with the outside world must be delegated to the untursted host
through OCALLs.

Third, all data exchange accross the enclave boundary must be marshalled manually.
Arguments passed to ECALLs and return values must be serialized into plain bufters before
entering or leaving the enclave, copied across the boundary, and deserialized on the other side.
The developer must carefully manage memory ownership, buffer lifetimes and data layout to
avoid leaks, corruption, or undefined behavior.

Fourth, secure communication attestation must be implemented by the developer. To
establish trust that the remote code is executed within a genuine enclave, the developer must
implement remote attestation (e.g via Intel Attestation Service or DCAP) and verufy the enclave
identity and measurement. After the attestation, a secure session must be established, including
key exchange and the setup of encrypted channels that provide confidentiality, integrity and
protection against replay or tampering.

Finally, the system must be built and deployed. The enclave code must be compiled into
an enclave binary, signed and packaged together with the untrusted host application. The devel-
oper is responsible for deploying both components to the server, configuring the environment

21



(SGX drivers, libraries, dependencies), and ensuring that enclave instances are correctly initial-
ized and available for remote execution.

In summary, developers must explicitly define enclave interfaces through EDL files, parti-
tion code between host and enclave components, marshal data across enclave boundaries, and
manage enclave lifecycle and deployment. When SGX is used as the basis for distributed offload-
ing, these responsibilities are further compounded by the need to integrate networking, request
serialization, dependency management, and secure communication. Consequently, applica-
tion logic becomes tightly coupled with low-level SGX infrastructure, increasing development
complexity and reducing portability. This motivates the need for higher-level abstractions that
allow developers to express what should be ofloaded while hiding how secure remote execution
is performed.

9  System’s Design

9.1 Design Goals

The design of Aégis is guided by the challenges outlined in the previous sections, along with the
the need for strong data confidentiality guarantees, and the overheads associated with remote
execution. Based on these constraints, the system is designed to satisfy the following goals:

* Performance: Improve application throughput by offloading computationally intensive
tasks and exploiting parallelism across multiple enclave nodes.

* Scalability: Support concurrent execution across multiple enclaves, enabling the system
to scale with available secure resources.

* Security: Ensure that sensitive data remain protected during offloading by leveraging
trusted execution environments and secure communication mechanisms.

* Transparency: Minimize developer effort by providing a high-level programming model
that abstracts away low-level details of remote execution.

9.2 System’s Overview

Figure 1 shows the high-level architecture of the system. The developer provides annotated ap-
plication code to the Aég7s DSL compiler, which transforms it into an equivalent execution flow
that partitions the program into local and remote tasks. As part of this transformation, the com-
piler marks functions that will be offloaded as remote and makes their invocation asynchronous.
The dispatcher will later wrap marked functions into proxies, abstracting the details of remote
invocation and allowing them to be invoked as if they were local calls.

The client-side Quick]S runtime executes the transformed program locally until a remote
directive is encountered. At that point, the runtime fetches the necessary input data along with
any required dependency modules and constructs a remote execution request. This request is
encrypted and transmitted over a dedicated channel to a pre-assigned server instance.

Upon reception, a request handler in the untrusted part of the server forwards the encrypted
payload to the enclave. Inside the trusted execution environment, a specialized runtime decrypts
the request and evaluates the target function in isolation. Once execution completes, the results
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enclave-backed servers, where computations are executed securely and results are returned to
the client.

are encrypted within the enclave and securely returned to the client, where they are reintegrated
into the application’s execution flow.

9.2.1 DSL and Program Transformations

The Aégis DSL compiler performs a source-to-source transformation that converts annotated
loop-based computations into a partitioned execution model suitable for secure offloading. The
transformation is driven by developer-provided annotations that identify computationally in-
tensive functions within loop bodies as candidates for remote execution.

Atahigh level, the compiler targets canonical £ or loops with a statically bounded iteration
count. Given such aloop, the compiler extracts its body and lifts it into a separate asynchronous
function. The original loop is then replaced by a runtime call that orchestrates multiple invoca-
tions of the generated function.

Within the lifted function, calls to annotated routines are rewritten into asynchronous
proxy invocations by introducing await expressions. These proxies abstract the details of re-
mote execution, allowing offloaded functions to be invoked transparently as if they were local.
The enclosing function is marked as async to preserve correct control-flow semantics.

This transformation decomposes a sequential loop into a set of execution units that can be
scheduled independently. Depending on the annotation provided by the developer, the com-
piler applies one of three distinct execution modes:

Parallel mode (--parallel): Thismode isused when loop iterations are independent and
operate over identical input structures. The compiler removes the loop and delegates iteration
control to the runtime via scaleout_traffic, which dispatches requests concurrently across
multiple enclave nodes. Each invocation corresponds to the same computation replicated over
different iterations, enabling task-level parallelism (also referred to as embarrassingly parallel
execution).
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function F (...) {
for (i = 0; i < N; i++) {
BODY (i)

l

async function F(...) {

BODY'

}
scaleout_traffic(F, [args], N);

Figure 2: Parallel Transformation (-parallel flag)

Batch mode (--batch): This mode applies when each iteration consumes different inputs
derived from the loop index. The compiler extracts the loop body into a parameterized asyn-
chronous function and materializes the iteration space as an explicit task list. Loop-varying vari-
ables, as well as any local variables required by the computation, are lifted and passed as explicit
function parameters. The runtime then distributes these tasks across nodes using scaleout_map.
By explicitly enumerating inputs, this mode exposes data-level parallelism, where each task op-
erates on a different partition of the input domain. This enables efficient distributed execution
over heterogeneous data while preserving per-iteration semantics.

function F (...) {
for (i = 0; i < N; i++) {
BODY (i)

!

ﬁsync function F(i, ...)

{
BODY' (i)

tasks = [[il, ...],
[i2, ...1, ...1;

scaleout map (F, tasks); /

Figure 3: Batch Transformation (-batch flag)

Default mode (no annotation): When no execution mode is specified, the compiler conser-
vatively preserves the original control flow and wraps the computation using create_traffic,
ensuring sequential semantics:
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function F (...) {
for (i = 0; i < N; i++) {
BODY (i)

l

async function F(...) {

BODY'
}
scaleup_traffic(F, [args], N);

Figure 4: Default transformation (no flag)

Correctness Constraints.  To ensure correctness, the compiler assumes a set of structural con-
straints on annotated loops, including: (i) canonical loop form, (ii) statically known iteration
bounds, (iii) absence of control-flow interruptions such as break or continue, and (iv) no
loop-carried dependencies. These restrictions guarantee that loop iterations can be safely exe-
cuted in isolation.

In addition to control-flow transformation, the compiler performs a static dependency anal-
ysis to identify all functions and modules required for remote execution. A call graph is con-
structed and traversed to resolve transitive dependencies of each offloaded function. The re-
sulting dependency set is serialized and packaged together with the transformed code into a
self-contained execution unit. To reduce runtime overhead, this metadata is cached locally and
may be precompiled into bytecode, allowing the system to transmit compact representations
instead of source code during offloading invocations.

9.2.2 Offloading Engine

The Offloading Engine is responsible for orchestrating computation tasks across both local and
remote nodes. When a function is called, the engine intercepts the call and determines whether
it should be executed locally or ofloaded to a remote worker. For offloaded tasks, it constructs a
request message that includes serialized function arguments, all necessary dependencies, and im-
port statements, ensuring the worker has the complete execution context. To support this, the
engine first reads a hashed metadata file generated by the compiler, which contains precomputed
information about the functions, their offloading annotations, dependencies, and source code.
This metadata is used to populate internal structures such as the offloads set, function-module
dependency map, and source code raw text, enabling accurate and efficient task preparation
without having to perfrom program flow analysis at runtime. Each request is assigned a unique
sequence number (nonce) to guarantee that only the corresponding response is accepted, pre-
venting misordered or replayed results. To support asynchronous execution and parallelism,
function calls are wrapped into promises, allowing local code to continue running while re-
mote tasks are processed. Once a worker completes a task, the engine validates the response,
and resolves the associated promise, seamlessly returning the result to the original function call.
Through this mechanism, the Offloading Engine efficiently manages task queueing, execution,
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and result handling across a distributed system, while enabling dynamic scaling across multiple
workers.

9.2.3 Handshakes & Dedicated Connections

Before offloading any computation, the client establishes secure connections with each assigned
server. This process begins with a handshake for each node, during which the client and server
exchange public keys and derive a shared session-specific encryption key. These keys are used to
encrypt all subsequent communication, ensuring end-to-end confidentiality. Each client main-
tains a dedicated socket per server, which persists across multiple task offloads, reducing con-
nection overhead and improving throughput.

Unlike full SGX remote attestation workflows (e.g., IAS or DCAP), this handshake mech-
anism does not perform cryptographic verification of enclave identity. Instead, it establishes a
secure communication channel based on key exchange, assuming trust in the initial deployment
of the enclave.

Once the session is established, the runtime on the server side (inside the enclave) can safely
execute client-supplied scripts with preloaded dependencies and return encrypted results. This
handshake and dedicated connection mechanism complements the Offloading Engine’s schedul-
ing logic: each request carries a unique nonce to prevent replay attacks, and the persistent con-
nections allow the client to efficiently schedule multiple tasks across nodes while maintaining
secure, ordered communication.

Connections are only closed when the client completes its workflow or explicitly releases
the allocated servers, at which point session keys are discarded and sockets are terminated.

9.2.4 Customized Interpreter

The interpreter has been extended to incorporate network communication, encryption, and dis-
tributed task management, enabling secure and efficient interaction between clients and servers.
A comprehensive networking layer allows scripts to create and manage TCP connections, han-
dle incoming and outgoing connections, and transmit data across remote nodes. Large payloads
are sent and received in chunks, ensuring reliable communication without exceeding bufter
limitations. Cryptographic enhancements include secure key storage, management of public
and private keys, and the derivation of session-specific encryption keys. The system supports
both symmetric and asymmetric encryption for payloads, while concurrent access to crypto-
graphic state is safeguarded through mutex-based locking to prevent race conditions during
parallel communication. Concurrency support extends to shared resources, ensuring that mul-
tiple asynchronous offload tasks can execute without compromising security or data integrity.
Modules and scripts are tracked and serialized, allowing for dynamic offloading and remote
execution while maintaining consistency across nodes. These capabilities are fully integrated
into the scripting environment, providing seamless access to networking, encryption, and dis-
tributed execution features through the interpreter’s standard interfaces. Security is empha-
sized throughout the design: each node maintains a unique identifier, all communications are
encrypted, sequence numbers and nonce-based encryption prevent replay attacks, and mutex-
protected state ensures consistent message ordering and thread-safe operations.

26



9.3 Server-side Components
9.3.1 Trusted App

The Trusted App runs inside the enclave and provides a secure, isolated environment for evalu-
ating client-supplied scripts. It uses a custom, lightweight Quick]S interpreter with many non-
essential JavaScript functions removed to reduce memory footprint, focusing only on the lower-
level logic operations common in embedded applications. Client scripts are sent encrypted and
decrypted within the enclave using session-specific AES keys. Once decrypted, the code is eval-
uated directly from a string in a global Quick]S context (quickjs_enclave_ctx), which persists
across multiple client requests. Dependencies required by the scripts—such as preloaded mod-
ules or helper functions—are read and cached into the enclave memory the first time they are
needed. These dependencies are stored in global state and are not cleared between executions, al-
lowing subsequent requests to reuse them efficiently and reducing initialization overhead. Only
when a client disconnects is the runtime completely wiped, including clearing the cached depen-
dencies and session keys. Execution results are collected in a response bufter and re-encrypted
before being sent back to the client, ensuring end-to-end confidentiality. The enclave exposes
controlled ECALL interfaces for initialization, key exchange, code execution, and session man-
agement, while using OCALL:s for non-sensitive operations such as logging, networking, and
I/0. This design ensures ephemeral, secure execution with reusable runtime state for improved
performance.

9.3.2 Untrusted App

The untrusted application acts as the intermediary between network clients and the secure en-
clave, managing all communication, decryption, and lifecycle events. Incoming requests are
first received at the network layer and forwarded as raw byte streams to the enclave, where they
are securely decrypted and processed under attestation guarantees. Each payload is prefixed
with a length indicator, allowing the application to determine its size before passing it to the
enclave. The untrusted app also establishes a secure handshake by exchanging public keys with
clients and deriving shared session keys for encrypted communication. It maintains the integrity
of the JavaScript runtime environment by bootstrapping it per client while caching necessary
global state to optimize performance. Upon client disconnection, the application ensures sensi-
tive memory within the enclave is wiped, closes the associated network socket, and releases the
client’s entry from the scheduler to free resources. This design ensures that even untrusted com-
ponents handle sensitive data safely while supporting efficient, secure interaction with multiple
clients.

9.4 Scheduler

The scheduler is responsible for allocating server resources to clients in a controlled and efficient
manner. It maintains a list of all registered servers, including their network addresses and avail-
ability status, and assigns servers to clients on a round-robin basis to balance load. When a client
request arrives, the scheduler traverses the server list starting from the last assigned position, se-
lecting the requested number of available servers. If fewer servers are free than requested, the
scheduler returns the maximum number it can assign along with an informative status message.
Both clients and servers support primitives for secure mapping and handshake with the enclave,
ensuring that each assignment respects protocol requirements. The scheduler also tracks active
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client sessions, releasing server resources when clients disconnect to maintain accurate state and
avoid resource conflicts. This lightweight design provides a reliable mechanism for managing
distributed execution while minimizing overhead.

10  Evaluation

10.1 Benchmark Suite

This benchmark suite is designed to evaluate computational workloads representative of em-
bedded, mobile, and robotics applications. There are no full open-source projects available
that exactly match these workloads; instead, only datasets, libraries, or algorithmic components
exist that encode aspects of these behaviors. Given these resources, and inspired by real-world
projects and operational patterns, we constructed synthetic workloads that capture the core
computational and memory characteristics of their domains. Although synthetic, the bench-
marks are motivated by real workloads:

1. Operational realism: Each benchmark captures the dominant computation, memory ac-
cess, and parallelization patterns seen in deployed systems.

2. Parameterization: Variables like batch size, grid resolution, and obstacle density allow
exploration of performance under realistic operating conditions.

3. Compute and memory scaling: Benchmarks are structured to stress CPU-bound, memory-
bound, or mixed workloads, reflecting trade-offs present in embedded and robotic plat-
forms.

This methodology allows precise control, repeatability, and systematic evaluation of perfor-
mance optimizations or ofloading strategies, while remaining faithful to the behaviors observed
in actual systems, even if no full open-source implementations are available.

HMAC-Based Secure Health Data Processing

This benchmark models a wearable health device that continuously collects sensitive physiologi-
cal data, including heart rate, SpOs, and high-frequency ECG signals. Data are aggregated into
fixed-size batches (10 seconds at 500 Hz), resulting in approximately 5,000 ECG samples per
payload, along with associated metadata.

Each batch is serialized and authenticated using HMAC-SHAS512 to ensure integrity and
authenticity before transmission or storage. The HMAC computation dominates execution
cost and is therefore selected as the offloading target.

This workload falls under the batch-iterative processing loop category, where data are first
accumulated over a time window and then processed as a unit, making it well-suited for selective

offloading.

Adaptive Sensor Data Smoothing

This benchmark models a streaming sensor processing pipeline where noisy measurements are
continuously filtered using a sliding-window median. At each iteration, a batch of sensor read-
ings is acquired and incorporated into a fixed-size buffer (window size 1024), simulating real-
world scenarios such as environmental monitoring or industrial sensing.
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The core computation applies a median filter over the sliding window, implemented via a
sorting routine (Gnome sort), which dominates the execution cost due to its quadratic time
complexity. This makes the smoothing function (processBatch) a natural candidate for of-
floading.

The input size is representative of embedded workloads: data arrive incrementally in small
batches, while the maintained window remains bounded. Such designs are common in edge
systems to balance responsiveness with noise reduction under limited memory.

This workload falls under the soft real-time streaming loop category, where continuous data
streams are processed with moderate latency tolerance, allowing selective offloading of compu-
tationally intensive stages.

Minimum Edit Distance for Streaming Log Analysis

This benchmark models a streaming log-processing application where sequences of sensor or de-
vice status messages are continuously generated and compared. Each iteration constructs two
sequences of length 100, introducing small perturbations to simulate anomalies, and computes
the minimum edit distance using a dynamic programming matrix of size n X m The compu-
tation dominates execution time due to its O(n - m) omplexity, while memory usage remains
modest but proportional to the sequence lengths.

The workload is representative of embedded analytics pipelines that perform incremental
anomaly detection or similarity scoring on streaming text data. Structurally, this application fol-
lows a soft real-time streaming loop pattern: sequences are processed continuously with moder-
ate latency tolerance, allowing selective offloading of the dynamic programming computation
to secure enclaves without affecting overall system responsiveness.

Temperature Prediction Using Decision Trees

This benchmark represents an embedded analytics application that predicts future temperature
values from historical sensor readings. Each execution epoch generates a batch of 1,024 time-
series samples and trains a decision tree regressor with a maximum depth of S over these inputs.
Predictions are then made for the subsequent 1,024 time steps. The computation is dominated
by the tree training, which scales with both the number of samples and tree depth, creating a
significant performance bottleneck on resource-constrained devices.

The workload is representative of batch-oriented environmental or industrial monitoring
pipelines, where historical measurements are aggregated before predictive processing. Due to
the accumulation-then-process structure, this application belongs to the batch-iterative process-
ing loop category, making it well-suited for selective offloading to secure enclaves while main-
taining low-latency response for incoming sensor data.

K-Means Clustering for Sensor Data Aggregation

This benchmark models an embedded analytics application that clusters multi-dimensional sen-
sor data in batches of 512 points with 3 features each. Each execution epoch performs K-Means
clustering with K = 20 centroids and up to 50 iterations, dominated by the iterative centroid
update computations. As K increases, the application transitions from being memory-bound
to compute-bound: more centroids require storing larger centroid arrays and distance matrices,
increasing memory footprint, while each iteration requires more distance calculations and cen-
troid updates, raising CPU load. Such a scenario is realistic in embedded environments, for ex-
ample in industrial IoT, environmental monitoring, or smart-city sensor networks, where large
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numbers of clusters may be needed to differentiate fine-grained patterns or identify multiple
simultaneous phenomena.

Structurally, the workload follows a batch-iterative processing loop pattern, with data accu-
mulated over a batch and processed collectively. The modular nature of each iteration makes it
suitable for selective offloading to secure enclaves, enabling edge devices to handle large cluster-
ing tasks without violating memory or latency constraints.

Batch Processing of Voice Commands for Embedded NLP
his benchmark simulates an embedded device that continuously collects voice commands dur-
ing the day and processes them in batches during idle periods. Each batch contains B = 50
commands, which are analyzed to extract intents, detect out-of-scope utterances, and improve
usage analytics. The core computation consists of tokenization, verb and noun normalization,
and intent classification via a lightweight NLP pipeline. Execution complexity depends primar-
ily on the batch size and the number of linguistic features extracted per command. While the
memory footprint is modest due to short command lengths, CPU usage grows linearly with
batch size and text length, making larger batches compute-bound. This scenario is realistic in
smart home devices, wearables, or voice assistants, where accumulated voice commands need
offline processing without degrading runtime responsiveness.

Structurally, the workload follows a batch-iterative processing loop, where commands are col-
lected over a time window and processed collectively. The independence of commands within
a batch makes the computation amenable to selective offloading to secure enclaves, preserving

privacy while enabling high-throughput analysis.

NavFn Pathfinding for Grid-Based Navigation

This benchmark simulates a grid-based path planning system inspired by ROS navigation, where
multiple start/goal pairs are processed to compute optimal routes. Each scenario consists of a
pair of coordinates representing start and goal positions, which are analyzed using a potential
field—based Dijkstra planner to generate paths and estimate travel costs. The core computation
involves costmap setup, potential propagation, gradient calculation, and path extraction, with
complexity primarily determined by grid size and the density of obstacles.

While the memory footprint scales linearly with the number of grid cells, CPU usage is dom-
inated by iterative propagation and gradient computations, making dense maps or long paths
compute-bound. This scenario is realistic in autonomous robots, UAVs, and mobile platforms,
where real-time planning must balance accuracy and efficiency. Structurally, the workload fol-
lows a Batch-iterative loop, seeding goals, propagating potentials, and computing gradients for
path extraction. The independence of grid cells during potential updates makes the computa-
tion amenable to selective parallelization, enabling high-throughput evaluation without com-
promising deterministic planning.

Dijkstra-Based Shortest Path Computation

This benchmark models an embedded route optimization application, such as a delivery drone
or automated warehouse vehicle planning system, where multiple origin-destination pairs must
be processed efficiently on resource-constrained hardware. The workload constructs a weighted
graph with V' = 10,000 vertices and a deterministic set of edges with variable weights, then
computes shortest-path distances from a given source node using Dijkstra’s algorithm. Each
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iteration traverses the graph, updating tentative distances for unvisited vertices and propagat-
ing path costs through adjacency lists. The computation is dominated by repeated minimum-
distance selection and edge relaxation operations, with modest memory requirements for the
distance and visited arrays.

Structurally, this workload represents a soft real-time streaming loop pattern: the graph is
initialized, distances are computed iteratively across all vertices, and results are collected over
multiple iterations. This pattern allows selective offloading of the computationally intensive
Dijkstra function to secure enclaves, enabling embedded devices to perform large-scale path op-
timization without exceeding memory or processing constraints. Unlike the ROS Navigation
benchmark, which focuses on grid-based potential propagation, this scenario emphasizes graph
traversal and combinatorial optimization over sparse or structured networks, reflecting typical

workloads in autonomous logistics, route planning, or sensor network analysis.

Benchmark Input Size Module bytes Payload bytes Time Space |Pattern

HMAC 5000 samples |131259.80 + 4304.65|98642.43 + 3272.57 O(n) O(n) |Batch-iterative
GnomeSort 1024 window| 9625.50 £ 6.02 8216.56 £+ 7.51 O(n*) | O(1024)|Soft real-time streaming
Edit Distance 100x100 seq 5556.40 £ 3.24 3998.95 £ 4.42 O(nm) | O(n'm) |Soft real-time streaming
Decision Tree | 1024 samples | 621192.00 & 518.49 | 33853.49 £955.50 | O(n-d) |O(1024)|Batch-iterative
K-Means 512x3 pts | 619917.20 & 18.38 | 31247.91 £19.62 | O(kin-d) | O(n'k) |Batch-iterative

NLP 50 commands| 423987.50 4+ 396.57 | 4214.82 + 417.21 |O(batch-feat)|O(batch)|Batch-iterative

ROS Navigation| 10x10 grid 18683.10 £ 0.30 213.08 +0.81 O(n?) O(n*) |Batch-iterative
Dijkstra 10000 vertices|  2458.00 = 0.00 204.26 + 0.55 O(V*+E) | O(V) |Soft real-time streaming

Table 1: Summary of benchmark workloads, including input sizes, computational and memory
characteristics, and structural patterns for selective offloading.

10.2 Experimental Setup

All experiments were conducted in a controlled private network environment to ensure stable
and reproducible performance measurements. The system was configured to use Intel SGX in
hardware mode (SGX_MODE=HW), enabling execution within real trusted execution envi-
ronments. The experiments were performed on a machine running Debian GNU/Linux 13
(trixie) with the Intel SGX SDK version 2.25.100.3.

The server-side infrastructure consists of a single multiprocessor machine equipped with an
Intel Core i7-10710U CPU. The processor features 6 physical cores and 12 hardware threads,
with a maximum frequency of 4.7 GHz and a shared 12 MB L3 cache. The system is provisioned
with 64 GB of main memory.

The processor supports Intel SGX, as indicated by the presence of the sgx CPU flag. The
system exposes SGX device interfaces (/dev/sgx_provision, /dev/sgx_vepc), enabling
enclave execution in hardware mode. The platform supports SGX1, and the available Enclave
Page Cache (EPC) size is approximately 94 MB, as determined through CPUID-based enumer-
ation. This value is slightly lower than the theoretical maximum of 128 MB for this processor
generation due to system-level memory reservations.

The server machine runs multiple enclave-backed worker instances. In our configuration,
four server instances are spawned, listening on ports 9000-9003. A centralized scheduler runs
on the same host and listens on port 8000, assigning available enclave nodes to clients in a round-
robin fashion.
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The EPC is a globally shared hardware resource across all enclaves on the system. As a result,
concurrently executing enclave instances compete for the same memory region. In our setup,
where up to four enclave-backed servers are deployed simultaneously, the effective EPC capacity
available to each enclave is reduced, increasing memory pressure. This can lead to EPC paging,
where enclave pages are evicted to untrusted memory, introducing additional performance over-

head.

10.2.1 Synthetic WAN Latency Model

All experiments were executed in a controlled private laboratory network to ensure stable and
reproducible measurements. Consequently, the measured network latency is significantly lower
than that experienced in typical cloud deployments. To estimate the performance of A4égzs in
a realistic edge-to-cloud scenario, we additionally report results using a synthetic WAN latency
model.

Let the measured end-to-end latency be expressed as

Llab - Tnetwork,lab + ,I‘server + ,I'enclave' (1)

Here, Thetwork lab denotes the measured network transmission time (including communica-
tion and transport overheads), Terer represents the total server-side processing time, and Tciave
corresponds to the execution time inside the SGX enclave.

To approximate deployment over the public Internet, the measured laboratory network
latency is replaced with a representative WAN latency while preserving the experimentally mea-
sured server and enclave execution times. The resulting latency is therefore computed as

LWAN - Llab - Tnetwork,lab + Tnetwork,WAN7 (2)
or equivalently,
LWAN = Llab + A? (3)
where
A= Tnetwork,WAN - Tnetwork,lab- (4)

Unless otherwise stated, Theework, wan is selected from representative client-to-cloud round-
trip latencies (10-50 ms) reported for nearby public cloud regions. This model provides a sen-
sitivity analysis of 4égzs under realistic Internet deployment conditions while preserving the
experimentally measured execution characteristics of the server and enclave.

10.3 Results

With the benchmarks fully described and their computational characteristics understood, we
now evaluate their performance under various deployment configurations. Our analysis com-
pares native execution against multi-server setups, highlighting execution time, throughput,
and latency characteristics.

Specifically, the evaluation of Aégis answers two primary research questions and design ob-
jectives:
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* RQ1 (Performance Efficiency): examines to what extent 4égzs can improve the perfor-
mance of embedded applications through secure selective offloading to Trusted Execu-
tion Environments, focusing on key metrics such as execution time, throughput, and
latency in comparison to native, local-only execution.

* RQ2 (Scalability): investigates how the system’s performance scales with the number of
available enclave nodes across diverse workload types.

* RQ3 (Overhead and Latency Breakdown): measures and analyzes the contributions
of different components to the total execution time, including (i) network transmission
(including encryption/decryption overheads) and (ii) enclave invocation (including en-
cryption/decryption and secure processing), to understand how each factor affects the
overall efficiency of secure offloading.

* (Design Objective) Programmability and Transparency: provides a qualitative com-
parison between the traditional SGX programming workflow and the Aégis program-
ming model, highlighting how 4égis abstracts enclave interface management.

* (Design Objective) Security Preservation: confirms that 4¢gzs maintains SGX security
guarantees during remote execution. Sensitive code and data remain protected within
enclaves, while communication between edge and cloud components is authenticated

and encrypted.

10.3.1 RQI: Performance Efficiency

The performance gains observed in Figures 5 and 6 are primarily due to the computational ad-
vantage of the server compared to the limited resources of the embedded device. These gains are
naturally constrained by network transfer overheads, including encryption/decryption mecha-
nisms, enclave attestation, and transitions between the untrusted and trusted spaces (e.g., system
calls or context switches).

The average native execution latency ranges from 13.8 ms (editDistance) to 19.9 s (NLP),
illustrating the large diversity in computational complexity across the evaluated benchmarks.
Under secure remote execution, the average per-iteration latency ranges from 0.35 ms (Dijkstra)
to 12.9 ms (KMeans), reflecting the substantially higher computational capability of the remote
server.

Native throughput ranges from 0.0001 to 0.0726 iterations/ms, whereas secure remote exe-
cution achieves between 0.312 and 2.627 iterations/ms, corresponding to a substantial increase
in processing capacity.

Notably, the first iteration of each offloaded task is significantly slower, as it includes the
transmission of dependency modules to the enclave in addition to the actual workload. Subse-
quent executions benefit from cached modules within the enclave, resulting in faster comple-
tion times. Importantly, these initial delays are included in the calculation of average perfor-
mance, yet they do not significantly affect the overall efficiency, as the performance of subse-
quent iterations dominates the average.

To evaluate the practicality of Aég7s in realistic deployments, we repeat the latency analysis
using the synthetic WAN latency model described above. Unless otherwise stated, we assume
a 30 ms round-trip network latency, which is representative of communication between edge
devices and geographically nearby public cloud regions. This value lies within the commonly

33



Native vs Secure Remote Offloading
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Figure 5: Average per-iteration latency comparison between native execution and secure offload-
ing to a single server.
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Figure 6: Throughput comparison between native execution and offloaded execution on a single
server.

reported 10-50 ms RTT range observed in edge-to-cloud deployments and therefore represents
a realistic operating point while avoiding assumptions specific to a particular cloud provider or
geographic location.

10.3.2 RQ2: Scalability

Loop unrolling and the concurrent dispatch of subsequent iterations in a task-queue fashion
further increase throughput. While adding more servers generally improves parallelism, it also
introduces overhead from additional handshakes between the client and each enclave, as well
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Native vs Secure Remote Offloading
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Figure 7: Average per-iteration latency under the synthetic 30 ms WAN model compared to
native execution and laboratory measurements. The additional network delay increases end-to-
end latency uniformly while preserving the relative performance trends across benchmarks.

as the transfer of dependency modules during the first invocations. These factors increase the
initial latency per thread, causing the first iteration to be slower when more servers are involved.
Despite this initial cost, the benefit of high data parallelism dominates, yielding substantial per-
formance gains in multi-server deployments. The total speedup, shown in Figure 8, is calculated
as the ratio of the total execution time of the offloaded loop—measured as the maximum of each
request’s start time plus its latency—to the execution time of the native, local-only implementa-
tion. Although the per-iteration speedup—Figure 9-decreases slightly as the number of servers
grows due to intra-machine contention from multiple enclaves, the overall throughput-Figure
10-and efficiency still improve significantly with increased parallelism.

The achieved speedup varies considerably across workloads, with the largest improvements
observed for compute-intensive applications that benefit most from cloud offloading. This be-
havior is expected, as the baseline platform is a resource-constrained embedded device while
computation is offloaded to a significantly more powerful cloud server.

The scalability trends remain qualitatively unchanged under the synthetic WAN latency
model, as the additional network delay affects all configurations equally. Therefore, only labo-
ratory measurements are reported for scalability.

10.3.3 RQ3: Overhead and Latency Breakdown

Figures 11, 12, and 13 provide a detailed breakdown of latency across different server configura-
tions and benchmarks. Figure 11 shows the distribution of per-iteration latencies, highlighting
both the median performance and the variability across threads. Figure 12 decomposes the la-
tency into three components: execution inside the enclave, overhead due to offloading, and
network transfer time. Figure 13 focuses on tail latencies (P95 and P99), revealing the impact
of rare, high-latency events on overall performance.

These figures illustrate that the dominant source of latency depends on the workload char-
acteristics. For memory-bound applications, where large amounts of data are transferred to the
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Speedup Across Benchmarks (Number of Servers vs Execution Time)
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Figure 8: Total speedup of multi-server deployments compared to native execution. Speedup is
calculated as the ratio of the total execution time (maximum start time plus latency) of ofloaded
tasks to native execution.

Speedup Across Benchmarks (Average Latency per Iteration)
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Figure 9: Per-iteration speedup as the number of servers increases. Speedup per iteration slightly
decreases due to intra-machine contention from multiple enclaves created inside the same ma-
chine.

enclave, network transfer times dominate, especially for the first iteration when dependencies
are loaded. Conversely, for compute-bound applications with intensive core computations, the
enclave execution time is the largest contributor to total latency. Algorithm-specific parameters
also play a crucial role: for example, in k-means, fewer coordinates reduce computational com-
plexity and execution time, whereas increasing the number of cluster centers adds significant
computation, increasing the execution component of latency. Enclave overheads, including se-
cure context switches and cryptographic operations, associated with SGX attetsation remain

36



Throughput Across Benchmarks (lterations per ms)
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Figure 10: Overall throughput across different server configurations. Task parallelism and loop
unrolling lead to significant throughput gains with multiple servers.

negligible compared to network and execution costs. Understanding these breakdowns is essen-
tial to achieving actual speedup. The system must balance offloading overhead, network costs,
and core computation: if the network or initialization cost dominates relative to computation,
offloading may not yield performance gains. Proper configuration of the algorithm and work-
load partitioning ensures that the benefits of parallel execution across multiple servers outweigh
these overheads, enabling meaningful acceleration.

Latency Distribution Across Benchmarks (Log Scale, All Configurations)
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Figure 11: Distribution of per-iteration latencies across benchmarks and server configurations.
Boxes show median and variability, highlighting both network- and computation-dominated
workloads.

For completeness of the analysis and to evaluate the system behavior under realistic deploy-
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Latency Breakdown Across Benchmarks (Core execution, Enclave Overheads, Network)
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Figure 12: Latency decomposition into enclave execution, offloading overhead, and network
transfer. Memory-bound tasks are dominated by network time, while compute-bound tasks
are dominated by execution time.

Tail Latency Across Benchmarks (P95 / P99, Servers Only)
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Figure 13: Tail latencies (P95 and P99) showing high-latency events across benchmarks and
configurations. Highlights the impact of first-iteration overheads and workload characteristics
on extreme latency values.

ment conditions, we additionally include results for RQ3 under the synthetic WAN model with
a fixed 30 ms latency. Under WAN conditions, the network component becomes the domi-
nant contributor for lightweight workloads, while compute-intensive benchmarks remain dom-
inated by enclave execution.
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Figure 14: Latency decomposition under the synthetic WAN model with fixed 30 mslatency for
RQ3. The results show that network transfer dominates lightweight workloads, while enclave
execution remains the primary contributor for compute-intensive benchmarks.

10.3.4 Programmability and Transparency

To evaluate the programmability benefits of 4ég7s , we compare its programming model against
the traditional SGX development workflow. As discussed in Section X, conventional SGX
application development requires explicit management of enclave interfaces, communication
logic, and data handling. In contrast, A¢gis shifts these responsibilities to the compiler and run-
time, exposing only high-level annotations to the developer.

Table 2 summarizes this comparison across key development tasks.

Table 2: Comparison between traditional SGX development workflow and Aégss programming
model.

Traditional SGX Workflow Aégis Offloading Model

Write EDL files Automatic interface generation
Define ECALLs / OCALLs Automatic handling via runtime
Implement RPC layer Fully managed by offloading runtime
Manage dependencies Compiler-assisted resolution

Handle serialization Automatic marshalling/unmarshalling
Partition application manually Function-level annotations

Parallelize loops manually Annotation-based parallel execution

In the traditional SGX workflow, developers are required to explicitly define enclave inter-
faces, manage trusted and untrusted components, and implement communication mechanisms
between them. This includes writing EDL files, defining ECALLs and OCALLs, implement-
ing RPC logic, and handling serialization of all data exchanged across the enclave boundary.

In contrast, Aégis abstracts these low-level responsibilities. The compiler automatically par-
titions the application, resolves dependencies, and replaces annotated function calls with invo-
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cations to a generic offloading runtime. Enclave interfaces and communication mechanisms are
therefore completely hidden from the application developer, allowing them to focus on identify-
ing computation that should be offloaded rather than implementing the infrastructure required
to execute it securely.

11  Discussion/Future Work

Swarm learning is a decentralized, privacy-preserving approach to collaborative machine learn-
ing in which multiple participants, such as edge devices or institutions, jointly train a global
model without sharing raw data. Instead, only model updates or gradients are communicated
among participants, often coordinated via a blockchain or peer-to-peer protocol to ensure con-
sistency and integrity [37, 38, 39]. This enables a global model that benefits from the diversity
and scale of distributed data while maintaining privacy and complying with regulatory require-
ments.

A promising direction for future work is to extend A4égzs toward efficient swarm learning
over sensitive, distributed data. Current frameworks protect privacy by sharing only aggregated
model updates [37, 38, 39, 40], but the majority of machine-learning computation (training
and inference) still occurs locally on resource-constrained devices, limiting scalability and in-
creasing energy and latency costs.

Techniques based on homomorphic encryption aim to compute over encrypted data with-
out decryption, but encrypted tensors are typically orders of magnitude larger and far more
expensive to process — with overheads reaching 10x-1000x for inference and 100x-10,000x
for training compared to plaintext computation [41, 42].

Similarly, recent TEE-based approaches demonstrate secure model training and aggregation
within enclaves, but are generally focused on protecting specific stages (e.g., aggregation) while
still relying on local client computation [43, 44].

Leveraging the hybrid offloading and enclave scheduling capabilities of A4¢gzs , we envision
aswarm-learning extension in which a larger portion of the computational workload — includ-
ing gradient computation and model updates — could be offloaded securely to remote enclaves
rather than executed entirely on the edge. In this model, sensitive data from multiple partici-
pants could be **batched and combined inside enclaves™ for joint training, enabling more ac-
curate, general, and population-based predictions. Only protected parameter updates would
propagate back to participants, preserving confidentiality while benefiting from aggregated in-
formation across the population.

12 Related Work

A number of prior systems and frameworks have explored secure execution, remote offloading,
and trusted execution environments (TEEs) to protect sensitive computation and data in un-
trusted environments.

Shielded execution frameworks such as Haven introduced the notion of protecting entire
applications and their data from an untrusted cloud infrastructure. Haven leverages Intel SGX
to provide shielded execution for legacy binaries, ensuring confidentiality and integrity even in
the presence of a malicious operating system or hypervisor, and motivating more fine-grained
confidential computing techniques in subsequent research [haven2014].
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Building on the use of hardware enclaves for secure processing, Ryoan presents a distributed
sandbox that confines untrusted data processing modules within hardware TEEs. By isolating
computation across multiple enclave instances, Ryoan prevents leakage of sensitive input data in
distributed services, aligning with the threat models assumed in selective offloading frameworks
such as Aégis [ryoan2016].

Work such as SCONE explores how containerized workloads can benefit from SGX-based
trusted execution. SCONE uses secure enclaves to protect unmodified container processes from
external threats, minimizing the trusted computing base while maintaining performance close
to native speeds. This demonstrates how SGX can be integrated into real execution environ-
ments to protect confidentiality and integrity of both code and data across complex software
stacks [scone2016].

In the context of privacy-preserving inference, Occlumency specifically tackles remote deep-learning
inference by offloading neural network evaluation into SGX enclaves. It ensures thatinput data,
intermediate activations, and outputs remain confidential throughout the entire offloading pro-
cess, addressing privacy concerns inherent in cloud-assisted inference services [45].

EnCloak adopts a complementary approach, focusing on automatic identification and pro-
tection of sensitive code regions. By performing bidirectional taint analysis and transforming
critical code segments into enclave instructions, £rCloak provides end-to-end protection for
sensitive data and reduces the overall trusted computing base, highlighting the value of program
transformation in secure offloading scenarios [46].

Beyond specific enclave systems, surveys of offloading and task partitioning in cloud—edge
collaborative frameworks illustrate the broader landscape of computation offloading. These
works review a range of strategies for splitting computation between local devices and remote
servers based on performance, energy, and latency considerations, emphasizing the need to
jointly optimize partitioning and offloading decisions for various application types and archi-
tectures [47].

Emerging research such as 7-Edge extends the idea of trusted execution to heterogeneous
edge computing platforms, exploring how TrustZone and other hardware security mechanisms
can support secure computation across CPUs and hardware accelerators in untrusted deploy-
ments. This line of work shows the continued interest in expanding TEE protections beyond
traditional CPU enclaves to diverse edge environments [48].

Finally, systems like HiveMind investigate distributed edge and cloud coordination for per-
formance and scalability. While not primarily focused on enclave security, HiveMind’s explo-
ration of scalable remote task execution and distributed orchestration provides useful context
for frameworks that manage offloaded computation across heterogeneous and geographically
distributed resources [<empty citation>].

Taken together, these works provide a foundation for secure computation and offloading in
untrusted environments. However, unlike prior work that either protects entire applications,
focuses on specific workload types, or emphasizes general offloading strategies, Aégzs uniquely
combines static program partitioning, dynamic enclave scheduling, and fine-grained selective
offloading to enable secure and scalable distributed execution of performance-critical tasks from

embedded devices.
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13  Conlusion

This thesis presented 4égzs , a secure and efficient framework for selective computation offload-
ing from resource-constrained embedded devices to Trusted Execution Environments (TEEs).
By combining compiler-driven program partitioning with a lightweight runtime and a hybrid
scheduling model, Aégis enables the dynamic distribution of performance-critical tasks across
secure enclave nodes while preserving data confidentiality.

Through a structural analysis of embedded applications, we identified loop-based execu-
tion patterns as a key abstraction for enabling fine-grained offloading. Leveraging this insight,
Aégis transforms annotated programs into asynchronous, task-oriented workflows that exploit
parallelism across independent iterations. The system design addresses key challenges in secure
offloading, including dependency management, communication overhead, and the constrained
resources of enclave environments.

Experimental evaluation across a diverse set of representative workloads demonstrated that
Aégis can significantly improve application performance, achieving substantial speedups and
throughput gains compared to native execution. While offloading introduces overheads related
to network communication and enclave execution, the results show that these costs are out-
weighed by the benefits of parallel execution and access to more powerful compute resources,
particularly for compute-intensive workloads.

Overall, Aégis demonstrates that secure computation offloading is not only feasible but
also practical for modern embedded systems. By bridging the gap between edge computing
and trusted cloud execution, this work provides a foundation for building high-performance,
privacy-preserving applications in domains such as IoT, healthcare, and autonomous systems.
Future work can further extend this approach toward decentralized and collaborative settings,
such as swarm learning, enabling scalable and privacy-aware distributed intelligence.
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